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I TPAHCIIOPTA KJIFOYA HA ACHOBE SJIIIITHBIYHBIX KPBIBBIX

Information technology and security

Digital signature and key transport algorithms based on elliptic curves

ara BBegenus 2014-01-01

1 ObJacTth npuMeHeHns

Hacrogamuit crangapT ycTtaHaBInBaeT aJrOPUTMbI BHIPAOOTKN W TPOBEPKU SJIEKTPOHHOM
mudpooit mopmucu (nanee — DIIT), asropurmbl TpaHCHOpTa KU, & TAKXKE COIPOBOXK /I~
IOIe WX aJITOPUTMBI T€HEPAIINN 1 MTPOBEPKH MapaMeTPOB SJIINNTHYECKON KPUBOIt, TeHEpAIINT
JIMYHBIX U OTKPBITBHIX KJII04Yeil, IPOBEPKU OTKPBITBHIX KJIIOUeil.

Hacrogmuit crangapt npumensieTcd mpu pa3paboTKe CPeJICTB KPUNTOrpahuIecKoil 3armm-

bl uHpopMarmu, B ToM gucsie cpegacts DI u mmdposanusi.

2 HopmaTuBHBIE CCHLIKU

B macrosimmem crangapre MCIOIB30BAHBI CCHIIKU HA CJIEIYIONNEe TEXHUIECKIEe HOPMATUB-
Hble [PABOBBIE aKThl B 0OJACTH TEXHHYECKONO HOPMUPOBAHWs ¥ CTaHIaprTusannu (garee —
THITA):

CTb 34.101.17-2012 UndopmanmoHHble TEXHOJIOTUN 1 Oe30TmacHOCTh. CHHTAKCHUC 3a1poca
Ha IoJiyvdeHne ceprudukara

CTB 34.101.19-2012 Nudopmarmonnbie Texuoaornn u 6e30macHoctsb. Popmarsr cepTudu-
KATOB U CIIICKOB OTO3BAHHBIX CEPTUMUKATOB NHMPACTPYKTYPHI OTKPBITHIX KITIOUeit

CTb 34.101.23-2012 NudopmannoHable TEXHOJIOTHH U 6€30MacHOCTb. CUHTAKCUC KPUITTO-
rpaduaeckux cooOIeHmit

CTB 34.101.26-2012 Nudopmarnmortabie TeXHOIOTHN U 0e301MacHOCTh. OHJIAHOBBIH TTPO-
TOKOJI 1TpoBepKu craryca ceprudukara (OCSP)

CTb 34.101.31-2011 Undopmanmonnbie TexHoornn. 3amuta nHpopMmarm. Kpunrorpa-
dudeckne aaropuTmbl mndpOBaHUS U KOHTPOJIS [1€/IOCTHOCTH

CTB 34.101.47-2012 NudopmarmoHHbie TEXHOJIOTHHI 1 6€301aCHOCTh. Kpunrorpadmaeckue
AJITOPUTMBI TEHEPAINH [ICEBIOCTY YailHbIX TUCET

CTb 1176.2-99 Nndopmanuonnast Texuojorus. 3amura naopmarmu. [Iporeaypst Bbpa-
OOTKM U IPOBEPKU IJEKTPOHHON MuPOBOIL 1O/ IITNCH

['OCT 34.973-91 (MCO 8824-87) Undopmanmonnasi TeXHOIOTHsT. B3anMOCBsi3b OTKPBITHIX

cucrem. Crerudukarus abcTpakTHO-ciHTaKcn4Yeckoil Hotanuu epcun 1 (ACH.1)
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['OCT 34.974-91 (1CO 8825-87) Undopmannonnast TexHoI0rust. B3anMocBsi3b OTKPBITHIX
cucrem. Onuncanne 6a30BBIX MPABUJI KOAMPOBAHUS JIJIsi A0CTPAKTHO-CHHTAKCUYECKO! HOTAINN
Bepcnu 1 (ACH.1)

ITpumeganne — Ilpu mosb30BaHNE HACTOAIIUM CTAHJIAPTOM II€I€COO00OPA3HO IIPOBEPUTDH JEHCTBIE

THITA 1o Katajory, COCTaBIEHHOMY IO COCTOSHUIO Ha 1 sHBapsl TEKYIIero rofa, u MO COOTBET-

CTBYIOIINM MWH(OPMAIMOHHBIM YKa3aTeJIAM, OITyOJIMKOBAHHBIM B TeKyIeM roay. Ecian cehlounbre

THITA 3amenenbl (M3MEHEHbI), TO NP [10JH30BAHUN HACTOSIINM CTAHJIAPTOM CJIE/LyeT PYKOBO/I-

crBoBarbcs 3amenenHbiMu (u3menennbivMu) THITA. Eciu cepuiounsie THITA ormenensr 6e3 3ame-

HBI, TO IIOJIOJKEHHEe, B KOTOPOM JaHa CChLIKA Ha HUX, IPUMEHseTCd B YacTH, He 3aTparuBarolei

3Ty CCBLIKY.

3 Tepmunbl n onpejiesieHUst

B nacrositiem cranjiapre IpUMEHHAIOT CJI€/IYIOIIMEe TEPMUHBI ¢ COOTBETCTBYIOIIMMU OIPE/1e-
JIEHUSIMU:

3.1 kurou: [Tapamerp, KOTOpBIit ypaBiser KpunTorpapuaecKuMu OnepausiMu BbIpadoT-
KW U TIPOBEPKU 3JIEKTPOHHOI 1 poBoit mojnucu, 3amudpoBanus 1 pacimdpoBanusi, reHepa-
IIAN TICEBOCTYIalHbIX YUCET U JIP.

3.2 KoH(UAEHITNATBHOCTD: ['apanTusi TOro, 4To COOOIIEHNs JTOCTYITHBI JIJIsi UCIIOJIH30-
BaHUSA TOJIBKO T€M CTOPOHAM, KOTOPBIM OHU IpeTHa3HAYEHbI.

3.3 nmuunbIit kKIo9: Kirtod, KOTOphIil cBsi3aH ¢ KOHKPETHOI CTOPOHOI, He SBJIsIeTCs 00IIie-
JIOCTYITHBIM U UCIOJIb3YEeTCd B HACTOLAIIEM CTaHIAPTE /I BHIPAOOTKH SJIEKTPOHHON (D POBOIi
TIOJIMACK U T pazdopa TOKeHa KJTI0Ya.

3.4 okTeT: /[BomdHoe CI0BO JTUHBI 8.

3.5 oTKpBITHIN KJrto4: Kito4u, KOTOPHIil CTPONTCs 110 JIMYHOMY KJIIOUY, CBA3aH ¢ KOHKPET-
HOII CTOPOHOI1, MOXKeT OBITH CJIeJIaH OOIMIETOCTYIHBIM U UCIOIB3YeTCd B HACTOSIIEM CTaHIapTe
JIJIT TIPOBEPKU 3JTEKTPOHHON TG POBOil MOAMICH U JJI CO3/TaHUS TOKeHa KJTI0Ya.

3.6 nmoasmHHOCTB: ['apaHTHsa TOro, 9TO CTOPOHA JEHCTBUTETHLHO SABJIAETCH BJIAJIETbIIEM
(cozmaTesieM, OTIIpABUTEIEM) OMPEIETIEHHOIO COOOIIEHNS.

3.7 cekpeTHbI KJ04: KiTt09, KOTOPBI CBSI3aH ¢ KOHKPETHBIMU CTOPOHAMHU, HE ABJISIeTCS
OOTIEIOCTYTHBIM U MCIIOJTB3YeTCsl B HACTOSIIEM CTaHIApTe I TeHEePAIMH MCEBIOCTY YaifHbIX
qKceJl U JIJIst 3alUThL JIPYTUX KJIFOYeil.

3.8 cuaxponockuika: OTKPBITEIE BXOIHBIE TAHHBIE KPUTITOTPADUIECKOTO ATTOPUTMA, KO-
TOpbIe 00ECIIeYNBAIOT YHUKAJHHOCTh PE3YJIbTATOB KPUITOIPahUIecKoro mpeodpa3oBaHus Ha
pUKCUPOBAHHOM KJIIOYE.

3.9 coobmienue: /[Bontdnoe CJIOBO KOHEYHON JIJTNHBI.

3.10 Token kmroua: CoobiieHne, KOTOPoe MepPeaeTcss OT OTHOW CTOPOHBI JIPYTOil Tpn
TPAHCIIOPTE KJII0Ya U IPEeACTaBIgeT cOO0i TPaHCIIOPTUPYEMbIil KJIF0U B 3allUIIeHHOI (hopme, a
TaKKe JIaHHbIe, HEOOXOUMbIE TIOJIYIaTe 0 JIJIsd CHATUS 3allIUTHI.

3.11 Tpauncnopt kJroua: Kondujiennnaabuas nepejada KJro4a OT 0JHOW CTOPOHbBI JIPY-
roit.

3.12 x3ur-3Hadvenwue: /[Bonunoe cji0BO (DPUKCUPOBAHHOIN JIJIMHBI, KOTOPOE OIIPEJIE/IsIeTCst
110 COODIIEHNIO 03 MCIOJIL30BAHNS KJII0Ya U CJIYXKHUT JIjIT KOHTPOJIS IEJIOCTHOCTU COOOIICHUS

U JJIsl IpeJICTaBJIeHnst coo0IeHust B (He0OOpaTumo) czkaroil hopme.
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3.13 xsmmpoBanue: BoipaboTka x31-3Ha9eHMil.

3.14 mesioctHOCTB: ['apanTust Toro, 9T0 COOOIIEHNE HE M3MEHEHO NP XPAHEHUN UJIU TIe-
pejade.

3.15 sunekrponnas nudposBasa nomainck; IIIII: Korarponbrnas xapakrepucTuka coob-
IIEeHNsI, KOTOpasi BBIPAOATHIBAETCS ¢ MCIIOJIb30BAHIEM JITIHOTO KJII0Ua, IIPOBEPAETCA ¢ UCIOJb-
30BAHUEM OTKPBITOTO KJIFOUA, CJIYKUT JIJIsi KOHTPOJIS [EJTOCTHOCTH U TOTHHHOCTH COODITCHMST

7 00eCIIeYnBaeT HEBO3MOXKHOCTD OTKA3a OT aBTOPCTBa.

4 (O003HaYeHud

4.1 Choucok obo3HaueHUu

{0,1}" MHOXKECTBO BCeX CJIOB JmHbL 1 B andasure {0, 1};

{0,1}* MHOKECTBO BCEX CJIOB KOHEUHOM Jiymubl B aidasure {0, 1} (Bkiodast mycroe

cs10B0 sy 0);

[ul nymaa cosa u € {0, 1}

{0,1}™ MHOZKecTBO Beex ¢jioB u3 {0, 1}*) jyimHa KoTopbix KpaTHa n;

o™ st o € {0, 1} c/IoBO JUIMHBL N U3 OJMHAKOBBIX CHMBOJIOB (V;

(u), st u € {0,1}* c7I0BO M3 HEPBBIX 1 CUMBOJIOB U, N < |ul;

ul| v KOHKATEHAIUS U U . . . UpU1Vs - . . Upy CIIOB U = UqUs . .. Up U U = V1V3 . .. Upy;

01234.. .5 npejcrasienue u € {0, 1}" mecruajarepuaHbIM CJIOBOM, IIPH KOTOPOM
IOCJIEI0BATE/ILHBIM 9eThIPEM CUMBOJIAM U COOTBETCTBYET OJMH MIECTHAIIA-
repudHblil cuMBos1 (Hampumep, 10100010 = A244);

x mod m IS IEJIOr0 9HCIa & U HATYPAJIBHOTO YHCIA 711 OCTATOK OT JEJCHUs T Ha 11,

T. e. wucyio r € {0,1,...,m — 1} takoe, 4to m menur x — r;
r =y (mod m) x cpaBHUMO € Yy 1O MOJYJIO M, T. €.  mod m = y mod m;

udv I U = Uy ... Uy, € {0,1}" m v = vvg...v, € {0,1}" caoso w =

wiws . .. w, € {0,1}" u3 cumsosnos w; = (u; + v;) mod 2;

U a) Ui U = Uy . .. ug € {0,1}% uncno 27uy + 28uy + ... +ug u
6) s u = uy || ug || ... || Un, ui € {0,1}%, uncio ay + 287y +. .. + 280"V q,,;
(U)sy, nnig nenoro ynciaa U ciaoso u € {0,1}8" rakoe, uto 4 = U mod 287;
uBBo s u, v € {0,113 cnoBo (U + 0)gy;
F, Jtst TpocToro ancia p MHoxKecTBO {0, 1,. .., p—1} ¢ omeparusiMu cioyKeHnst

1 YMHO2K€HHUA II0 MOAYJIIO P, KOHEYHOE II0JIe U3 P 3JIEMEHTOB]

(2) NI HedeTHoro mpocToro uncina p u u € F, cumbos Jlexkanzpa: 0, ecin
P
u = 0; 1, ectm ¥ — KBaIpATUIHBIN BBIYET IO MOJIYJIO P, I —1 B OCTAJIbHBIX
CITyYIasX;
oo (Fp) st a,b € F, muoxectso pemennit (z,y), z,y € F,, ypaBuenns y* = x° +

azr + b, MHOXKecTBO ahPUHHBIX TOUEK SJUTUITUIECKON KPUBOIi;

@] OeCKOHEYHO y/IaIeHHas TOYKA;
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Eq.p(F)p) muoxkectso B (F,) U {O} ¢ onepanueii cioxenus Touex, rpyiia TOUeK

SJLJIMITUYECKON KPUBOIL;

kP s P e E,,(F,) cymma k sx3emiispos P, kparnast P To4Ka;

l YPOBEHb CTOWKOCTH, YUCI0 U3 MHOXKecTBa {128,192, 256} ;

(P) s P = (z,y) € E;yb(Fp), rae 2271 < p < 2% cnoso (@) || (y)a;

(P), nna P e E;b(Fp) cJIOBO 13 TepBbIX N cuMBOJIOB (P), n < |[(P)|;

c—u IIPUCBOEHIE TIEPEMEHHON ¢ 3HAYEHUS U;

c <£ U coIydaiiHblli pABHOBEPOATHBIN (MM TICEBIOCTYYaiiHblil) BEIOOD ¢ U3 MHOXKe-
ctBa U;

belt-hash anroput™ xamuposanus, onpeaenenubiii B CTH 34.101.31 (myukT 6.9.3);

OID(D) KOJIOBOE IIpeJicTaBjieHne ujaeHTuduKaTopa oobekTa [, Mo/iydeHHOe B COOT-

BercrBuu ¢ 'OCT 34.973, TOCT 34.974.

4.2 TlogcHeHus K 0003HAYEHUAM

4.2.1 Cuaosa

JIBOMYHBIE CJIOBA MPEJICTAB/IAIOT COOOiT TTOCIEIOBATETLHOCTH CUMBOJIOB 13 ajidasuta {0, 1}.
CuMBOJIBI HYMEPYIOTCSI CJIEBA HAIIPABO OT €MHUILI. B HACTOsIIIEM opas/iesie B KadecTBe Mpu-

Mepa pacCMaTPUBAETCS CJIOBO
w = 10110001100101001011101011001000.

B sTom ciioBe nepswriit cumBost — 1, Bropoit — 0, ..., nocaeauanii — 0.
CroBa pazbuBaroTcs Ha TeTPabl U3 Y€TBEPOK IOCIEI0BATETHHBIX JIBOMIHBIX CHMBOJIOB.

TeTpaJibl KOAUPYIOTCS MIECTHAIIATEPHIHBIMUA CHMBOJIAMHE 110 CJIEYIONMM IpaBuaaM (cM. Tab-
JIUILY :

Tabauna 1

’ Terpana ‘ CumBoJr H Terpaga | Cumpour H Terpama | CumBos H Terpama | CumBos ‘

0000 016 0001 116 0010 216 0011 316
0100 416 0101 516 0110 61 0111 16
1000 816 1001 916 1010 A 1011 Big
1100 Ci 1101 Dig 1110 Eg 1111 Fig

Ha,pr mocjgae10BaTe/JIbHBIX TeTPa/l O6pa3yIOT OKTETHDI. HOCJ’[e,ﬂOBaTeHBHbIe OKTETHhI CJI0Ba W

UMEIOT BUJ;
10110001 = B144, 10010100 = 9444, 10111010 = BA1, 11001000 = C84¢.

4.2.2 CJoBa Kak 4ducJa

OKTeTy u = UjUs . . . Ug CTABUTCSH B COOTBETCTBUE O6ailT — wnco 4 = 2 u; + 20uy + . . . + ug.

Hamnpumep, okTeram w COOTBETCTBYIOT OANTHI
17T7=2"4+22 4241, 148=2"4+2"+22 186 =27 +2° + 2" + 23 4 2! 200 =27 4 20 + 23

4
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Yucjio craBuTCs B COOTBETCTBUE HE TOJBKO OKTETaM, HO U JIFOOOMY JPYTrOMY JIBOMIHOMY
CJIOBY, JijinHA KOTOpOoro kpartua 8. IIpu 3Tom ucmo/ib3yercst pacipocTpaneHHoe Jijis MHOTUX CO-
BPEMEHHBIX TTPOIECCOPOB COTJIaleHre «oT Maamammx K crapmumy (little-endian): canraercs,
YTO HEPBBIi OaliT ABIsIeTCS MJIAJIINM, OCIeIHII — cTapimmyM. Hampumep, cIoBy w cOOTBeT-

CTBYET YHUCJIO

w =177+ 2% 148 + 20 . 186 + 22* - 200 = 3367670961.

4.2.3 KoHeuHsle moJjga

Dyementst ), CKIaIpIBAIOTCS U yMHOXKAIOTCS KaK IeJIble THCIa ¢ 3aMeHOi pesyibTraTa Ha
OCTaTOK 0T €ro Jesenust na p. Muoxecrso F), ¢ rakumu omepanusiMu sB/ISI€TC KOHEYHBIM PO~
cTeiM nosieM. HyseBbiM as1eMenToM 1oist sipjistercst aucsio 0, a MyJIbTUILIMKATUBHO e quHunei —
anciio 1 (moxpobuee em. [I]).

Kpowme ciioxkennst u yMHOKeHUSsT, B 11071€ ), MOXKHO BBIIOJIHSATH BLIMUTAHNE U JieJieHue. Bol-
YUTaHWe U COCTOUT B CI0KeHnn ¢ p—u. lenenne na u € {1,2,...,p—1} cocront B yMHOXKEHUN
Ha wucsio v € {1,2,...,p — 1} rakoe, aro uv = 1 (mod p).

Harmpuwmep, B tiosie F; BoinosiaseTcst:
445=2 4-5=6, 4—-5=4+(7-5)=6, 4/5=4-3=5.

KB&,ILpaTI)I HEHYJIEBbIX 3JIEMEHTOB Fp Ha3bIBAalOTCAd KBaJApPAaTHUYHbIMK BblY€TaMH IIO MOIY-

g0 p. Hampumep, nmeetcd 3 KBaJIpaTUIHBIX BBIYETa MO MOJYJIIO 7:

Hovmony (3) = (2) = (2) = 1. Kpoe roro, (2) =0 n (2) = (2) = (8) = 1.

4.2.4 DaaunTudeckKue KpUBbIe

[Tycrb p > 3 u 4a® + 270 #Z 0 (mod p). MuoxecTso B} ,(F,) cocrout u3 pemiennit ypas-
nennst y> = 2° 4+ ax + b ornocurensho z,y € F,. YpasHeHnme Takoro BuJa ONPEIEIAET /-
JIMITHYECKYIO KpUBYIO HaJ[ mojteM [, ero pemennst (z,y) HazbBaoTcst adOUHHBIMI TOYKAME
kpuoii. K adpdunHbIM TOUKaM J00aBjsgeTCs creluaibias OeCKOHEeTHO yaaieHHas Touka O u

obpazyercs MuozkectBo E, (IF,) (mogpobree cm. [2]). Hampmmep,
Ey1(F7) ={0,(0,1),(0,6), (4,2), (4,5)}.

MuoxectBo E,(F,) sBIsieTcst a/yIMTUBHON IPYIION HPU CJIEAYIOMNX MPABUIAX CJIOKE-
HI:

1 O+P=P+0=P qnascex P e E,,(F,).

2 Ecom P = (2,y) € B} ,(F,), 1o =P = (z,p—y) u P+ (—=P) = 0.

3 Ecrm Py = (w1,41) € B}, (Fp), Pa = (12,42) € Ej; ((Fp) u P # — P, 70 P+ Py = (23, ¥3),

u, P+ P,
9 To — I
e v3 = \° — 21 — T2, Y3 = Mx1 — 3) — Y1, 2
3z7 +a
) P =P
2y,

(Berumcnennus sexyTes B F)).
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Cymma k sx3eMinisipoB Toukn P HasbiBaeTCs k-KpaTHOW eif TOYKOW m 0D03HAYAeTCs |e-
pe3 kP. Hanpuwmep, miust P = (4,2) € E,;(F7) ee kparuble IMEIOT BH/T;
2P =(4,2) + (4,2) = (0, 1), 3P =(0,1) + (4,2) = (0,6),
4P =2(0,1) = (4,5), 5P =(0,1)+(0,6) = O.

Cunraercs, aro 0P = O.

4.2.5 Wnenrtudukaropbl 00bEKTOB

B T'OCT 34.973 ompejiesiennl ipaBusia abCTPaKTHO-CHHTAKCUIECKON HOTaruu Bepeun 1 Jiist
OTMCAHUS PA3TUIHBIX MH(OPMAIMOHHBIX 00bEKTOB. DTH MIPABWUIA PETJIAMEHTUPYIOT B TOM THC-
Jle IPUCBOeHNEe 00bEKTAM YHUKAIBHBIX UICHTU(MUKATOPOB.

Unentudukarop o0beKTa MpEICTABIIET C€O0OW IMOCTETOBATETHHOCTD TIETBIX —HHCET.
[Ipn 3anmcu wmaentudukaropa 4uciaa pasjiejsiorcs npobesamu. Bcesi 10ociie10BaTe/ibHOCTh
okafimiisiercss urypubimun ckobkamu. Hamnpumep, wjaenTtudukarop aaropuTMa  X3IMIHPOBa-
uns belt-hash onpenenen 8 CTB 34.101.31 xax {1 2 112 0 2 0 34 101 31 81}.

Unentudukarop 0b6beKTa KOAUPYETCS JIBOMYHBIM CJIOBOM IO MpaBUIaM, 3aJaHHBIM B
FOCT 34.974 u xparko usnoxenusim B npuioxkernun [Al Haupumep, OID(belt-hash) =
06092A7000020022651F51 5.

5 O61ue moJIoXKeHus
5.1 HazunaueHnue

Hacrosimmit craggapt onpeaessier ajaropurmbl DI, Koropbie mpeaHasHaYeHbl J1JIg KOH-
TPOJIsT TIEJIOCTHOCTU U TIO/IIMHHOCTU COOOIeHuiT. ABTOD COODIEHNUST MUCTIOIb3yeT CBOM JIMTHBII
K04 J171st BeipaboTku DI, a cBa3aHHBIN ¢ TUIHBIM KJIIOYOM OTKPBITBINA K0T UCIOIb3YeTCs
Japyrumu cropoHaMmu it npoepku DI, Ilpu npaBuabHOM yIpaBaeHIN KJIIOYAMU KOPPEKT-
HOCTb IIPOBEPSAEMOI IOIIMCH O3HAYAET, 9TO OHA ObLIa BhIPAOOTAHA BJIAIE/IbIEM JIMIHOTO KJI04a,
U TI0CJIE 9TOI'0 COODIEHNE HE M3MEHsIJIOCh. TOJIbKO BJajie/ier] JJUTHOTO KJIH0Ua MOXKeT BbhIpabo-
taTh KoppekTHyio DI, aTo He mo3BO/IsIET eMy 0TKa3aThCsT OT ABTOPCTBA COOOIIEHWST U MOYKET
OBITH MCIIOJIB30BAHO JIPYTUMHU CTOPOHAMU JIJIsT JIOKA3ATEIbCTBA TAKOI'O aBTOPCTBA.

[Mpumeuanne — Asropurmsbr LTI yeramosiensr Takxke B CTB 1176.2. Tlepexom oT ajaroputmMos

CTB 1176.2 k anropuTMaMm CTaHIapTa TTO3BOJUT YMEHBITUTH BpeMs BEIPAOOTKY 1 mpoBepKu DI,

COKPATUTH JIJINHBI TAPAMETPOB M KJIIOYEll TIPU COXPAHEHUN yPOBHS KPUITOIPAMUIECKON CTONKO-

CTH.

Anropurmel Beipaborku u iposepku LI moctpoenst o cxeme ITuoppa [3]. Ipu Beimo-
HEHUN aJTOPUTMOB UCIOJb3YIOTCS BBIYUCIEHNS B TPYIIE TOYEK SITUNTHIECKON KPUBOU HaJT
KOHEYHBIM IIPOCTBIM 110JieM. B cranjapre OnpeJe/isiioTcs ajJropuTMbl T€HEPAIIMU U [IPOBEPKU
apaMeTpoB, OMUCHIBAIOIINX NCKOMYTO rpyTtiny. OnpeeseHsbl TakyKe aJrOPUTM TeHePAInN Taph
KJIt09eil (JIMIHOrO U OTKPBITOTO) U aJIFOPUTM IPOBEPKU OTKPBITOTO KJTFOUA.

AJIropuT™MBbI TIPOBEPKH MTAPAMETPOB SJITUITHIECKON KPUBOH W OTKPBITOrO KJIIOYA CJIEIyeT
HPUMEHSTh B TEX CJIydasX, KOIJ[a OTCYTCTBYET IapaHTUs WX MaTeMaTUYeCKONH KOPPEKTHOCTH.
Takast rapanTus obecrednBaeT JOCTOBEPHOCTH BBIBOJOB O cToiikocTu ajaropurmon IDIIIT. Bme-
CT€ C TeM aJI'OPUTM TPOBEPKHU OTKPBLITOTO KJIIOYA HE rapaHTUPYeT, YTO KJI0Y JIEHCTBUTE b

HO IIPUHA/IJIEZKUT OIIPEJIe/IeHHOI CTOPOHE WJIM YTO CTOPOHA 3HAET COOTBETCTBYIONIMI JIMIHbIN
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kJifo4. [IpoBepka 3HaHus JIMYHOIO KJIIO4Ya, y/IOCTOBEPEHKE ITPUHA/IEZKHOCTU OTKPBHITOIO KJII04Ya
U TPOBEPKA TaKO#l MPUHAJIEKHOCTUH PEATUIYIOTCS C TTOMOIIBIO JIOMOJHUTEIbHBIX METOJIOB U
CPEJICTB, B COBOKYITHOCTH HAa3bIBAEMBIX MHMPACTPYKTYPOil OTKPHITHIX Kiodeit. Hampumep, B
CTB 34.101.19 ompenenstorcs 31eMeHThl HHPPACTPYKTYPhl HA OCHOBE CEPTHMUKATOB OTKPHI-
TBIX KJIIOYei.

[TapameTpb! JIUITHYECKOW KPUBOI, JIMYHBIH 1 OTKPBITHII KJIIOYN MOTYT ObITH MCIIOJIH30-
BaHbI HE TOJILKO JIIsT KOHTPOJIS TIEJIOCTHOCTH U TOJIIMHHOCTH, HO 1 JIjId OOecIiedeHusT KOH(MUICH-
IAJBHOCTH 3aluiiaeMoii nadopManui. B crapmapTe onpeaessoTces aJrOPpUTMbI TPAHCIIOPTA
KJIIOYa, lpe/iHa3HaYeHHbIe JIJIs 3alllUIIEeHHON 1epejlaun KJIo4Uel 1 JIPYIuX CEKPETHbIX JIAHHbIX
MeXK Ty JByMst croporamu. C MOMOIIBIO TPAHCIIOPTUPYEMOTO KJTFOYa CTOPOHBI MOT'Y T BBITIOJTHATH
mudpoBaHe WK JIpyrue KPUITorpapuiecKue ornepalum.

st peasuzaliuy TPAHCIIOPTa OTIIPABUTE/Ib BBIIIOJIHAET aJI'OPUTM CO3JIaHUsI TOKEHA KJIIO-
4a U HepeJlaeT MoJIyYeHHbli TOKeH rojiydare/io. [lojydareb BbITOJIHIET aJropuTM pa3dbopa
TOKEHA W BOCCTAHAB/IMBAET TPAHCIIOPTUPYEMbIil Kyitod. [Ipu co3anum TokeHa OTIpaBUTEb UC-
OJIB3YeT OTKPBITBHII K/It0u moJiydaresid. [Ipun pasbope ToOKeHa IoydaTesb UCIOJb3YeT CBOI
JUYHBIA KJIIOY.

B npustoxkennu [B] npuBogsitest craniaprHbie HAGOPHI TAPAMETPOB JLIMITHIECKOI KPUBOI,
KOTOpbIE OBL/IN IOJIyY€EHbI C IIOMOIIBIO COOTBETCTBYIOIIErO aJrOPUTMa I'eHepaIlul 1 MOTYT ObITh
HCIIOJIb30BaHbI HAIIPSAMYIO, 0€3 IIOBTOPHOI'O HOCTPOEHMUS.

B npusoxkenun [B] onpezessitorest anropurmsl niaenTndukanmnonsoit DI, ¢ nomorbio Ko-
TOPBIX B HEKOTOPBIX CIydasdx MOXKHO YIIPOCTUTH YIIPABJIEHNE OTKPBITHIMU KJTIOUAMU.

B npusioxkennu [[] npuBojsitest mpuMepb! BBIIOJIHEHNs! aJrOpUTMOB cranjapra. [Ipumeps
MOYKHO UCITOJIb30BaTh JIJIsi TTPOBEPKU KOPPEKTHOCTU PeaTU3aliiii aJropuTMOB.

B npunoxennu [[I] upusoaures Momysb abeTPAKTHO-CUHTAKCUYECKOH HOTanun Bepeun 1
(ACH.1), omnpeznenennoit B TOCT 34.973. Monysb 3a1aer ngaeHTHGUKATOPHI AITOPUTMOB 1
JIPYTUX OObEKTOB CTAHJIAPTA, OMUCHIBAET CTPYKTYPHI JAHHBIX JIJIs XPaHEHUs KJI0Yeil u mapa-
MeTpoB. PeKoMeH TyeTcsd NCImo/ib30BaTh MOJIY/Ib IIPA BCTPANBAHUU aJTOPUTMOB CTaHIapTa B NH-
dopMaIIOHHbIE CHCTEMBI, B KOTOPBIX TakxKe ucrnoab3yerca ACH.1. B wacTHOCTH, MOTY/TH MOXKET
OBbITH MCIIOJIB30BaH Jisi yTodHeHnst (hOpMATOB 3a1poca Ha mosydenne ceprudukara (omnpeie-
aen 8 CTH 34.101.17), ceprudukaros u cimckoB oro3Banubix ceprudukaros (CTH 34.101.19),
kpunrorpadudeckux coodmenuit (CTB 34.101.23), sampoca u orBera o craryce ceprudukara
(CTB 34.101.26).

B upusioxkennu [E] onpeiesistorcst anropuTMbl 3aiUThl JIMYHOTO K/I0UA HA [IAPOJIe €ro Bia-
Jiesbiia. Asroputmbl coorsercTByoT [4].

B HIPUJIO2KCHU U @ OlIpeAe/IAI0TCA BCIIOMOI'aTC/IbHbIE TEOPETUKO-1YUCJ/IOBbIE aJI'OPUTMBI.

5.2 VYpoBeHb CTOMKOCTU

Asropurmbr D111 ocTpoensl Tak, 9TO 3710y MBIIIICHHUKY BBIYHCIUTEIBHO TPYIHO PENIUTD
zamaay moenku DI B sToit 3aade 3710y MBIIIIEHHUK TOTyYaeT MapaMeTPhl 3/ITUITHIECKO
KpuBoit u oTKpbIThI K04 DI, 3ioymMbliiieHHUK HEe 3HAET JIMUHBII KJIIOY, HO MOXKET 11epe/ia-
BaTb JJid IMOAIINCU Ha HEM ITPOU3BOJIbHbIC COO6IlIeHI/IH7 1IOJIy4aTb U aHaJIM3UPOBATh PE3YyJibTaThl.
Emy tpebyercst moctpouts KoppekTHy0 DI Kk 1r060My cOOOIIEHNTO, OTJTUIHOMY OT PaHee MO/

IINMCaHHbIX.
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Croiikocts asnropurmon DT onpeensiercst yporem [ € {128,192, 256}. Ha yposue [ st
noytesiku I 310y MblIIeHHIKY TpebyeTcst BbINOIHUTH Topsiaka 2! onepanmii. CToifKocTb
OCHOBBIBAETCS HA CJIO?KHOCTH JTUCKPETHOTO JIOTAPU(MDMUPOBAHUST B TPYIITIE TOYEK SJITUTITHIECKOI
KPHBOil 1 Ha CTOMKOCTH MCIIOJIb3YEeMbIX (DYHKITHII XIMIUPOBAHNUSI.

Ypoenb [ onpejieisieT JJIMHBI TapaMeTpoB, KJIFOUel, MOoInceil, a Tak»Ke ObICTPOeiicTBIe
asropurmoB IIIII. Crenyer yunTsIBaTh, YTO ¢ POCTOM [, KpOME IOBBIIIEHNUSA CTOMKOCTH, CHU-
JKaeTcesd OBICTPOIECTBHE aJrOPUTMOB.

st anropuTMOB TPAHCIIOPTa, KJIIOYA BBOJATCHA AHAJOTMYHBIE YPOBHHM CTOHKOCTH [ €
{128,192,256}. Ha ypoere [ s ompejiesieHns TPAHCIOPTUPYEMOrO KJIFOYa [0 TOKEHY U OT-

KPBEITOMY KJTIOWY TOJTydaTesIs 3/0yMBIIIICHHIKY TpeOyeTcsa BEIIOMHATL MopsaaKa 21 omeparimii.

5.3 IlapameTpsbl 3JTUNITUYECKO KPUBOIi

Momysb p. Wcnoab3yercs HpocToe 4ucio p, KOTOpPoe YIOBJIeTBopseT ycaopusam: 221 <
p<2? p=3 (mod 4). Mosysns onpezensier mose F, #Ha/ i KOTOPBIM CTPOUTCS SJIHITHICCKAST
kpuBasi. MOKHO MCIO/IB30BaTH MPON3BOIHLHOE JOTYCTUMOE P, B TOM YHUCJIe MPOCTOE CIEeIA/Ib-
Horo Buja (Hampumep, p = 2% — ¢, re ¢ — Masoe HATypaJbHOE YHCIIO).

Kosddunuents! a, b. Vcnonssytorea uuncia a,b € ), KoTopeie yIoBIeTBOPAIOT yCJIO-
BuaMm: a # 0, (§> = 1, 4a® + 27b* # 0 (mod p). Kosbdumuentsr a, b BMecTe ¢ MomymeM p
OIIPEIEJISIOT TPYIILY TOUEK SJIINNTHIeCKON KpuBoil Eqp(IF,).

ITapameTrp seed. Hucnia p u a Buibupaiorcs, a b crpourcs o uum. [Ipu nocrpoennn b
HCIIOJIb3YeTcs JOOMHITebHBI apamerp seed € {0, 1}%4) koTopblit MoxkeT GbITh BLIGPaH HpO-
MU3BOJILHBIM 00pPa30M.

IMTopsimok ¢q. Ilocme mocrpoennst rpymmst E,,(F,) paccaurbiBaercs ee mopsiiok ¢ =
|Eop(F,)|. Boibupaercs rpymma, HOpsIOK KOTOPOIl yIOBIETBOPSIET CJIEAYIOMIIM OIDAHNIECHI-
am: ¢ — mpoctoe, 2271 < g < 22 g £ p, q me memmT umena suga P — 1 gaa m = 1,2, ..., 50.

Bazosas Touka G. Vcnomnnsyercs 6azopas Touxa G € Ej (F,) suna G = (0,y¢), rae yo =
b® /% mod p. Kparusie G, 2G.. . ., (¢—1)G Gazosoii Toukn npoberaior see smementst L7, (Fy),
aqG = 0.

AsropuT™ reHepalu apaMerpoB SJUIMITHYECKON KpuBoil onpeernen B [6.1.3] Asropurm
IPOBEPKHU HapaMeTpoB ompeeser B [6.1.4]

HpI/IMeanI/Ie — AJII'OpI/ITM reHepanuu ImapaMeTpoB UMeeT BbICOKYIO BbIYUC/IUTE/IbHYIO CJIO2KHOCTD.

OcCHOBHBIE U3JIEPXKKH CBS3aHbI C PACYETOM TOPSIKA ¢. AJIrOpUTM IIPOBEPKHU MaPaMETPOB UMEET

3HAYUTE/IHHO MEHBINYIO CJIOXKHOCTD, ITOCKOJIBKY TPEOYeTCsl IPOBEPSITh, & HE OMPEIEIATh (.

5.4 Kuaroun

Jlnaubiv KrodoM siersiercs ucyio d € {1,2,...,¢—1}. Ilo muaHOMY KJIIOUY OIpeIeisieTcst
OTKPBITEIH K04 Q) € E; (IF)). Aroputsm reneparuu JIUTTHOTO U OTKPBITOTO KIMOUedt ompeiesieH
B AJropuT™ npoBepKH OTKPBITOIO KJlo4a onpesesen B [6.2.3]

[Ipu xpaHeHnn n pacIpoCcTpaHeHNH JIOJIZKHBI 00eCIIeInBATbCsS KOH(MUIEHITNATBHOCTD U KOH-
TPOJIb LEJOCTHOCTH JINYHOI'O KJIFOUa, KOHTPOJIb HEJOCTHOCTH OTKPBITOrO KJifoda. IIpuMensiembie
METO/Ibl YIIpaBJIEHUS KJIIOYaMU JIOJI?KHbI IapaHTUPOBATH MPUHA/JIEZKHOCTH OTKPBITOTO KJII0Ya
CTOPOHE, TOITNCH KOTOPOIi TPOBEPSIETCs, U BJIaJICHNE JAHHONH CTOPOHON COOTBETCTBYIOIIUM JIHY-

HbIM KJIIOYOM.
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Kpowme smmanoro kio4a d, B aaropurMe BbipaboTku DI ucrosb3yercs ogHOpa30BbIil Jind-
wbiit ko4 k € {1,2,...,¢— 1}. OnHOPa30BIil KJII0Y HCIOIB3YeTCsT TAKKE B aJITOPUTME CO3/Ia-
HIsT TOKeHa Krova. OIHOpa3oBhie IMTHBIE KJIUN JI0JKHBI BEIPAOATHIBATHCS 0€3 BO3MOYKHOCTH
IIPEJ/ICKA3aHNs U YHHUTOXKATHCS IIOCTIE UCIIOTH30BAHMSI.

JIns co3aHus JTUYUHBIX KJIIOYell MOXKeT OBbITb MCIOJIb30BaH (pU3MIECKUl TeHepaTop CJIy-
yaiiHbIX yucet, yaosjaersopsiomuii THITA, wiu ajropurm resepaiuu 1ceBa0C/ 1y YalHbIX Y1Cel,
onpenenernbiit B CTH 34.101.47 wim B npyrom THITA. Bxoanblie qanmbie aaropuTMa, J0IKHbBL
BKJIIOYATH CEKPETHBIN KJIIOY, JOCTYITHBII TOJILKO BJIAJIEIbILY JIMYHOTO KJII0Ya, W YHUKAJIbHYIO

CHHXPONOCBLIKY. JITnHa K/Tfoua ajaropuT™a TeHepalun JI0zKHa ObITh HE MEHbIIe [.

[Ipumeuanne — JIugnble Kmoqn — guciaa w3 MHOXKecTBa {1,2,...,q — 1} — reHepupyrorcs, Kak
MpaBUJIO, B JBa IdTala: CHadYaJa CTPOATCI CIydaiiHble WM TCEBAOCTYYailHbIE JBOUYHBIE CJIO-
Ba, KOTOpbIE 3arTeM mpeodpasyiorcs B uucia. s renmepanuu JIM9HbIX KJOYell 110 Takoil cxe-
Me pekomenjyercsi crponth ciaosa u € {0,1}2 10 Tex mop, moka me GyueT BBINOJIHEHO yCJIO-
Bue u € {1,2,...,q— 1}, 1 0OOBABIATH OKOHYIATETLHOE YHUCJIO U PE3YIbTATOM renepanuu. B cpes-

HeM morpebyerca mposeputh 22 /(¢ — 1) umces-KanIuIaTOB.

s coznanust OTHOPA30BBIX JIMIHBIX KJTioUeii mpu BhIpaboTKe DI MoxkeT ncmnomp30BaTh-
sl aJIropuT™ reHepanun, onpezesaennsiii B [6.3.3) Kutodom nannoro amropurma siBaserca d, a
CUHXPOTIOCBIJIKO — X3TI-3HaYeHUe MOJINCHIBAEMOT0 COODIIEHMS.

Onua m TOT Ke KJI0Y d Pa3perieno NCroib30BaTh Kak B agroputme seipaborkn DI (B
TOM YHCJIe JIJIsi PeHepaIii OJJHOPA30BOrO KJIH04a), TaK M B AJrOpUTMe pa3bopa TOKeHa KJova.
UcnonpzoBanue d B ApYyTUX aJTOPUTMAX 3aIPEIIEHO.

B undopmanmonubix cucreMax K/IO4YU MPEJICTABJISAIOTCs JBOMYHbIMEU cjioBamu. [ljisi obec-
[eYeHIsI COBMECTUMOCTH DEKOMEHJLyeTCsl TPEeJICTaBIsITh JTHIHbI KI04d d cioBoM (d)g9;, a OT-

KPBITHI KII0d () — coBoM (@) 4.

5.5 @DyHKIUA X3MIMPOBAHUS

B amroputmax Beipaborkm u mpoepku DI mcmonbsyerca gyukims xsmmpoBaHusd h,
KOTOpAasi CTABUT B COOTBETCTBUE IOJIIIMCHIBAEMOMY HJIH [TPOBEPSIEMOMY COOOIIEHNIO X €ro X3IIi-
snadenne h(X).

Ha yposne croiikoctn [ J10/17KHa MCIOJIB30BaThC (DyHKIMSA h, 3HAYEHUSIMU KOTOPOIl sB-
JIAIOTCS JIBOMYHBbIE cyioBa JinHbl 2]. Hampumep, npu [ = 128 B KadecrBe h MOXKHO BBIOpaTh
dyHKIIMIO, 3a/TaHHYI0 aIropuT™MOM belt-hash.

Oyukiys h jto/KHa ObITh ajropurmudecku omnpejesesa B THITA. Ajiropurmy xsmmpo-
Banns B THIIA nosken ObITh Ha3HadeH yHHUKaIbHBIH miaenTudukarop. Komosoe npemcrasie-
are OID(h) sToro maenTndnkaropa ncrosb3yercst B agropntmax DIIIT.

Nnentudukarop pyHKIUM XIMUPOBAHWUSA JIOJIZKEH TTOJIHOCTHIO ONPEJIEITh ee JieiicTBIe.
Henmomyctumbr curyarnuu, Koraa J7isd OMUCAHUS JEHCTBUA, KpoMe HaeHTudUuKaTopa, Tpedyercs

YKa3bIBaTb JOIIOJTHUTEJIbHBIE ITapaMeETPbI, HallpUMeEP HadaJIbHOE XIII-BHaYCHHE.

5.6 TpamHcmopT KJo4a

B anropurmax TpaHcropTa KJio4da UCIOJIB3YETCs 3ar0JI0BOK KJII0Ya. 3aroj0BOK MTPE/ICTaB-

nser coboit cioso I € {0, 1} koTopoe onuchBaeT OTKPHITHIE aTPUOYTHI TPAHCIOPTUPYEMOTO

9
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KJIFO4a, HAIpuUMep JlaHHble 00 OTIpaBuTesie, mojydarese, HazHadeHunn Kioda. Popmar 3aro-
JIOBKA, (PUKCHPYETCsT B KOHKPETHOI MH(MOPMAIIMOHHOI crcTemMe. 3arojloBOK MOXKET IepeaBaTh-
cs BMECTE C TOKEHOM KJrova. Ecim HeoOXOJMMOCTH B Tiepejade aTpuOyTOB KJIIOUYel HET, TO
MOT'YT UCIIOJTb30BATHCs ITOCTOsTHHBIE 3aTr0JIOBKH, KOTOPBIe He TpebyeTrcs mnepegaBarhb. [lo ymo-
vanmio [ = 028,

OH 1 TOT Ke KJIFOY MOYKET TPaHCIOPTUPOBATHCS OJHOBPEMEHHO HECKOJIBKIM CTOPOHAM.
B sTom ciyvae oTnpaBuTesb JIOJIXKEH CO3JaTh TOKEHbI KJIFOYa /ISl KayK0i n3 cropoH. Ecim
CTOPOHBI-TIOJIyYaTeIN UCIIOJIb3YIOT OJMHAKOBbBIE ITapaMeTPhbl JJIUNTUYECKON KPUBOil, TO mpu

CO3daHN TOKEHOB MOZKET MCIIOJIb30BaTLCA OJMH M TOT 2KE O,ZLHOp&SOBbeI JIMYHBINA K09 K.

6 AJropmTMmbl yIpaBJIeHUS IapaMeTpaMu M KJII0YaMu

6.1 TI'enepanusa m MpoBepKa MapaMeTpOB 3JIJIUIITUYECKON KPUBOIi

6.1.1 BxoaHble U BBIXOJHbIE JTaHHbDLIE

BxojHbiMu JlaHHBIMKM &JI'OPUTMA T'€HePaluK 11apaMeTPOB JIMIITUYECKON KPUBOI $BJIsi-
10TCst ypoBeHb croiikoctn [ € {128,192,256}, npocroit Mojysib p U 1esiblit KoaddunueHT a.
JIO/KHBI BHITTOHATHCS ceytomue yeaosmst: 2271 < p < 22 p =3 (mod 4), 0 < a < p.

BeIXomHbIMT TAHHBIME aJTOPUTMA T€HEPAINH TTapaMeTPOB ABJSIOTCI HmapaMeTp seed €
{0,1}54, kosddunuent b (0 < b < p), mopanok q (2271 < ¢ < 2%) u Gasopag Touka G €

().

BxojabiMu JJaHHBIMU aJIMOPUTMa, ITPOBEPKHU 1TAPAMETPOB SJLIMIITUYECKON KPUBOI sIBJISIOTCS
MOJTyJTb P, KO3 dummenTsl a u b, mapamerp seed, opsiyiok q n 6a3oBast Touka G. [lapamerpsr
p, a, b, q ABngoTca nenabiMu uncaamu, seed € {0,1}%%) Touka G zamaerca aByMs IeIbIMU
KOOD/IMHATAMI.

Bbixo/HbiMu JIAHHBIMU &JINOPUTMa, [IPOBEPKU HIapaMeTpoB sBjisiercs orser JA wmjm HET.
Orser A o3HA4YAET, YTO TEpPEIaHHBbIE TAPAMETPhI OMUCHIBAIOT JIOMYCTUMYO TPYIITY TOYEK 3JI-
JINTITHIECKOI KPUBOIl M OBLIN CreHepupoBaHbl HajIexkammm obpasom. Oteer HET o3Havaer
obparHoe.

6.1.2 BcnomorarejbHbI€ aJITOPUTMbI U IIEPEMEHHbIE

AnroputMm belt-hash. Vcnomw3yercs anropurm xsmmpoBanusi belt-hash, omnpeeeH-
woiit B CTB 34.101.31 (myskT 6.9.3). BXOAHBIME JTAHHBIME aJTOPUTMA SIBJISETCS CIOBO X €
{0,1}*, BoixomubIMu — x3mI-3Hadenne Y € {0,1}2°.

Broruucnenue mopsijika rpynmbl Todek. Ha mare 6 ajropurma reHepanuu mnapamer-
POB oIpe e IsieTCs OPSIJIOK TPYIIIBI TOYEK SJIITNITHYeCKOi KpuBoil. JIys Berancienns mopsijika
MOKeT OBITh UcToJIb30BaH ajroputm [lyda wan ero mojepaunsanum, vHarpumep ajaroputm [ly-
dba — Daknca — Arkuna (cm. [2], nmysxT 4.2.3).

ITpoBepka nipocrorhel. Ha mrare 7.2 aaroputMa reneparyuy mapaMeTpoB U Ha Tare 2.3 aji-
rOpUTMa IIPOBEPKHU IIaPpAMETPOB IIPOBEpPseTCs IIPOCTOTa dnces. Jljist IpoBepKr peKOMEeH1yeTcst
ucnosb3oBarh agroputm Pabwna — Muuiepa, onpesenennsiii B [2K. 1.3 (mpusoxkenne [2K]).

Tect Ha KBagpaTuuHblii BbrdeT. Ha mare 5.1 asroputMa renepannn nmapaMeTpoB U Ha

mare 5.4 ajaropuTMa IpoOBEPKH IapaMeTPOB KOHTPOJUPYETCs, UTO YHUCIO b ABJIsI€TCs KBaJIpa-
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TUYHBIM BbIYETOM 110 MOJLYJIIO p. Jljisi T0r0 peKoMeH 1yeTcsi UCIIO/Ib30BaTh aJIlOPUTM BbIYKC/Ie-
Hust cumBosta Jlexkanapa, onpeenennsiii B [2K.2.3| (mpuioxkenne [2K]).
IMepemennas t. Ucnonnsyercst nepemennast ¢ € {0, 1}

IMepemennas B. Ucnoibsyercs nepemennas B € {0, 1}512.

6.1.3 AuJaropmuTm reHepamnuu IIapaMeTpPOB JLIUNTUIECKOIl KPUBOIi

[enepanust mapaMeTpoB SJUIUIITHIECKON KPUBOH COCTOUT B BBITOJHEHUN CJIEIYFOIINX Ia-
r'OB:
1 BuibpaTb mpom3BOJILHBIM 00pa3oM seed.
2 YeranoButb t<— (p)oy || (@)
3 Ycranosurb B < belt-hash(t || seed) || belt-hash(t || (seed B (1)g4)).
4 Yeranosuth b < B mod p.
5 Ecim Hapymaercs 0lHO U3 yCJIOBHii:
YO
2) 4a® + 27b* # 0 (mod p),
TO BEPHYThCs K mary 1.
6 YcranoBurs q <— |E,,(F,)|.
7 Ecmm mapymaercsa o/IHO U3 YCJIOBUIA:
1) 221 < g < 22
2) ¢ — 1npocroe;
3) p#q
4) p™ £ 1 (mod q) gt m = 1,2,...,50,
TO BEPpHYTHCA K mary 1.
8 Yeranouth G < (0, 6®T)/4 mod p).
9 Boseparuts (seed, b, q,G).

6.1.4 AjaropuTm MPOBEPKU MMapaMeTPOB JIJIUNTUYECKOU KPUBOIA

ITpoBepka mapaMeTpoB JUIMNTUIECKON KPUBOH COCTOUT B BBINOJHEHUN CJICLYIOMINX Ia-
IOB:
1 OmupemenuTs | Kak MHHIMAJILHOE HATYpasJbHOEe UHCTIO0, [l KoToporo p < 2%,
2 Ecsm Hapymaercs oiHO U3 yCJAOBUIL:
1) 1€ {128,192, 256};
2) 221 < p.q < 2%
3) p,q — mpocCThIe;
4) p =3 (mod 4);
5 p# ¢
6) p" # 1 (mod q) myist m =1,2,...,50,
TO Bo3BpaTuThb HET.
3 YcranoButh t < (p)oy || (a)a.
4 Ycranosurb B <— belt-hash(t || seed) || belt-hash(t || (seed B (1)64)).
5 Eciu napymaercst 0iHO U3 yCJ10BwMii:
1) 0<a,b<p;
2) b= B (mod p);

11
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3) 4a® + 270* # 0 (mod p);
4) 9) =1;
p
5) G = (0,64 mod p);
6) ¢G = O,
TO Bo3BpaTuTh HET.
6 Bozspartuts [IA.

6.2 TI'eHeparius u IMpoBepKa KJrodeii

6.2.1 BxogHble U BBIXOJHBIE JTAaHHDLIE

BxosHbiMu JlaHHBIMY aJINOPUTMa M€HEPAIUU [1apbl KJIO4Yell SABJISIIOTCA lapaMeTpbl p, a,
b, q, G, KOTOpBIE ONMUCHIBAIOT TPYMIy TOYEK IJIUNTAIECKON Kpunoil. [lapamerpsr m0/KHBI
Y/IOBJIETBODATH ycsoBusM ajiropurma [6.1.4]

BeIXOIHBIMET TAaHHBIMU aJITOPUTMAa FeHEPAINN Tapbl KJTI0Uell SBJISIOTC JIUIHBIN K09 d €
{1,2,...,q — 1} u coorsercrpyomuit orkpuIThIl Kit0u Q € B, (F,).

BxogabiMu JJaHHBIME aJITOPUTMA [TPOBEPKHM OTKPBITOIO KJIIOYA ABJISIIOTCA ITapaMeTpPhl P,
@, b, KOTOpbIE OMUCBHIBAIOT TPYIIY TOYEK SJIIUNTUYECKON KPUBOIl, M OTKPBITHIH K04 () =
(zq,Yq), The Tg, Yo — uenble uncia. [lapaMeTpel SJTHNTHYeCKON KPUBOii JOJIZKHDI Y0BIETBO-
psTh ycaoBusM ajropurma [6.1.4]

BoixogabiMu JAHHBIMU aJITOPUTMA [IPOBEPKHU OTKPBLITOTO KJII04Ya, dBJisieTcss oTBeT [IA njn
HET. OtBer JA o3nagaet, 9To () SBJISIETCS JIOMYCTUMBIM OTKPBITHIM KF09oM. OTBer HET 03Ha-

qaeT obpaTHOe.

6.2.2 AJjropuTm reHepanuu mapbl KJo4eii
[eneparust mapbl KJrodeil COCTOUT B BBITIOJTHEHUN CJIELYFOIINX ITArOB:
R
1 Beipaborars d ¢ {1,2,...,q — 1} (B coorBeTcTBHU C TPEOOBAHUAMU .
2 YcranoButh () < dG.
3 Bossparurs (d, Q).

6.2.3 AjaropuTM MpoOBEpPKU OTKPBITOTO KJIOYa

[IpoBepKa OTKPBITOrO KJII0Ya COCTOUT B BBITIOJTHEHUH CJIEIYIONINX IATr0OB:
1 Ecan mapymaercs oIHO U3 yCJIOBHIi:
1) 0 < 2g,yg < p;
2) Yo = x) + axg + b (mod p),
TO BO3BpaTuTh HET.
2 Bosspatuthb [JA.

6.3 FeHepaI.[PIﬂ OJHOPAa30BOT'0 JIMYHOTO KJIIOYa

6.3.1 BxoaHble U BBIXOJHBIE JTaHHDLIE

BxogHbIME JTaHHBIME aJIFOPHTMa TeHePalud OJHOPA30BOIO JIMYHOIO KJfo4a ABJIAIOTCA
LHOPAJIOK ¢ I'PYLIIbl TOYEK 3JIUIITUYECKON KPUBOii, 221 < q < 22l, JIMUHBbI KJIIO4 d €
{1,2,...,q — 1} u xsm-snavenue H = h(X) € {0,1}* nomuuceiaemoro coobuenus X (cu.
mar 1 axropurma(7.1.3). Jononuurensro ncnomssyercs naentudukarop OID(R). ITo BxoxHbM
JAHHBIM OTIpe/iensgercs qucao n = [/64 (n = 2, 3 umm 4).

12
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BoixogabIMu  JIAHHBIME ~ QJITOPUTMa,  SBJSIETCS  OJHOPA30BBIA JIMYHBIA Kiod k €

{1,2,...,q—1}.

6.3.2 BcnomorarejJbHbBIE AJITOPUTMBI U IIepeMeHHbIe

AsroputMm belt-hash. Vcnonb3yerca aaroputm xsmupoBanus belt-hash, onucaHHbIi

Bl0. 1.2

AnropurMm belt-block. Vcnombsyerca anroputM samudpoBanus belt-block, ompesme-
aensbiit B CTB 34.101.31 (mmdposanue 6iioka, myHkr 6.1.3). BxogabiMu ganHbIME ajiropuTma
apjstiores ciopo X € {0,112 u xmou 6 € {0,1}?%, Boixoaubivun — 3aimudposannoe cJio-
Bo Y € {0,1}'%8.

IMepemennas r. Vcnonssyerca nepementast 1 = 1y || 7o || ... || rp, vae r; € {0, 1}1%.

Suagenune r JOJIZKHO OBITD VYHHUYTO2KEHO IIOCJI€ UCIIOJIb3OBAHMA.

Ilepemennas s. lcnonbsyercs nepemennas s € {0, 1112, Suauenue s 10/12KHO GBITH yHIH-

YTO2KEHO IIOCJI€ UCIIOJIB30BaHMA.

ITepemennas t. Vcnonbsyercs nmepemennas ¢t € {0, 1}*. Buavenue ¢ BoiOupaercs mpons-
BOJIBHBIM, B TOM UHCJIE CJYYaHBIM WU TCEBIOCTYYaiiHBIM, 00pa3zoM. MoxKeT UCIoIb30BaThCA

durcupoannoe 3uaqenue t. [lo ymorganuio ¢ mojiaraercst mycTbIM CJIOBOM.

Ilepemennas 6. Ucnosbsyercs nepemennast 6 € {0,1}2°%. Buauenue 6 j10/12KHO GbITh yHU-

YTOZKEHO II0CJI€ UCIIOJIb30BaHMA.

6.3.3 AujaropuTMm reHepamnuy OJHOPA30BOTO JIMYHOTO KJIIOYa

[eneparus 0HOPA30BOTO JIMYHOTO KJII0YA COCTOUT B BBIOJHEHWUN CJIEYIONHX IIATOB:
1 Boibparh ¢ TpOM3BOIBHBIM 0GPA30OM.
2 Yeranoutb 6 < belt-hash(OID(h) || (d)y || t).
3 YcranoButb 1 <— H.
4 Jnsg i =1,2,... BbIIOJHATE:
1) ecm n =2, 10
(a) s 713
2) ecomm n = 3, TO
(a) s 11 Dro;
(b) 71« ro;
3) ecim n =4, To
(a) s 711 B re®rs;

(b) 71 < ro;
(c) 7o < r3;
4) r,_1 < belt-block(s,0) ® r, ® (i)1s;
5) Tp < 8;
6) ecam i kpatao 2n u T € {1,2,...,q — 1}, 10 nepeiitu K mary 5.

5 VcranoButh k < T.
6 Bosspartutnb k.
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7 OcHOBHbIE AJITOPUTMBI
7.1 BpeipaboTka 1 mpoBepKa 3JIEKTPOHHOI @ POBOii MOIITUCH

7.1.1 BxoaHble U BBIXOJHbIE JaHHbLIE

Bxogubivu anabivu agropurmos DI ssisiiorest mapamerpsr p, a, b, ¢, G, KOTOpbIe oOru-
CHIBAIOT I'PYIIITY TOYEK SJLIUINITUYECKOI KpuBoii. [TapamMeTps T0/17KHBI YI0BJIETBOPATH YCJIOBUSIM
anropurma [6.1.4) [lo mosynto p omnpeesnsercs ypoBeHb CTOHKOCTH [ KaK MUHUMAJILHOE HATY-
pabHOe YHCII0, A8 KOToporo p < 2%,

Kpome mapameTpoB s/ummnTuYeCKOil KPUBOIi, BXOJIHBIMU JIAHHBIMEU aJITOPUTMa BbIPaOOTKI
SUIT saBastorest coobmmenne X € {0, 1} w smanwiit kaoa d € {1,2,...,q — 1}.

Boixoauabivi ganabivi ajroputma shipaborkn LI sssiercest cioso S € {0,131 — mox-
nuch X.

Kpome mapameTpoB IUNTHYECKONl KPUBOIi, BXOIHBIMIA JTAHHBIMU AJTOPUTMA ITPOBEPKU
OUIT spyisitores coobmenne X € {0, 1}, nommucs S € {0, 1} u orkpoirsiii ko Q € B (IF,).
OTKPBITHI KJIFOY () JIOJIPKEH YIOBIETBOPSATH yCJIOBUSIM ajiropurMma [6.2.3]

Berxogabivn ganabivn anroputma nposepku DI aeasercst orser JOA wim HET. Otser JA

O3HAdYaeT, 4To S sBJgeTcs KoppekTHoil moanuchbio X. Orser HET o3Havuaer oOpaTHOE.

7.1.2 BcnomorarejbHbIE aJITOPUTMbI U ITpeoOpa3oBaHusl, IepeMeHHbIe

Anroputm belt-hash. Mcnonb3yerca aaroputm xsmupoBanus belt-hash, onucaHHbIi
B

Oyukuus h. Vcnonbsyercsa (yHKnug xsmupoBanus h, Koropas neiictsyer u3 {0,1}*
B {0, 1}%. TpeGosanus x h onpeiesieHnbl B

Opuopazossrii uuHbii K04 k. [Ipu Beipadorke DI ucronb3yercss omHOPA30BbIit
bt kmow k € {1,2,...,q — 1}. TpeGosanus mo ynpasiennto k onpenenens B [5.4]

Ilepemennas H. Vcnonnsyerca mepemennas H € {0,1}2.

Ilepemennas R. Ucnonssyercsa nepementas R € E,,(F,).

Ilepemennas t. IIpu nposepke LI ucnosbsyercs nepemennas t € {0, 1},

7.1.3 AuaropurMm BbIpaOOTKM 3JIEKTPOHHON 11 POBOIl HmOaIINCH

SIII cocrapnserca us gacteit Sy € {0,1} u S; € {0,1}%. Brpaborka SIIII cocrour B
BBIIOJIHEHUH CJIEJLYOLIMX [IAr0B:
1 Veranosure H < h(X).
Bripaborars k £ {1,2,...,q — 1} (B coorBeTCTBHU C TPEOOBAHUSMU .
Ycranosuth R < kG.
Veranosutrs Sy <— (belt-hash(OID(R) || (R)y || H)>l.
Yeranosuts Sy < ((k— H — (So + 2')d) mod q),,.
Yeranosuts S <— Sy || St

N O U = W N

Bosepatuts S.

7.1.4 AJjaropuT™m IpOBEPKU 3JIEKTPOHHOU MU poBOil moanucu

[IpoBepka DIIII cocTouT B BHIIOJTHEHUN CJICIYIONIUX [IArOB:
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Ecyn |S| # 31, 10 Bo3sparuTh HET.

[pencrasuts S B BUge S = Sy || S1, e Sp € {0, 1}, Sy € {0, 1}%.
Ecir S; > ¢, To Bo3BpaTnTh HET.

YeranoBurs H < h(X).

Yeranoeuts R < ((S1+ H) mod q) G + (So + 2)Q.

Ecim R = O, o BozBparuth HET.

Yeranosuts ¢ <— (belt-hash(OID(h) || (R) || H)),.

Ecmu Sy # t, To BosBparuTh HET.

© 00 N O Tt = W N =

Bossparuts [IA.

7.2 'Tpancnopt KJjao4a

7.2.1 BxoaHble 1 BbIXOJHbIE JaHHbIE

BXOAHBIME JAHHBIME AJTOPUTMOB TPAHCIIOPTA KJIIOYa SIBIASIOTCS MapaMeTpol p, a, b, q,
(G, KOTOpBIE ONUCBIBAIOT IPYIILY TOYEK SJUIMITUYECKON KpuBoil. IlapaMerpnl 10/I2KHBL yI0BIIe-
TBOPATEL ycaosuaM ajgropurMa [6.1.4] Ilo momymo p ompenensgercss ypoBeHb CTOMKocTH | Kak
MUHUMAJIBHOE HATYPAJILHOE YUCIIO, Jijis KOTOporo p < 22,

Kpome napamerpos 3/uIMITHYECKOR KPUBOi, BXOJAHBIMU JIAHHBIMKM AJIFOPUTMA CO3J/IAHUL
TOKEHa KJII0Ua sABJIsA0TCs Tpancinoprupyembiii kiou X € {0, 1} ero zaromosok I € {0, 1}
W OTKPBITHII K04 () € E;b(Fp) noydarens X. Inmuna X jgoskaa ObITH He MeHbIne 128.
OTKpPBITBI KTI0Y () JIOJIZKEH YIOBIETBOPATD YCJIOBUSIM aJIroputma (6.2.3)

BLIXOIHLIMI JAHHBIME AJITOPHTMA, CO3/IaHMs TOKEHA ABageTcs cioBo Y € {0, 1}2+X+128
TOKeH Kioda X.

Kpome mapaMeTpoB 3/UIMITHYECKO KPUBOil, BXOIHBIMA JaHHLIME aJITOPUTMa pasbopa To-
KeHa KJjioua ssjsores Token Y € {0, 1}, zarosnosok I € {0, 1}'?® rpancioprupyemoro B nem
Kifoua 1w jmaHbil ko4 d € {1,2,...,¢ — 1} nonayvarens TokeHa.

BroixogabiMu JaHHBIMEU aJITOPUTMa pas3dopa TOKeHa sBJisieTcs JnOo npusnak OILUBKA, 6o
cropo X € {0, 1}/YI=2=-128 _ xmiou, KoTopEIil TpaHCHOPTHPYeTCa B ToKeHe Y. Bosspar mpusHa-

Ka OIIMEKA o3HadaeT HEKOPPEKTHOCTH TOKEHA.

7.2.2 BcnomoraresjbHbI€ aJITOPUTMBI U IEPEMEHHbIE

Anropurm belt-keywrap. Ucnonbsyerca anroputm belt-keywrap, omnpeseseHHBIH B
CTB 34.101.31 (myskT 6.8.3). BXxosHbIMY JIAHHBIME AJINOPUTMA SBJISIIOTCS TPAHCIIOPTUPYEMbIii
kmou X € {0,1}%, zaronosok I € {0,1}'* u kmou samurer 0 € {0,1}?°. Borxopmbivum nan-
HBIMW sIBJISIETCs 3aIninenHbii kimoa Y € {0, 1}‘X |+128

AnroputMm belt-keyunwrap. Mcnonssyercs anropntv belt-keyunwrap, onpeeeHHbII
B CTB 34.101.31 (myukr 6.8.4). BXOAHBIMU JAHHBIME AJTOPUTMA, SIBJISIFOTCS S3allUIEHHbI
kmoa Y € {0, 1}*, saronosok I € {0,1}'?® u xmou samursr 6 € {0, 1}%°°. Boxogubivm gaHnb-
ME siBaeTcs 6o npusnak OIUBKA, 60 Tpancioprupyemblii kmod X € {0, 1} 17128,

OpHopazoBsblit auYHBIN K04 k. [lpu co3mannm TOKeHa UCIOJIB3YETCS OJIHOPA30BBIi
mmanbiii kiaoa k € {1,2,...,¢ — 1}. Tpeboanust mo ynpasienuto k onpe/iesieHbr B .

Cexkpernblii ko4 6. Ucnonbsyercs cexkpernbiii kiou § € {0,1}25. Kmou 6 nomxen
OBITh YHUYTOYKEH IOCJI€ MCIIOTb30BAHI.

Ilepemennas R. Vcnomssyercsa nepementnas R = (vg,yr) € E; ,(Fp).
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7.2.3 Auaroputm co3gaHUs TOKEHA KJIIOYa

AjtiropuTym cO3/1aHKs TOKEHA KJI0Ya COCTOUT B BBIIOJTHEHUN CJIEJLYFOIIUX IIAr0B:
1 Bripaborarh k ¥id {1,2,...,q — 1} (B cooTBeTCTBIN C TPEOOBAHUSIMU .

2 YcranoButh R + kG.

3 YeranoButh 6 < (kQ)as6.

4 Ycranosuts Y < (R)y || belt-keywrap(X,/,6).

5 Bosspatuts Y.

7.2.4 Aunroputm pazbopa TOKeHa KJ4a

A.HFOpI/ITM pa36opa TOK€Ha KJII049a COCTOUT B BBIIIOJITHEHHUHN CJICAYIOHINX IIaroB:

1 Eciu nymna Y we kpara 8 win |Y| < 21 + 256, To Bo3BparuTh OLUBKA.
2 Ipeacrasurs Y B Buge Yy || Y, e Yy € {0,132, vy € {0, 1}V 1=2,
3 Ycranosuts g < Y.

4 Ecmm xr > p, 10 Bo3BpaTruTh OUIUBKA.

5 Yeranosuth yg < (1% + arg + b)PHY/4 mod p.

6 Ecmm y% # 23 + axg + b (mod p), To BosBparnTs OUUBKA.

7 Iocrpours R = (xR, Yr).

8 Ycranosuts 6 <— (dR)os6.

9 Ecsin belt-keyunwrap(Y7, I, 0) = OUMBKA, To Bo3paTurh OLMBKA.
10 YcranoButh X < belt-keyunwrap(Yi,I,0).
11 Bossparurb X.
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ITpusoxxenne A
(cipaBovHOE)

KoanpoBanme ngeHTNdUKATOPOB 00HEKTOB

[Iycts D — HekoTOpBIil 00beKT, cHabxkenHblil uaentudukaropom {dy dy ...d,} B coor-
Bercreun ¢ ['OCT 34.973. Jlonyctumbiit ujaeHTUPUKATOD JOJIZKEH YAOBIETBOPATE CJIELYIOIUM
orpanmdenusm: di,ds, ..., d, — HeOTpUIATEIbHbIE Iejble yncaa; n > 2; dy € {0,1,2}; ecom
dy € {0, 1}, To dy < 40.

Hng onpenenenns OID(D) uucna 40d; + da, ds, . .., d, KOIUPYIOTCS JTBOUYIHBIMU CJIOBa-
MH, KOTOPBIE TOCJIEI0BATEIFHO KOHKATEHUPYIOTCA 1 00pa3yioT cocTaBHOe cjioBo V. Kaxkmoe

KOJIMPYEMOe 9HCJI0 d 3alUChIBACTCS B BHJIE
T
d=> a;128, 0<a; <128,
7=0

e a, # 0, ecmu d # 0, u r = ag = 0 mpu d = 0. Barem uncao d KOAUPyeTcst CJIOBOM
<128 + ar>8 || <128 + ar—1>8 || . || <]_28 + a1>8 || <CLO>8.

[Tocse onpejenenus: Vo brancasiercst ero Jymua [ = |V|/8 B okrerax. Ecau [ < 128, 1o

JuHa Koupyercst cioom L = (l)g. Ecau [ > 128, To mimHa npecraBisercs B Buje
[=) 0;256/, 0<b; <256, b #0,
=0

1 KOJUPYETCA CJIOBOM

L= (129 +7)s || {br)s || (br—1)s || --- || {bo)s.

Oxonvaressao OID(D) ompezensiercst Kak
OID(D) =064 || L || V.

Hanpumep, unentudukaropy {1 2 112 0 2 0 34 101 31 81} coorBercrBytoT uncia 42, 112,
0, 2,0, 34, 101, 31 u 81. Jlauubie ducia Koaupytorcs cjioBamu 2A1g, 7016, 0016, 0216, 0016, 2216,
6516, 1F16 1 516, KoTOphIe 0Opa3yioT ciaoBo V' = 2A7000020022651F514. /Iuna V' komupyercst
cmoBoM L = 0915. OKoHYATEILHO KOIOBOE TPEACTABIEHNE NCXOAHOTO MIEHTUMUKATOPA MMEeT
creytomuii Bt 06092A7000020022651F51 .
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ITpunoxxenane b
(pekomeH,ryemoe)
CranjapTHblie TTapaMeTphl JIJINOTUYIECKON KPUBOit

B Tabmmiax — IpPeJICTABIIEHbl CTAHJIAPTHDIE TAPAMETPBI SJITUITUIECKO! KPUBOH

JJIsl pas3/IM4yHbIX YPOBHEHR CTOMKOCTU.

Tabauna B.1 — Cranpaprasie napamerpst (I = 128)

P 2256 _ 189

Qﬁg56 A3FFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FEFFFFFFF g
a 2256 _ 192

«w256 4A0FFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF g
(b)ose | F1039CD6 6B7D2EB2 53928B97 6950F54C BEFBD8E4 AB3AC1D2 EDASF315 156CCET771g
seed 5E380100 0000000016

q 2256 _ 51 359303463 308904523 350978545 619999225

Qﬁ256 07663D26 99BF5A7TE FCADFBOD D68E5SCD9 FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF g
(ya)2s6 | 936A5104 18CF291E 52F608C4 66399178 5D83D651 A3C9E45C 9FD616FB 3CFCF76Big

Tabauna B.2 — Crangaprasie napamerpst (I = 192)

P 2384 _ 317

Q»384 C3FEFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF
FFFFFFFEF FFFFFEFFE FFFFFFFE FEFFEFFFEg

a 2384 _ 390

(akw4 COFEFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF FFFFFFFE FEFFFFFFF g

<b%ﬁ4 64BF7368 23FCA7TBC 7CBDCEF3 FOE2BD14 3A2E71E9 F96A21A6 96B1FBOF BB482771
D2345D65 AB5A0733 20EF9C95 E1DF753Cig

seed 23AF0000 000000004

q 2384 _ 9886 438520659 958522437 788006980 660965037 549058207 958390857

<QXB4 B7A70CF3 3FDCB73D OAFFA4A6 E7DA4680 BB7BAF73 03C4CC6C FEFFFFFF FFFFFFFF
FFFFFFFEF FFFFFFFE FFFFFFFE FEFFEFEFFEg

<yg>$g 51C433F7 31CB5EEA F9422A6B 273E4084 55D3B166 9EE74905 AOFF86DC 119A723A
89BF2D43 7E113063 9E9E2EA8 2482435Dg4
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Tabanna B.3 — Cranmaprasie napamerpst (I = 256)

P 2512 _ 569

<p>512 C7FDFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF
F¥FFFFFFF FFFFFFFEF FEFFFFFEF FFFFFFEFE FEFFFEFEFE FEFFFFFE FFFFFFEFE FEEFEFEFEFFEFqg
a 2012 _ 572

<a>512 CAFDFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFE FEFFFFFE FEFFFFFFEF FFFFFFFE FEFFFFEFFE FFFFEFEFFEF FEFFEFFFEFq6
(b)s12 | 909C13D6 98693409 TAA2493A 272286EA 43A2AC87 8C003329 955E24C4 B5DC1127
88BOADDA E313CE17 51255DDD EEA9C65B 8958FD60 6A5DSCD8 438C3B93 4459B46C¢
seed AE170200 0000000016

(q)s12 | F18E060D 49ADFFDC 32DF5695 E5CA1B36 F413212E BOEB6BF2 4E009801 2C09COB2
F¥FFFFFFF FFFFFFFEF FEFFFFFEF FFFFFFFE FEFFFEFEFE FEFFFFFE FFFFFFEFE FEFEFEFEFFEFqg
<yg)512 BDEDEFCE 6FAE92B7 040D4CC9O B983AA67 6122ES8EE 957377FF D26FFAOE E2DD7369
DACACCOO 1BFS8EDD2 E2BC61B3 B341ABBO ABSFD1AO F7E682B1 817603E4 T7AFF26A814
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ITpunoxxenane B

(pekoMeH ryemoe )

Nnentudukalmontasa 3JIeKTPOHHas NudpoBas MOJINCH

B.1 Hasznauenue

Nnenrndukanmonnast DI (namee — ML), npemnoxkennast B [5], MoXKeT HCIOTB30BATH-
csl B CHCTEMAX C NEHTPAJIN30BAHHBIM YIIPABJICHIEM JTMYHBIMU U OTKPBITHIME KIOUAMU CTOPOH.
B macTostinem npuioKeHun onpenessiorca aaroputMbl UDIII, ocHOBaHHbBIE HA BBHIYHCIEHUSIX

B I'DYILIIE TOYEK JIUIITUYCCKON KPUBOI.

[Iposepka UILIIT obbeguHsIET KOHTPOJIb HEJIOCTHOCTH U ITOATMHHOCTH COOOIIEHMSI ¢ KOH-
TPOJIEM TIOTHHHOCTH TTO/IITACABITEH ero cCTOpoHbL. [yt cpaBHeHUsT, B MHMPACTPYKTYpPaxX OTKPhI-
TBHIX KJtodeit Ha ocHoBe ceptuduxkaToB CTB 34.101.19 Tpebyerca nposepsaTts I mo kpaitaeit

Mepe IBazK/Ibl: CHavdaJla IIOAIINCH CepTI/I(bI/IKaTa, a 3aTEM HEITOCPEACTBEHHO IMOAITNCH COO6HI€HI/I5{.

st opranuzamnuu UDIIT tpebyercs nasmyane joBepenHoit croponst. JloBepennasi cropoHa
BbIpabATHIBAET JINUHBIN KJIFOY d W COOTBETCTBYIOIIMIT OTKPBITHIH KJTIOY () ¢ TTIOMOIIBIO aJIrOPUT-

Ma [6.2.2] OcrasbHble CTOPOHBI MOJIYYA0T CBOM KJIOUN OT JIOBEPEHHOIT CTOPOHBL.

CropoHbI CHAOXKAIOTCS YHUKAJIbHBIME HiaeHTHMUKaTopamu. CTopoHa ¢ uIeHTUMUKATO-
pom Id obpamaercs K JOBEPEHHOI CTOPOHE C 3aIIpocoM Ha ToJydeHmne Kirodeil. JloBepennast
cTopona nposepger noamHHocTb d, nopuucsiBaer Id Ha kioue d ¢ nomompio aaropurma[7.1.3]
U BO3BPAIIAET Mo/uch ooparHo. [IpaBuia naznavenus naeHTUMOUKATOPOB U METO/IbI IPOBEPKHI

WX TIOAJIMHHOCTH OTIPEIEJISIIOTCST B KOHKPETHOH MH(MOPMaIIMOHHOH crcTeMe.

[Tonmmces O3BOIAET ONPEIENUTh JUIHBIN KTI0Y 00pAaTUBIIENCS CTOPOHBI U TIO9TOMY JOJIZK-
Ha BO3BpAIAThCd KOHMUIeHnaIbHO. [loBepenHas cTopoHa JTOKHA KOHTPOJUPOBATD TTOIITH-
ChIBAEMbIE €10 JIAHHBIE U HE JIOJIKHA PACKPbIBATH TOJIINCU COODIEHNU T, KOTOPbIE MOTYT ObITh
uJieHTuUKATOPAMU.

Cropona ¢ naeatudguxkatropom [d mpoBepsieT MOIYyIeHHYIO TOJIMICH HA KJT09e () W OHO-
BPEMEHHO U3BJICKAET M3 HEe CBOM JIMYHBIH KJIIOY € U OTKPBITHIA K04 R, MCIOJb3ys ajro-
puTM™ JloBepeHHas CTOpOHA TaKxKe MOXKET OIPEJIeJUTh TU KJIOUYU, U TaKUM 00pa3oM
NSMIT coxpansier cBoitictBa 00branoit DI Tobko Toraa, Korjaa jjoBepeHHas CTOPOHA, HE UC-

M1OJIB3YeT € JIJIs TOJIICH COODIINEeHUiT OT 1y>KOr0 UMEHH.

[Tocite u3BIeUEHMST KIFOUEH MOYKHO IOANNCHIBATEH coobienusi. [lommnmcs BeipabaThiBaeTcs
¢ nomonipio anropurma [B.2.4] a uposepsiercst ¢ nomomipio anropurma [B.2.5 Ilpu BeipaGorke
MOJIMIACH UCHOJIB3YI0TCa maeHTnguKaTop [d m JuaHbIi Kaod e. IIpn mpoBepKe MOANNCH HC-
LOJIb3YIOTCA OTKpbIThie Kioun (Q u R, a rakxke uiaenrudukarop Id. ITomuuch nepejgaercs u
XPAHWUTCST BMECTE C OTKPBITHIM KJIFOUOM R (CM. .

JInaHBI K09 € Pa3perieno NCoIb30BaTh TOJIBKO B ajgroputme eipaborkn UDII (B Tom

qHCIIe JIA TeHepalun OQHOpPa30BOro Kirroda, cM. (B.2.2)).
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B.2 AJaropurmbl
B.2.1 Bxoamuble U BbIXOJHbIE JaHHbIE

Bxomabivmu ganabivu ajaropurmo UM ssasirorest napamerpst p, a, b, g, G, Koropbie
OIMCHLIBAIOT T'PYIIILY TOYEK JJIMITUYECKON KpuBoii. [TapameTpbr JO/IKHBI YJIOBJIETBOPATH YCJIO-
BusiM ajroputma (6.1.41 Tlo mojysio p omnpesesnsercs ypoBeHb CTOWKOCTH [ KaK MUHUMAJILHOE
HaTypaJabHOE YUCTIO0, I8 KOToporo p < 2%,

Kpome napamMeTpoB 3/MIITUYECKON KPUBOI, BXOJIHBIMY JIAHHBIMK &JIIOPUTMa U3BJICYEHU S
napbl Kitoueii sipsorcst niaentudukarop Id € {0, 1}, mogmues S € {0, 1}* nnenruduraropa,
BBIpaOOTAHHAS JIOBEPEHHON CTOPOHOI, W OTKPBITHIN KT () € E;’b(Fp) JOBEPEHHOI CTOPOHBI.
OTKpPBITBI KTI0Y () JIOJIZKEH YIOBIETBOPATD YCJIOBUSIM aJIroputma (6.2.3)

BoeixojiHbIiMu  JJTaHHBIME - aJITOPUTMA  U3BJIEYEHUs] TAPbl KJIIOYEl  sBjsieTcs Jimbo 1pu-
snak OWUBKA, yimbo napa kiodeii: smanbiii kiawod e € {0,1,...,¢ — 1} u orkpbiThIii KiIoa R €

;b(IFp). Bosspar mpusnaka ommbOKa o3HadaeT, 9To S He SBISIETCS KOPPEKTHO MOoAmuchio 1d
U KJTIOYW HEe MOTYT OBITH U3 Hee M3BJICUYEHBI.

Kpome mapameTpoB 9 umnTuuecKoii KpuBOii, BXOJIHBIMI JIAHHBIMEU aJTOPUTMa BbIPAOOTKI
UBUIT ssasitorest upenrudukarop Id € {0,1}*, coobmenne X € {0,1}* u smanbiii ka4 e €
{0,1,...,q—1}.

BhIXOIHBIME JaHHBIME aJropuTMa BeipaboTku DI asiserca cioso S € {0,113 — unen-
TupuKaAIMOHHAS TO/INCH X .

Kpowme mapameTpoB /LIUIITHYECKON KPUBOI, BXOJIHBIMH JIAHHBIMU AJITOPUTMA TTPOBEPKU
UBIII apnstorest upentuduxarop Id € {0,1}*, coobmenune X € {0, 1}*, unenrudukanmontas
noanuck S € {0, 1}*, otkpbiretii kiamwou R = (g, yr), TIe Tr, Yr — IeJble YUCTA, U OTKPHI-
Thiit k0w Q € B (F,) nosepennoit croponbl. OTKPBITBIH KU () JIO/IKEH YJIOBICTBODATD
ycsoBusiM asiropuryma [6.2.3]

Beixomabivmu narabivMu aiaroputMma npoBepku UL asnsgercs orser JA nin HET. Otser A
O3HAYaeT, 9To S ABIAETCSI KOPPEKTHOI MOANNCHI0 X , BHIpAOOTaHHOI CTOPOHON ¢ UACHTU(DUKA-

topom [d. OrBer HET o3Hadaer obpaTHOe.

B.2.2 BcnomorareabHble aJropuTMbl U Ipeodbpa3oBaHus, IepeMeHHbIe

AnroputMm belt-hash. Ucnonbs3yercst anropurm xsmupoBanusi belt-hash, onucansbiit
B

ITpoBepka Toukm 3JInIITU4YecKOil KpuBoii. Ha mare 4 anmropurma nposepku MDIII
KOHTPOJIUPYETCsl, UTO OTKPBITHI K0u R aBiagerca adpOUHHON TOUKON SJTUNTHIECKONR KPU-
Boit. KOHTDO/Ib MOXKET OBITH BBITIOJHEH C TIOMOIILIO AJITOPUTMA TPOBEPKHU OTKPBITONO KJIIOYA,
oupeesentoro B [6.2.3]

Pyukuus h. Ucnonbsyerca dynknug xsmupoanus h, Koropas neiicteyer u3 {0, 1}*
B {0, 1}*. TpeGoBanus K h onpee/eHb B

OpHopazossiit audHbI kK04 k. [Ipu Berpadborke USIIT ucnonbsyercs: ogHOpasoBbIit
manbii kimoa k € {1,2,...,¢—1}. Tpebopanus 1o ynpas/ienuto k ornpeieieHbl B Pasperma-
eTcs BEIPA0ATBIBATE Kk € TIOMOIIBIO ATOPUTMA pu 3aMene d Ha e U ¢ CUHXPOIIOCBLIKON H ,
IOJTyYeHHOM Ha 1mare 2 agropurMa [B.2.4]

IMepemennnie Hy, H. Ucnomssytores nepemennbie Hy, H € {0, 1}2.

Ilepemennas V. Ucnons3syercs nepementas V € E, ,(F,).
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Ilepemennas t. [Ipu nposepxe UILIIT ucnonbsyercs nepemennas ¢t € {0, 1}

B.2.3 AuropurMm usBjiedyeHUd HNapbl KJIIOYei

N3sBiieuenne 1Hapbl KJIIO4Y€eil COCTOUT B BbIIOJITHEHUN CJIeAYIOIUX HiaroB:

© 00 I O U = W N =

[ —
—

Ecau |S| # 31, To Bo3BparuTh OWBKA.

[peacrasurs S B Bugte S = S || Sy, rae Sp € {0, 1}, S, € {0, 1}*.
Ecmun S; > q, To Bo3BpaTuTh OUVEKA.

Yeranosurs Hy < h(Id).

Veranosuth e < (S1 + Hy) mod q.

Veranosuth V < eG + (S + 21)Q.

Ecmun V = O, 1o Bo3BparuTsh OUVEBKA.

Veranosuts ¢ 4 (belt-hash(OID(h) || (V) || Ho)),.
Eciu Sy # t, To Bo3BparuTh OLMBKA.

Ycranosuth R <+ V.

Boseparuth (e, R).

B.2.4 Auroputm BBIPpAOOTKHN UJAEHTUMHUKAIMOHHON 3JIEKTPOHHOI udpoBoit

IIoAaIImcum

USLIII cocrapngerca us gacreit Sy € {0,1} u Sy € {0,1}?*. Boipaborka UIILIII cocrour B
BbIIIOJIHEHUY CJI€LYOLIUX 11AI0B:

1 Ycranosurs Hy < h(Id).

0 N O Ot = W N

Yeranosurs H + h(X).

Bripaborars k £ {1,2,...,9 — 1} (B coorBeTCTBUM C TPEOOBAHUSMU .
Yeranoutb Vo kG.

Yeranosurs Sy <— (belt-hash(OID(h) || (V)a || Ho || H))
Yeranosuts Sy < ((k— H — (So + 2")e) mod q),,.
Yeranosuth S <— Sy || St

e

Bosepatuts S.

B.2.5 AunroputM npoBepKH HIAeHTUMUKAIMOHHON 3JIEKTPOHHOII ITHdPOBOIii

MOAIINICH

[Tposepka UDMII cocrout B BBIIOJHEHUN CJIE/LYIONIUX [ATOB:

© 00 1 O U = W N =

—_ = =
NN = O

Ecau |S| # 3l, To BosBparuTh HET.

[pencrasuts S B Buge S = S || S1, e S € {0, 1}, S; € {0, 1}%.
Ecmu S1 > ¢, To Bo3BpaTuTh HET.

[IpoBeputh, uTO R € E;"b(IFp). Ecmm ycnoBue He BhITIOHSAETCS, TO BO3BpaTuTh HET.
Ycranosurs Hy < h(Id).

Yeranosurs H < h(X).

Veranosuts ¢ <— (belt-hash(OID(h) || (R)y || Ho)),

Yeranoeuts V < ((S1+ H) mod q) G + (So + 2') (R — (1 + 2)Q).
Eciun V' = O, 1o Bo3sparurh HET.

Veraunosuts ¢ < (belt-hash(OID(h) || (V) || Ho | H)>l.

Ecmu Sy # t, To BozBpaTruTh HET.

Bossparurs JA.
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B.3 O6beaunnenune naeHTUMUKAIMOHHON 3JIEKTPOHHOI MU POBOI MOAIMCHU C

OTKPBITBIM KJIIOY0OM

[Tpn niepenade w xpanennn U S € {0, 1}3 nomkna 06beAMHATHCS ¢ OTKPBITHIM KO-
qom R € B (F,) B Buge ciosa S || (R)a.
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ITpunoxenne T’
(ciipaBovHOE)
ITpoBepounbie mpuMepHI
Il T'enepanms mapbl KJloJeit
B rabsnme [[.I] mpencrasien mpnmep reneparnny TnIHOTO Kioda. Vemonb3yorest mapamer-

PBI SJITANITUYECKON KPUBOii, 3aaHHbie B TabsuIe |b.1

Tabuuiia I'1 — T'enepanusi mapbl KJro4ei

(d)256 1F66B5B8 4B733967 4533F032 9C74F218 34281FED 0732429E 0C79235F C273E2691¢
(xQ)2s6 | BD1A5650 179D79EO 3FCEE49D 4C2BD5DD F54CE46D OCF11E4F F87BF7A8 90857FDOj¢
(yg)2s6 | TAC6A603 61E8C817 3491686D 461B2826 190C2EDA 5909054A 9AB84D2A BID99A90:6

I'.2 Breipaborka 3/1€eKTPOHHOMN 11 POBOIi HOAIINCH

B rabsune upegcrasier npumep soipaborku DI, Vcrnonb3yrorest napaMerpsl 3/1/1ul-
THYeCKO! KpuBoil, 3ajanubie B tabsmue [B.I u smanbiit kiurou, 3azanseii B rabuune [LI B
KadecTBe h ucrnoyb3yercs (QyHKIMs, 3a/[aHHas aaropuTMoM belt-hash.

Tabauma I.2 — Bpeipaborka 3/1eKTpOHHON 1udpoBOii I10IINCH
X | B194BACS 0AOBF53B 366DOOSE 581 |
H ABEF9725 D4C5A835 97A367D1 4494CC25 42F20F65 9DDFECCY9 61A3EC55 OCBA8CT7514

(k)2s6 4COE74B2 CD5811AD 21F23DE7 EOFA742C 3ED6EC48 3C461CE1 5C33A77A A308B7D2¢
(xRr)os6 | CCEEF1A3 13A40664 9D15DAOA 851D486A 695B641B 20611776 252FFDCE 39C710601¢
(yr)2s6 | TCOEA1F3 3C23D20D FCB8485A 88BE6523 A28ECC32 15B47FA2 89D6CIBE 1CE837CO01g

So E36B7F03 77AE4C52 4027C387 FADF1B2016
S1 CE72F153 0B71F2B5 FD3A8C58 4FE2E1AE D20082E3 OC8AF650 11F4FB54 649DFD3Dig
S E36B7F03 77AE4C52 4027C387 FADF1B20 CE72F153 OB71F2B5 FD3A8C58 4FE2E1AE

D20082E3 OC8AF650 11F4FB54 649DFD3Dig

I.3 IlpoBepka 3eKTpOHHOIT 1T POBOII MOITICH

B rabaune upescrasiaen npumMep nposepku ST, VMcnonb3yiores mapamMerpbl 3JLInI-
THYeCKON KpuBoil, 3ajanubie B Tabuuie [B.1) u orkpeireiil kitou, 3ananusiii B Tabiaune [[.1] B

KadecTBe h ucrosb3yercd (PyHKIN, 3a/[aHHas aaropuTMoM belt-hash.
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X B194BAC8 OAO8F53B 366DO0OSE 584A5DE4 8504FA9D 1BB6C7AC 252E72C2 02FDCEOD
5BE3D612 17B96181 FE6786AD 716B890Bg

S 47A63C8B 9C936E94 BS5FAB3D9 CBD78366 290F3210 E163EEC8 DB4E921E 8479D413
8F112CC2 3E6DCE65 ECS5FF21D F4231C284¢

H 9D02EE44 6FB6A29F E5C982D4 B13AFOD3 E90861BC 4CEF27CF 306BFBOB 174A154A16

So 47A63C8B 9C936E94 BS5FAB3D9 CBD783661¢

S1 290F3210 E163EEC8 DB4E921E 8479D413 8F112CC2 3E6DCE65 ECS5FF21D F4231C2814

(rRr)2s6 | 1D5A382B 962D4EDO 6193258C A6DE535D 8FD7FACB 853171E9 32EF93B5 EE8001201¢

(yr)256 | 03DBB7B5 BD070363 80BAFA47 FCATE6CA 3F179EDD D1AE5086 64790918 3628EDDCig

t 47A63C8B 9C936E94 BS5FAB3D9 CBD783661¢

YenoBue Sy = t BBITIOJNIHAETCS, U AJTOPUTM BO3Bparaer JIA.

I''4 Co3manme ToKeHa KJIo4a

B Tabmurme IIpeJicTaB/IeH TPUMEDP CO3TaHUA TOKeHa KJToda. Vcmomp3yoTesd mapaMeTphbl

SJUTHIITHYIECKOi KpHBOii, 3aianubie B Tabsute [B.1] n orkperTetii kimow, 3aanustii B Tabmmme [ 1]

Tabauna I''4 — Co3gaHune TokeHa KJoda

X B194BAC8 OAO8F53B 366D0O0SE 584A5DE4 850414

I BBE3D612 17B96181 FE6786AD 716B890Bi4

<k>gm; OF51D913 47617C20 BD4ABO7A EF4F26A1 AD1362A8 FOA3D42F BE1BSE6F 1C88AAD54g

<x}9256 9B4EA669 DABDF100 A7D4B6E6 EB76EE5L2 51912531 F426750A ACBA9DBB 51C54D8Dqg

<yR>%m 6AB7DBF1 5FCBD768 EE68A173 F7B236EF C15A01E2 AA6CD1FE 98B947DA 7B38A2A0+g

0 11B3A639 83BCCB6D 32C5943F 66F01D4C EASCEE35 E4A6AE98 B1407C53 674317ACqs

Y 9B4EA669 DABDF100 A7D4B6E6 EB76EE5S2 51912531 F426750A AC8A9DBB 51C54D8D
EB9289B5 0A46952D 0531861E 45A8814B 008FDC65 DEOFF1FA 2A1F16B6 A280E957
A8144

I.5 Pa3bop TokeHa KJo4ua

B Tabaune peJICTaBIeH mpuMep pasbopa TOKeHa Kioua. VICHoab3yloTes nmapaMeTphl

SJUTHITHYIECKON KpuBoii, 3amanmubie B Tabnune [B.1] u nuansiit ko, 3axanneiii B Tabrmme [}
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Tabauma I.5 — Pa36op TokeHa KJiro4ua
Y 4856093A 0F6C1301 5FC8E15F 1B23A762 02D2F4BA 6ESLECH2B 78658477 F6486DE6
87AFAEEA OEF7BC13 26A7DCE7 A10BA10E 3F91C012 6044B222 67BF30BD 6F1DA29E
0647CF39 C1D59A56 BBO194EQO F4F8A2BBig
I E12BDC1A E28257EC 703FCCFO 95EE8DF114
(xR)os6 | 4856093A OF6C1301 BFC8E15F 1B23A762 02D2F4BA 6ESEC52B 78658477 F6486DE6g
Yi 87AFAEEA OEF7BC13 26A7DCE7 A10BA10E 3F91C012 6044B222 67BF30BD 6F1DA29E
0647CF39 C1D59A56 BBO194EQO F4F8A2BBig
(yr)256 | DAAFE935 574DA2F0 117AFE25 971DFD62 9D985CE9 E4F1052C 66445686 2C83CD371¢
0 3E2D4915 38A58FA5 108CF809 85222670 661794AB 2423E410 9E785A22 D1529BC614
’ X ‘ B194BAC8 OAO8F53B 366DO0OSE 584A5DE4 8504FA9D 1BB6C7AC 252E72C2 02FDCEOD4
I''6 TI'enepanusi 0THOPA30BOI0 JIMYHOTO KJIIOYA

B rabsimnax [.6] IIPE/ICTABJIEHbl IPUMEPBI TeHEePAIN OHOPA30BOI0 JIMYHOIO KJIIOYA.

Ucnonb3yercs uncio ¢, 3agannoe B rabsmue [B.1] u smanbiit kmou d, 3ananusiit B Tabiamne 1]

B kadectBe h ucnosb3yercs GyHKIMA, 33/JaHHasd aJropuTMoM belt-hash.

Tabmuna I''6 — Teneparusi ogHOpa3oBoro Kiaw4a (¢ — mycroe cJI0BO)
’ H ‘ABEF9725 D4C5A835 97A367D1 4494CC25 42F20F65 9DDFECC9 61A3ECH5 OCBA8C7516‘
’ 0 ‘D61E3A91 O550E3BC AD5BFAF5 26FBSDAA DEA9C132 EOBAEEO3 169DF4DF QBD6C2OC16‘
] (k)as6 \ 829614D8 411DBBC4 E1F2471A 40045864 40FD8CO5 53FAB6A1 A45CE417 AE97111Ejq \
Tabnuna I.'7T — T'eHepaliusg oAHOPa30BOro KJIrOYa
’ H ‘9D02EE44 6FB6A29F E5C982D4 B13AF9D3 E90861BC 4CEF27CF 306BFBOB 174A154A16‘
t BE329713 43FC9A48 AO2A885F 194B09A1 T7ECDA4DO 1544AFig
0 AE443163 32A85C3B 9F6B31EE EADFF088 D30FES507 021AC86A 3ECS8E087 4ED3364814
’<k>ﬂ% ‘7ADC8713 283EBFA5 47A2AD9C DFB245AE OF7B968D FOF91CB7 85D1F932 A35831O716‘
I'7 WNpentudukanmoHHas 3JIeKTPOHHad IudpoBad MOIIINCH

B rabnmmax — IIPE/ICTABJICHBI IPUMEPBI U3BJICUCHUS Tapbl KJI0Uell, BRIPAOOTKI

u nposepku UDHII. Ucnonb3ytores napaMerpbl 3/UIMIITHYECKON KPUBOii, 3a/iaHHbIe B TA0JIM-

e 1 OTKPBITHIH K04 (), 3aaanubiii B Tabsune [[.1] B kauecrse h ucnosbsyercst byHkus,

3aJantas ajaroputMoM belt-hash. Kitoun e, R u3 tabuibi UCTIOJIE3YIOTCST B IPUMEPAx U3

tabsu [[L9] [[10]
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Tabiuma I'.8 — VI3BiiedeHne napbl KJIrO4ei
Id B194BAC8 OAO8F53B 366DO0SE 5814
S E36B7F03 77AE4C52 4027C387 FADF1B20 CE72F153 OB71F2B5 FD3A8C58 4FE2E1AE
D20082E3 OC8AF650 11F4FB54 649DFD3Dig
(€)oss | 79628979 DF369BEB 94DEF329 9476AED4 14F39148 AA69E31A 7397ESAA 70578AB3 g
(rRr)2s6 | CCEEF1A3 13A40664 9D15DAOA 851D486A 695B641B 20611776 252FFDCE 39C710601¢
(yr)2s6 | TCOEA1F3 3C23D20D FCB8485A 88BE6523 A28ECC32 15B47FA2 89D6CIBE 1CE837CO1g
Tabmaurma I'9 — BripaboTka naeHTUMUKAIMOHHON 3JIEKTPOHHOI 1TudPOBOIi moannucu
Id B194BAC8 OAO8F53B 366DO08E 581¢
X bBE3D612 17B96181 FE6786AD 716B890Big
Hy ABEF9725 D4Cb5A835 97A367D1 4494CC25 42F20F65 9DDFECCY9 61A3EC55 OCBA8C7514
H 8CAC3CF6 7106FFEF 54C55DA7 65D207A5 D6B47FD6 9B894DF1 A17DCO67 608B93621¢
(k)2s6 C431B41B BESE8022 88737ACF 45A29251 FC736A3C 6F478F77 A7TED271D B5EEDAA58:4
(zv)256 | 88573COE A51BC6EE 2FAC6EF1 BD74B862 FD73805C FADA484E3 C4FE02C5 BF2056EA;g
(yv)as6 | FAFAADF2 2B69D948 8B310A4B A3BEACE9 CASDSESC D187790F D9357B34 7D4AB17E54
So 1697FE6A 073D3B28 C9DODD83 2A169D7Bi¢g
S1 8D342FDC 47BC8AAE B6226448 956E22D6 CC73B62C B21B66E5 C8DEOA3E 234FBOC61g
S 1697FE6A 073D3B28 CODODD83 2A169D7B 8D342FDC 47BCS8AAE B6226448 956E22D6
CC73B62C B21B66ES5 C8DEOA3E 234FBOC614
Tabauma I'10 — IIpoBepka maeHTHPUKALTNOHHON 3JIEKTPOHHOUN nudpoBOii IIOoaIInCu
Id B194BAC8 OAO8F53B 366DO08E 5814
X 5BE3D612 17B96181 FE6786AD 716B890B 5CBOCOFF 33C3561¢
S 31CBA14F C2D79AFC D8F50E29 F993FC2C B270BDOA 79D534B3 B1207914 0OC8BB18
50AD6D3C 78047FCB 46F18608 AC7006AA;4
Hy ABEF9725 D4CbHA835 97A367D1 4494CC25 42F20F65 9DDFECC9 61A3EC55 OCBA8C7514
H 3A443648 6039352C BE3370D7 A899F5FA DB5ES83D B8A49FB2 7DCC588F 32D6F3441¢
(xv Y256 8B3A7766 33C119A0 C6EE9828 BCE4FC56 A806A547 18FAB30B 3DB3B564 39FACAF44¢
(yv)2s56 26EAFOE5 6ASCOELF ABDB7114 E10594E4 7DE490C4 45998002 BSE26D2C AABFO1ACiq
t (Luar 10) 31CBA14F C2D79AFC D8F50E29 F993FC2C14

27




CTBb 34.101.45-2013

ITpunoxenne /1
(pekomeHr,ryemoe )

Moayas ACH.1

.1 pentudukaTopsbl

AJIFOpI/ITMaM CTaHJapTa IIPUCBAUBAIOTCA CJIEIAYIOINE I/I,ZLGHTI/I(bI/IKaTOprZ

bign-with-hspec

bign-with-hbelt

bign-genec
bign-valec
bign-genkeypair
bign-valpubkey
bign-keytransport
bign-genk
bign-ibs-with-hspec

bign-ibs-with-hbelt

asiroputmbl LTI ¢ byHKIHE X3MITUPOBaHUSI, OTIPEIE/IsIeEMOiT
JIOJITOBPEMEHHBIMHI TTAPAMETPAMU;

amroputmbr DI ((7.1)) ¢ dyuximeit xsmmposanus, 3a/1aHHOi am-
roputMoM belt-hash;

AJITOPUTM NEHEPALUHI [IAPAMETPOB JIJIMIITHYECKON KPUBOIi ;
AJITOPUTM TTPOBEPKH ITapaMeTPOB SJIIUIITHIECKONH KPUBOit ;
AJITOPUTM TeHEepaINH Tapbl K0Tl ;

AJITOPUTM IIPOBEPKU OTKPBITOTO KJIIOUaA ;

AJITOPUTMBI TPAHCIIOPTA KJIFOYA 1)

AJI'OPUTM T'€HEePaIKU OJHOPA30BOI'0 JIMYHOI'O KJIIOYa, ;
asroput™mbl DT ¢ byHKIIMe X3MUpoBaHus, ONpejieisie-
MOi1 JTOJITOBPEMEHHBIMI TTAPAMETPAMU;

ajroputmbl MTOIIIL ¢ dyHKIME X3MUpOBaHUs, 3aaHHON

ajgropurmoM belt-hash.

Ypogensb croitkoctu agroputmoB DI, Tpancnopra kroua u USDIII He ykaspiBaeTcsd B ux

neHTH(UKATOPAX, a OMPEIE/IIeTCs 0 PA3MEPHOCTIM TTaPAMETPOB MCIIOIb3yEeMON 3TN THIe-

CKOIl KpuBOil. PasmepHocT mapaMeTpoB U JJINHA 3HAYEHUI UCIIOIb3yeMOil (DyHKIMM X3MTHUPO-

BaHuA JTOJIZKHBI COOTBETCTBOBATL APy APYIY.

OTKPBITOMY KJIFOUY, KOTOPbIT BEIPA0ATHIBAETCS 110 aaropurmy [6.2.2] npucBanBaeTcs ujieH-

tudukaTop bign-pubkey. OTKPBITBHIII K09 MOXKET MCHOJBb30BaThCs B ajropurmax DI n

(mm) TpaHcIopTa KIIOYa.

CranapTHBIM IIApAMeTPaM JUIMITUIeCKON KpUBOii, 3aanubiM B npusozkenuu [B], npucsa-

UBAIOTCH CJIEJLYIONIME UJIeHTU(DUKATOPDL:

bign-curve256vl
bign-curve384vl

bign-curveb12vl

HnapaMeTphbl, OIpe/leIeHHbIC B TaOJIMIe @;
HapaMeTphbl, Olpe/leeHHbIe B TaOIuIe ;

HapaMeTphl, OIpeeeHHble B Tab e .

1.2 Ilapamerpbl aJlropuTMoB

U nenmudukaropsr aaropurmos DI, rpancnopra kitowa n IS moryT ykassiBaThest B

KoMIonenTe algorithm ciemyromniero tTuma ACH.1:

AlgorithmIdentifier

: := SEQUENCE {

algorithm  OBJECT IDENTIFIER,
parameters ANY DEFINED BY algorithm OPTIONAL

}
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DTOT THIl OIUCHLIBAET, HAIPUMED, KOMIIOHEHTbI € KMeHamHu signatureAlgorithm
u signature B onpeienenusix opmMaTos 3anpoca Ha nosydenne ceprudukara (CTH 34.101.17),
ceprudukaToB u crnucka orossanHbix ceprudukaros (CTH 34.101.19), moanucaHHbIX JaHHBIX
(CTB 34.101.23), sanpoca u orBera o craryce ceprudurara (CTB 34.101.26). Bo Beex me-
PEUNCIeHHBIX CIydasdx, ecan B algorithm ycranoBjeH njaentugukarop bign-with-hspec, To
B parameters JIO/IKeH ObITh 3a/laH UJICHTU(MUKATOP UCIOIB3YeMO (DYHKIMNA XIMUPOBAHMS h.
Ecmn ke B algorithm ycranosiien njaeHTndKaTOp bign-with-hbelt, To parameters no/mKeH
paBusAThCI NULL, a h oupenenarbea anropuTMoM belt-hash.

Tun  AlgorithmIdentifier  ommchiBaeT  TakyKe  KOMIIOHEHTBI ¢C  UMeHaMu
keyEncryptionAlgorithm B onpejeienusix ¢GOpPMaTOB KOHBEPTOBAHHBIX, ayTeHTHMUIN-
pyembix u ayrentudunupyembx KoueproBaHHbIX JgaHHbIX (CTB 34.101.23). Dtu KomIo-
HEHTHI ONPEJEIAOT CIIOCOO 3aluThl KJfodell mudpoBaHus W MMUTO3AMUTHL JaHHBIX. Ecanm
JUTS 3alllUThl UCHOJIB3YIOTCS. aJIlOPUTMBI  TpaHCHOpTa Kjoda [B RecipientInfo BbiOpan
komnonent ktri, cm. CTB 34.101.23 (mynkr 9.3)], a B algorithm ycraHOBJeH HJIEHTU-
dukaTop bign-keytransport, To parameters jorkeH paBHaAThcad NULL, a 3arosioBox [

TPAHCIOPTHPYEMOTO KJI04a, MO/IaraThes pasabiv 0128,

.3 Onucanue JBOUYHBIX CJIOB

Caoso u € {0, 1}%* moxker onmcniBaThest ¢cTpokoit 6uror (BIT STRING), mocseoBaTe bHbI-
mu [or mepBoro K 3ambikaomemy, cMm. [OCT 34.973 (pazmen 15)] ssmementamMu KOTOpOii SBIs-
IOTCSI TIOCTIeTOBATEIbHbIE cUMBOJIBL 1. CJTOBO U MOYKET TaKzKe OIMHCHIBATHCS CTPOKOIT OKTETOB
(OCTET STRING), cOCTABJIEHHOI U3 IIOC/IEI0BATE/ILHBIX OKTETOB U.

YKa3aHHbIE OIMCAHUSI U COIJIACOBAaHBI MexK/y coboil. Hanpumep, npu KoaupoBaHuu u
o npasuiaam I'OCT 34.974 coumep:kumoe v kak BIT STRING oT/imyaeTcsd OT COJEPKUMOIO 1

kak OCTET STRING TO/JIbKO HYJIEBBIM OKTETOM-IIPEMUKCOM.

.4 Onucanme KOHEYHOTO MOJIS M €ro 3JIEMEHTOB

,B;.HH OIIMCaHMgd KOHETIHOI'O II0JId, Ha/J KOTOPBIM CTPOUTCHA SJIIUIITHYECKad KpuBad, UCIIOIb-

3yeTcd THUIL

FieldID ::= SEQUENCE {
fieldType OBJECT IDENTIFIER (bign-primefield),
parameters INTEGER

}

Komnonent fieldType sroro tuma onpezesnsier Bui 1noss. I[IpuMenenHbIil cnaTakenc oosi-
3BIBAET WMCIOJIH30BATH TOJIBKO IMPOCTHIE KOHEYHBIE TIOJIsl, KOTOPHIM Ha3Ha4YeH WIAeHTH(WKa-
Top bign-primefield. KomnonenT parameters onuceiBaeT MOJyIb p 1o IF),.

Ha yposne croiikocru [ snement u noss F), nosken npeacrapiigTbcs CTPOKOI OKTETOB Kak

JIBOUTHOE CJIOBO (U)o

1.5 Omnmcanue rapamMerpoB JLJIMIITUYECKON KPHUBOM

HapaMeprl SJIJINITUYECKON KpI/IBOfI MOT'YT IIpeACTaBJIATbCA SHQUEHUAMU TUIIQ

DomainParameters ::= CHOICE {
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specified ECParameters,
named OBJECT IDENTIFIER,
implicit  NULL

X

Bribop kommionenTa specified o3navaer siBHOe 3amaHme mapameTpoB. KommoneHT named
HUCHOJIb3YeTCd IJId CCBbLIKMA Ha MMEHOBAHHDLIE IIapaMeTphbl, 3aJaHHble B IIPUJIOKCHUU @ UIu B
apyroM mokymenTe. KommonenT implicit mcmosb3yeTcd /id yKa3aHUS Ha TO, UTO HACJELY-
I0TCsI ITapaMeTPhl BHEIITHETO NCTOYHUKA, HAIIPUMED YAOCTOBEPSIONIErO IIEHTPA.

dABno 3a/laBa€Mble ITapaMeTpPbl IPEACTABIA0TCA 3HAYCHUAMU TUIIA

ECParameters ::= SEQUENCE {
version INTEGER {ecpVer1(1)} (ecpVerl),
fieldID FieldID,
curve Curve,
base OCTET STRING (SIZE(32]48(64)),
order INTEGER,
cofactor INTEGER (1) OPTIONAL

Kowmmnonent version ykaseiBaer na Bepcuio jgannoro tuna ACH.1. Ilpumenennsiii cun-
Takcnc OOsI3bIBAET WCIOTH30BaTh Bepchio 1, KoTopast obo3HavdeHa depe3 ecpVerl. Komro-
HenT fieldID ommceiBaeT mojie I, HaJ KOTOPBIM CTPOUTCH 3JIHITHYecKas Kpubagd. Komio-
HEHT curve OINNCHIBAET ypaBHEHUE SJLIUNTHYECKON KpuBoil. KoMmoHeHT base onucbiBaeT 6a30-
BYIO TOYKY SJIIUITUYECKON KpuBoil. KomiioneHT order onuchiBaeT HOPsiJIOK ¢ TPYIIIbI TOYEK
s/umnTrYeckoit Kpusoit. Heobsizare ibublit KommonenT cofactor onuchiBaeT OTHOIIEHUE TTOPSII-
Ka BCeil IPYIIIBI TOYEK SJITUITUYIECKON KPUBOIl K IOPSAJIKY IPYIIIIBI, IIOPOXKICHHO 0a30BOil TOY-
KOii. D70 oTHOMIeHNe (KOMDAKTOD) [T SJUIUITUIECKUX KPUBBIX HACTOSIIErO CTaHIAPTA BCETTa
paBusiercs 1.

Jlist ontmcaHus ypaBHEHUS SJIIUIITUYECKON KPUBOI MCITOIB3YeTCsl THTT

Curve ::= SEQUENCE {
a OCTET STRING (SIZE(32]48164)),
b OCTET STRING (SIZE(32]4864)),
seed BIT STRING (SIZE(64))

}

[TociiegoBaTe/ibHbIE KOMIIOHEHTHI 3TOTO THIIA OIPEIe/A0T KoM UIMEHTEI a, b 3IUITH-
JeCcKOll KpUBOiil 1 mapamMeTp seed, NCIOJIb30BaHHBII /I TOCTPOeHUs b IIpH 33JaHHbIX P U a.

Koaddunuenrsr a, b u 6azosas touka G = (0,yg) 3a4a01TCd CTPOKAMU OKTETOB. DTH
CTPOKH CTPOSITCS 110 @, b I Y Kax saementam nojist Iy, mo npasumam, onpesenennsiv B 1.4}

Hysnesast z-koopamnara Touku G O1yCKaeTcs.

J1.6 Onucanme OTKPBITOrO KJII04a

Ha yposmue croiikoctn [ oTKpbhITOMY KJfody () CTABUTCS B COOTBETCTBUE JIBOMTHOE CJIO-

BO (Q))4;, JUIsl OIMKCAHUST KOTOPOIO MOYKET HUCIOJIB30BATHCS THIL
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PublicKey ::= BIT STRING (SIZE(512|768|1024))

B sampoce Ha momyuenne ceprudukara (CTB 34.101.17) wu B ceprudukarax

(CTB 34.101.19) OTKPBITHIA K10 TOTZKEH IPEICTABIATHCS 3HATCHUSMI THIIA

SubjectPublicKeyInfo ::= SEQUENCE {
algorithm AlgorithmIdentifier,
subjectPublicKey PublicKey

3

KommonenT algorithm sToro Tmma ommchIBaeT CBOMCTBA OTKPBHITOrO Kjoda. Kowro-
HenT subjectPublicKey onmchiBaeT 3HaueHne OTKPLITOTO KJIIOYa.

st onmcanust CBOMCTB OTKPBITONO KJIIOYa B KOMIIOHEHTe algorithm, BJIOXKEHHOM
B AlgorithmIdentifier, jo/mKkeH ObITH ycTaHOBJIEH HAeHTHUKATOP bign-pubkey, a B KOM-

MMOHEeHTe parameters — 3Hauenue Tuna DomainParameters.

.7 Omnucanuve 3JIEKTPOHHOM MU POBOI MOAMUCH

Ha yposne croiikoctu [ DI aBistercst ABOMYHBIM CJIOBOM JJIMHBI 31, J1JIsT OTTUCAHWIS KOTO-

PpOTO MOT'YT MCITIOJIb30BATHCA TUITHI

Signature ::= BIT STRING (SIZE(384|576|768))
SignatureValue ::= OCTET STRING (SIZE(48]72]96))

B sampoce na nosydenne ceprudurara (CTB 34.101.17), B ceprudukarax m CIHCKAX
orozBannbix cepruduxaros (CTB 34.101.19), B 3aupoce un orBere 0 craryce ceprudukara
(CTB 34.101.26) noammck JOJIZKHA PEJCTABIATHCI 3HAYEHUEM THIa, Signature, a B HOJIIN-

canubix ganubix (CTB 34.101.23) — snadennem tumna SignatureValue.

.8 Omnucanme TOKeHa KJIIOYa

B asropurMmax Tpancrnopra bign-keytransport TOKeH KJO4da IpeCcTaBJIsieT co0Oil 1BO-
UYHOe CJIOBO, JIJINHA KOTOPOTo KpaTHa 8.

B oupejesnenusx opmaroB KOHBEPTOBAHHbIX, ayTeHTU(PUIUPYEMbIX U ayTeHTUdUIUDY-
embix kouseprosanubix Janubix (CTB 34.101.23) Token kiioda JIO/KEH YCTAHABJIUBATLCI B
kommoHenTe encryptedKey tumna KeyTransRecipientInfo m onmuchIBaThHCS IPU 9TOM CTPOKOI

OKTETOB.

.9 Omnucanue naeHTNUKAIMOHHON 3JIEKTPOHHOI MU poBOil MOAIIICH

Ha yporre croiikoctn | oobemmaerne VDI ¢ oTkphIThIM Kiowom, onmncannoe B [B.3]
ABJIAETCA TBOMTHBIM CJIOBOM JJIMHBI 7. JIjI ommcaHmsa 3TOro CI0Ba MOXKET HCIIONb30BAThHCS

THII

IdSignatureValue ::= OCTET STRING (SIZE(112]168224))
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.10 CoBmecTumMoCTb

BBesiennbie onpeienieHus MOIEPKUBAIOT UCTIOTH30BAHIE aJTOPUTMOB HACTOSIIETO CTaH-
JlapTa 1npu co3jganun u 00paboTke JaHHbiX, (hopmarsl KOTOpbIX omnpesesienbl B CTH 34.101.17,
CTB 34.101.19, CTB 34.101.23, CTH 34.101.26.

Tun ECParameters COOTBETCTBYeT OJHOMMEHHOMY THILY, onpeeiaeHHoMy B [6], co coemy-
FOIUMI Y TOTHEHUSIMI:

1 IIpocToe KoHeWHOE TOJIE OMHUCHIBAETCA WAEHTUMUKATOPOM bign-primefield BMmecTo
nieatudukaropa {iso(1) member-body(2) us(840) 10045 4 1 field-type(1) 1} B [6].

2 DJIeMEHTBI 110JIs1 OIUCHIBAIOTCS CTPOKAME OKTETOB 110 1PABUJIAM «OT MJIJIINX K CTap-
mum» (little-endian), mpuHSTHIM B HACTOSIIIIEM CTaHIAPTE, BMECTO MTPABUJI «OT CTAPIINX K MJIaJI-
mum» (big-endian), npunsareiv B [6].

3 B kommoHeHTe base 3a71aeTcs TOJBKO Y-KOOpATHATA 6A30BOI TOUKH SJITHIITHIECKON KPU-
Boit. HysieBast x-koopjmHaTa oryckaercs.

Tun DomainParameters coorsercrByer Tuily Parameters, oupejesiensomy B [6].

.11 Moanyns ACH.1

Bign-module-v2 {iso(1) member-body(2) by(112) 0 2 0 34 101 45 module(1l) ver2(2)}
DEFINITIONS ::=
BEGIN

bign OBJECT IDENTIFIER ::= {iso(1) member-body(2) by(112) 0 2 0 34 101 45}

bign-with-hspec OBJECT IDENTIFIER ::= {bign 11}
bign-with-hbelt OBJECT IDENTIFIER ::= {bign 12}
bign-genec OBJECT IDENTIFIER ::= {bign 21}
bign-valec OBJECT IDENTIFIER ::= {bign 22}
bign-genkeypair OBJECT IDENTIFIER ::= {bign 31}
bign-valpubkey OBJECT IDENTIFIER ::= {bign 32}
bign-keytransport OBJECT IDENTIFIER ::= {bign 41}
bign-genk OBJECT IDENTIFIER ::= {bign 61}
bign-ibs-with-hspec 0BJECT IDENTIFIER ::= {bign 71}
bign-ibs-with-hbelt OBJECT IDENTIFIER ::= {bign 72}

bign-keys OBJECT IDENTIFIER ::= {bign keys(2)}
bign-pubkey OBJECT IDENTIFIER ::= {bign-keys 1}

bign-curves OBJECT IDENTIFIER ::= {bign curves(3)}

bign-curve256vl OBJECT IDENTIFIER ::= {bign-curves 1}
bign-curve384vl OBJECT IDENTIFIER ::
bign-curvebl2vl 0OBJECT IDENTIFIER ::

{bign-curves 2}

{bign-curves 3}

bign-fields OBJECT IDENTIFIER ::= {bign fields(4)}
bign-primefield OBJECT IDENTIFIER ::= {bign-fields prime(1)}
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AlgorithmIdentifier ::= SEQUENCE {

algorithm  OBJECT IDENTIFIER,

parameters ANY DEFINED BY algorithm OPTIONAL
X

DomainParameters ::= CHOICE {
specified ECParameters,
named OBJECT IDENTIFIER,
implicit NULL

}

ECParameters ::= SEQUENCE {
version INTEGER {ecpVer1(1)} (ecpVerl),
fieldID FieldID,
curve Curve,
base OCTET STRING (SIZE(32(48|64)),
order INTEGER,
cofactor INTEGER (1) OPTIONAL

FieldID ::= SEQUENCE {
fieldType OBJECT IDENTIFIER (bign-primefield),
parameters INTEGER

}

Curve ::= SEQUENCE {
a OCTET STRING (SIZE(3248/64)),
b OCTET STRING (SIZE(32/48164)),
seed BIT STRING (SIZE(64))

PublicKey ::= BIT STRING (SIZE(512|768]1024))

SubjectPublicKeyInfo ::= SEQUENCE {
algorithm AlgorithmIdentifier,
subjectPublicKey PublicKey

3

Signature ::= BIT STRING (SIZE(384|576|768))

SignatureValue ::= OCTET STRING (SIZE(48]72]96))

IdSignatureValue ::= OCTET STRING (SIZE(112]168]224))
END
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IIpunoxxkenne E

(cipaBovHOE)

Hapoanaﬂ 3allluTa JIMYHOI'O KJIIO4a

E.1 Hasuauenwue

KondwuaennmuaabHOCTh 1 KOHTPOJIb HEJIOCTHOCTU JIMTYHOTO KJII0Ya, IPU €10 XPAHEHUU MOTYT
obecrieanBaThCs pa3HbiMu criocodamu. OTHIM U3 TaAKUX CIIOCOOOB sIBJISIETCS 3allUTa KJI0Ya Ha
mapoJie Baiesiblia. B HacToseM MPUIOYKEHNN OIIPEIeNIAI0TCS aITOPUTMbBI TAPOIbHOMN 3aIUTHI,
nJIeHTU(PUKATOPBI AJITOPUTMOB, CTPYKTYPbI JAHHBIX JIJIsi XPAHEHHUS TAPAMETPOB aJIOPUTMOB.

Ompejiesienns: cooTBeTCTBYOT crangapty [4].

[Taposiem siBiisieTcst JIBOMYHOE CJIOBO, JJIMHA KOTOPOI'O KPaTHA 8. DTO CJI0OBO MOXKET sIBJISITh-
csl KOJIMPOBAHHBIM TIPEJICTABIEHIEM OOBIYHOIT TeKCTOBOI cTpoku. KojmpoBarh pekoMeHIyeTcs

no npasuiam UTF-8, samanneiv B [7].

[TaposibHast 3aiuTa BhIIOIHSETCs B JBa drana. Cradasna ¢ nomoripio anropurMa [E.2.3 o
HAPOJIIO U JOIOJHATEILHBIM CIyZKeOHBIM JAHHBIM CTPOUTCS CeKPETHBII KJII0U 3Tkl f. 3aTem
Ha 9TOM KJIIOYe ¢ MOMOIIBIO AJTOPUTMOB, OIMCAHHLIX B YCTAHABINBACTCA W CHIMAETCS

3allliTa JIMYHOI'O KJII0o4a.

Anropurm UMEeT CaMOCTOATEIbLHOEe 3HadeHne. BoipabaTbiBaeMblii ¢ €ro IOMOIILIO
KJII0Y ) MOYKEeT UCHOJIL30BATLCS JIJIsl 3alllUThl IPOU3BOJILHBLIX JTMYHBIX U CeKPETHBIX KJIIoueil, a
TaKzKe CONPOBOXKIAIONINX UX CJIyZKeOHBIX JAHHBIX. 3AIIUTa MOKET BBIIOJHATHLCA C MOMOIIBIO

AJITOPUTMOB, He 00s3aTeIbHO COoBIaaomux ¢ anropurmami [E.3]

Branenern muanoro Kitto4a JIOMZKEH OTPAJIUTh JOCTYI APYTHUX JIUIL JlayKe K 3alUIEHHOMY
kiogy. TeM He MeHee, yIpo3a TaAaKOTO JOCTYTA CYIIECTBYET, U MapoIbHasd 3alUTa OPraHu3yeTCsS

TaK, 9TO0bl MAKCUMAJIbHO 3aTPY/IHUTH OIPEJIEIeHIe KJII09a 0e3 3HAHUS TapPOJIs.

st 9TOoro, BO-1I€PBBIX, BJIAJIE/IEl] JIOJIZKEH HCIOJIb30BaTh BbICOKOIHTPOIMITHBIE 11APOJIK
(6outbImoit sutnHbL, ¢ mudpamu 1 GyKBaMu, 663 MHOTOKPATHBIX MOBTOPOB CHMBOJIOB 1 T.J1.). Bo-
BTOPBIX, TPW MOCTPOEHUN ) BBITIOJIHSIETCS HECKOJIBKO UTEPAINii, HA KOTOPBIX TOC/IEI0BATETHHO
BBIUHCJISAIOTCS 3HAYEHNS CIIOZKHOI HeobpaTnMoil byHKImn. Perymupys aucio ureparmuii ¢, MOXK-
HO CJieJTaTh HeIpUeMJIeMO OOJIBIIIM BpeMs, KOTOPOoe TpedyeTcs 3/I0YMBIIIIEHHUKY T mepebo-
pa mapoJieii, ocTaB/isis JOIYCTUMBIM BPEMsI, 3aTPAINBAEMOE BJIJIC/IbIIEM HA BHIPADOTKY KJIHOYa
3aIUThl. B-TpeThux, Py MOCTpoeHn: ), KpoMe MapoJisi, HCIOJIb3yeTcst CHHXporocklika S (salt,
«conb» B [4]). BeipabaTsiBaeMblii KJIFOY 3aIUTBl 3aBUCAT OT BBIOPAHHON CHHXPOIOCHLIKH, W
3JIOYMBITIJIEHHUK JIAIIAETCS BO3MOYKHOCTU TPEIBAPUTETHHO PACCUNTBHIBATH KJIIOUN JIJIST OIpe-

JCJICHHDbIX KJIaCCOB HapO.Hefl, T. €. IIPOBOJAUTDL TaK Ha3blBa€MbIC CJIOBAPHbIC aTaKuU.

Yucsio urepanuii ¢ 1 CHHXPOIIOCHIIKA S SIBISIIOTCST HECEKPETHBIMU SJIEMEHTAMU U MOL'YT
COXPaHATHCS BMECTE C BallUIIEeHHbIM JINIHbIM KJI04oM. Pekomen ryercs Boibupats ¢ = 10000
M WCIOJIb30BATh CHHXPOIOCHLIKH (JIBOMYHBIE CJIOBA), JJIMHA KOTOPBIX He MeHbIne 64. Pekomen-

AYyeTcd Bpra6aTbIBaTb CHUHXPOIIOCBLIIKI CJIy‘I&fIHbIM I HCGB,ILOCJIy‘I&fIHbIM METOIOM.
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E.2 IlocTtpoeHme KJjio4da 3amiaThl MO IIAPOJIIO
E.2.1 Bxoanbie u BbIXOJHbIE JaHHbIE

BXO,ZLHI)IMI/I JaHHbIMU aJI'OPpUTMa IHOCTPOECHUA KJIIO4Ha 3alldTbl ABJIAIOTCA I11apOJib P c
{0, 1}8*, uucio urepanuii ¢ € {1,2,...} u cunxponoceiika S € {0, 1}3*.

BbIXOHBIMI JJAHHBIMU AJTOPUTMa sABJIseTCs K04 3amuThl § € {0, 1}256.

E.2.2 BcnomoraresibHble aJITOPUTMbI U IIPEOOPA30OBAHUS

Ucnonbayercs anmropurm HMAC, onpenenennstii B CTB 34.101.47 (myskT 6.1), ¢ 6a30BbIM
AJIPOPUTMOM X31upoBaHus belt-hash. Bxoaubivu gannbivu ajropurma HMACe1¢ pasn ABJISI-
torest kiaou K € {0, 1} u coobienne X € {0, 1}*, Boixogubimu — umuroscraska Y € {0, 1}2%.

Ucnonbayercs nepemennas ¢ € {0,1}?°%. 3nauenue ¢ J10/2KHO GbITH yHUUYTOKEHO MOCIIE

NCITOJIb3OBAaHUA.

E.2.3 AaroputrMm mocTpoeHus KJII0Ya 3AIMUATHI 110 MAPOJIIO

[TocTpoenune Kiro4a 3alUThbl COCTOMT B BbIIOJHEHUN CJIe/LYIOIIUX [IAI0B:
1 VeranoButh 0 <— HMACye14pasn (P, S || 0000000144).
2 Yeranosuths ¢ < 6.

3 nat=2,3,...,c BLIIIOTHATD:
].) t <+ HMACbelt—hash(P; t),
2) 00t

4 Bozsparuts 6.

E.3 Auaropurmsl 3aiThl JUYHOTO KJIIOYA

Bammura JIMYHOTO KJ0Ya COCTONT B TIPUMEHEHHH  ajifOpUTMOB  belt-keywrap
1 belt-keyunwrap, onucanubix B[7.2.2] HacTosIero crasapra.

B 3Tux anropuTmax JOJDKEH HCIOJB30BaThest 3aronosok I = 012 u kmou 6 € {0, 1},
HOCTPOEHHbBIH 110 naposro. Ha yposHe croifkoctu [ jinaHblii K04 d JI0JIZKEH TPEJICTAB/IATHCS
JIBOMYHBIM CJI0BOM ().

Bosspat anropurmom belt-keyunwrap npusnaka OLUBKA o3madaeT, 94TO K109 § HEKOp-

PEKTEH NJIN 9YTO HapyIleHa MEeJIOCTHOCTb JINIYHOI'O KJII04Ya.

E.4 WNpentndukaropsl n mapaMmeTpbl aJTOPUTMOB

AJIFOpI/ITMaM HapOﬂbHOﬁ 3allUThl IPUCBanBaOTCA CJICAYIOIIME I/I,ZLeHTI/ICbI/IKaTOpbli

id-PBKDF2 aJTOPUTM NOCTPOEHUs KJ0Ua 3amuThl 10 naposio (E.2.3);
id-PBES2 AJICOPUTMBbI 3aIUThI JIMYHOIO KJIH0Ya |)

Hanubie naenTudukaropsr onpesesnensl B [4] ciemxyrommm o6pasom:

pkcs OBJECT IDENTIFIER ::= {iso(1) member-body(2) us(840) rsadsi(113549) 1}
pkcs-5 OBJECT IDENTIFIER ::= {pkcs 5}

id-PBKDF2 OBJECT IDENTIFIER ::= {pkcs-5 12}

id-PBES2 OBJECT IDENTIFIER ::= {pkcs-5 13}
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Ecim  wpentudukarop 1id-PBKDF2 wucrosib3yercss B KoMmiioHenTe algorithm tuna
AlgorithmIdentifier (cm. , TO COOTBETCTBY IO KOMIIOHEHT parameters J0JI2KeH UMEeTh

TUII

PBKDF2-params ::= SEQUENCE {
salt CHOICE {
specified OCTET STRING,
otherSource AlgorithmIdentifier
3
iterationCount INTEGER (1..MAX),
keyLength INTEGER (32) OPTIONAL,
prf AlgorithmIdentifier

Kommnonent salt sTtoro Tuma ompenenseT CHUHXPOMOCBHLIKY S. CHHXPOTOCHITKA MOYKET
ObITh 3a/laHa SBHO CTPOKOI specified yimbo ajropurMudeckn depe3 KOMIIOHEHT otherSource.
Kowmmionent iterationCount onwmcbiBaer wwncjio wurepanuit c. Heobsazarenbublit  KoMITO-
nenT keyLenght ommchiBaeT JInHY KJtoda 3amuThl 6 B okTerax. Kommonent prf onmcwiBaer
anropu™™ HMACye1t_hash-

Bioxkennsbrit B prf kommoneHT algorithm jio/’KeH IpMHMMATh 3Ha4YeHWe hmac-hbelt,
a KOMTIOHeHT parameters — 3Hadennme NULL. Vnentmdnkarop hmac-hbelt ompenenen B
CTB 34.101.47 (mpmnoxenue A).

Ecim  upentuduxkarop id-PBES2 wuchosib3yercss B KOMIOHeHTe algorithm Tu-
na AlgorithmIdentifier, TO COOTBETCTBYIONINI KOMIIOHCHT parameters JIOJIKECH HMETb

THII

PBES2-params ::= SEQUENCE {
keyDerivationFunc AlgorithmIdentifier,

encryptionScheme AlgorithmIdentifier

by

Bnoxkennsblit B keyDerivationFunc kKoMnoHeHT algorithm go/KeH IpHHUMATh 3HAUEHNE

id-PBKDF2, a komnonenT parameters — 3nadenue tuna PBKDF2-params.

Brnoxennslit B encryptionScheme kommoneHT algorithm 10/2KeH IPUHUMATH 3HA-
venne belt-keywrap256, a KommnoHeHT parameters — 3Hadenme NULL. Unentunduxa-

Top belt-keywrap256 oupesesnen 8 CTB 34.101.31 (upuiioxenue B).

E.5 IIpoBepouHblii ipumMep

B Tabuie peJICTaB/IeH IPUMeEP MOCTPOEHH KJII0Ya 3alUThL § 110 mapoJIio, JOMO IHH-

TEJIbHO YKA3BIBACTCs PE3Y/ILTAT Y B3aIliThl IUYHOro Kimoda d u3 Tabmumsl [[L1] na kirode 6.
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Tabmuma E.1 — IlocTrpoeHue KJro4Ya 3amiaThl IO IIAPOJIIO

P | 42313934 42414338 30413038 463533424

10000

BE329713 43FC9A481¢

‘ 3D331BBB B1FBBB40 E4BF22F6 CBY9A689E F13A77DC O09ECF932 91BFE424 39A72E7Dig
4EA289D5 F718087D DS8EDB305 BA1CE898 OESEC3EO B56C8BF9 D5C3E909 CF4C14F0
7B8204E6 7841A165 E924945C DOTF37E7¢

~l | wm|o
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ITpunoxenne 2K
(pekomeHn,ryemoe)
TeopeTuko-4ncjaoBbIE€ aJITOPUTMbI

2K.1 IIpoBepka mpoctorbl ajgroputmom Pabuna — Musiepa

2K.1.1 BxomgHble U BBIXOJHBIE JTaHHbDIE

Bxomubimn nanabivMu asiropurma Pabuna — Mujiiepa gBJisiioTcd HEYeTHOE YUCJIO N > D,

MTPOCTOTa KOTOPOTO MPOBEPSIETCA, U YNCI0 urepannit 1.

BoixoaupiMu gaHHBIME aaropurMa spisercd oreeT JA man HET. OTeer A o3HaUaeT, 4TO N,

BeposTHO, nipocroe. Orser HET o3Ha9aeT, 4TO N — COCTABHOE.

JLy1st IPOCTHIX M aJITOPUTM BCET/Ia BbliaeT BepHbIit oTBeT JA. /Ij1s1 cocTaBHBIX N MOXKET ObITh

roJiyyeH Kak BepHbIit orBetT HET, Tak u ommbounbrit orser JA. BepostHOCTE OMMO0YHOTO OTBETA,

YMEHBIIAeTCA ¢ POCTOM UHC/Ia mTeparmil n He pesocxomuT 2721, Eemm | — nmHa JBOMYIHOTO

npejcTaaenns n, T. e. 271 < n < 2!, To pekomenyercsa soibupaTs T > 1/4.

2K.1.2 Ilepemennbie

Ucnonbaytorest nepemenssie u € {2,3,...,n—2} nov € {1,2,...,n —1}.

2K.1.3 Auropurm Pabuna — Mwuiiepa

[IpoBepka TPOCTOTHI N COCTOUT B BBITIOJIHEHUH CJIEIYIONINX ITAr0OB:
1 IlpencraButh n B Buje 2°r+ 1, rae s — HATypaabHOE YNUCI0, T — HEIeTHOE HATYpPaTbHOE

YUCTIO.
2 Mnat=1,2,...,T BbIIOJHUTD:
1) w& {2,3,...,n— 2}
2) v+ u" mod n;

)
3) eciu v = 1 wim v = n — 1, T0 nepeiiT K mary 2.6;
4) st i =1,2,...,5 — 1 BbIIOJHUTE:

(a) v < v? mod n;

(b) ecam v = 1, To BO3BpaTNTHL HET;

(c) ecnm v =n — 1, To nepeiitu K mary 2.6;
5) BosBparuTh HET;
6) TPOJOJIZKHUTD.

3 Bossparutn JA.

2K.2 Berunciienue cumBoJia Jlexxkasapa
2K.2.1 BxozgHble U BBIXOJHBIE JTaHHbLIE

BXO,Z[HI)IMI/I JaHHbIMU aJIPOPUTMa BbIYMCJICHUA CHUMBOJIA ﬂeKaHﬂpa ABJIAIOTCA HEYEeTHOE

npocroe uncio n uu € {0,1,...,n —1}.
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2K.2.2 IlepemenHbIe

BXOI[HbIe JaHHbIEe MHTEPIPETUPYIOTCA KaK Ha4daJIbHblEe 3HAQY€HUA IMEPEMEHHBIX T 1 U. Ha

Imarax aJiropuT™Ma 3TN 3HAYCHUA U3MEHAIOTCA, YMEHbIIAYACH.

Ucnomb3yercs nepemennas ¢t € {—1,1}.

2K.2.3 Auaropurm BbruucjieHus cuMmBoJia Jlexkanapa

u

Breruncienne (E) COCTOHUT B BBIIIOJTHEHNU CJIEIYIOIMUX HIaIrOB:

1

Tt = W N

O 00 N O

10

Ycranosuth t < 1.
Ecim u = 0, To Bo3BpaTuts (.
Ecmm v = 1, To BO3BpaTuThH t.
[IpencraBuTh u B Bue 2°r, TAe S — HEOTPUIIATETBHOE TIEJI0e YUC/I0, ' — HEeIeTHOe YUCJIO.
Eciin s — nevernoe, 1o
1) eciim n = 3 (mod 8) wim n =5 (mod 8), To t < —t.
Ecan n = 3 (mod 4) w r = 3 (mod 4), 10 t < —t.
YceranoBUTDH © <— n mod 7.
YCTaHOBUTD N 4— 7.
Ecin n > 1, To nepeiitu K mary 2.
Bozsparuts .
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ITonpaBka k opunmabHOI pesaKInm

’ B kakom mecte

‘ Hameuarano

‘ Jlo/zKHO OBITH

Paznen 3] Tepmun «iesiocTHOCTL»  Olipejie- | TepMuH  «11€JI0CTHOCTbY  OlIpe/ie-
TEPMHUH <«HEJIOCT- | JIdeTCdA 1epesd, TEPMHHOM <«X3II- | JIAETCd IIOCJIC TEePMUHA <«XIMIIUPO-
HOCTBH» SHAYCHUE». BaHUE».

HyHKT , BXO,Z[HBIMI/I JaHHBIMU  aJITOPpUTMa BBIXO,HHBH\H/I JaHHBIMU aJI'OPUT-
abzar 3 CO3/IAHNS TOKEHA BJIFETCS CJIOBO | Ma CO3JaHUsI TOKEHA ABJISIETCH

Y € {0, 1}2HIXIH128  poken xmio-

ya X.

cioso Y € {0, 1}2HIXI+128

KEH KJIo4da X .

— TO-

Iynxr [7.2.3]

3aIr'0JIOBOK

AJIFOpI/ITM regepanum IICeBIaoCIy-

yallHbIX 4YuUCeJI

AJIFOpI/ITM CO3JaHNAd TOKEHa KJIIO-

qa

[Tpuiokenue @

L= (128 +7r)s || (br)s || (bro1)s ||
oo |l (Do)

L= 129+ 7r)s || (br)s || (bro1)s ||
oo |l (Do)s

[Ipunoxenne [[]

TabJmna

IIocjaeHAA CTpOKa

AE443163 32A85C3B 9F6B31EE
EADFFO88 D30FE507 021AC86A
3EC8E087 4ED33648:4

7ADC8713 283EBFA5 47A2ADOC
DFB245AE OF7B968D FOF91CB7
85D1F932 A35831074

[Tpunozxkenue [/

nozapaszes [T,
cTpoka 11

Bign-genk

bign-genk

[Tpunoxenue [E]

noznpaszen [E.I]
abza 4

Anropurym [E.2.3) umeer camocTost-
TeJIbHOE 3HaveHne. BblpabaThiBa-
€Mblil C ero IOMONIbIO KJIto4 6 Mo-
JKET WCIOJIb30BATLCS LIS 3allli-
THI IIPOU3BO/ILHBIX JIMIHBIX U CCK-
PETHBIX KJTIOUel ¢ TOMOIIBIO AJIr0-

pUTMOB, He 00s13aTe/IbHO COBIIA 1A~
IOIINX C AJITOPUTMAMU .

Asropurym [E.2.3 nmeer camocTost-
TeJbHOe 3HaveHne. BblpabaTbiBa-
€Mbli C ero HOMOIIbBIO K049 6 MO-
JKET MCIIOJIb30BATHCS JIUIsl 3alli-
THI IIPOU3BOJIBHBIX JIMYHBIX U CCK-
PETHBIX KJIoUeil, a Tak¥kKe COIpo-
BOXKJIAIOLIUX UX CJLy?KeOHbIX JIaH-
HbIX. 3alUTa MOXKET BbIIOJIHS T
Csl C TIOMOIIBIO aJI'OPUTMOB, He

0043aTE/ILHO COBIIQIAIOIINX C AJI-
roputmamu [E.3]

[Tpunoxenue [E]

nynxr [E.2.2]

3ar'0JIOBOK

Bcenomorarenbabie AJITOPUTMBI

Bcecnomorarenpabie AJITOPUTMBI 11

1lepeMEHHbIE

[Ipusioxenne [E]

myHKT [F.2.2]
JOIIOJTHATETbHBIIA
ab3arr

Ucnionibzyercst nepemennas t €
{0,1}*6. Buauenne ¢ JI0IKHO
OBITH YHUYITOXKEHO TOCTIE MCIOJIb-

30BaHUAg.
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’ B kakom mecte

‘ Hamneuarano

‘ JTo>kHO OBITH

[Tpunoxenue [E|

nyskT [E.2.3]
2-it u nocjenyro-

MU marn aJro-

2 Jlnsgs 1 =1,2,...,c BbIIOJHATD:

1) 0 <+ HMACbelt—hash(Pv 9)

2 YeTaHoBUTS § < 6.

3 na 1= 2,3,...,c BEIIOJTHATD:

3 Bozsparurs 6.

].) t <+ HMACbelt—hash(P7 t)7
2) 0+ 0Dt.

putTmMa 4 Bozspatuts 6.

[Tpunoxenue [E] BE329713 43FC9A48 AO02A885F BE329713 43FC9A48¢

tabsmma [E. 1] 194B09A1 4

CTpPOKa 3

[Ipunoxenue [E| D9024724 82130F3B 77D09303 3D331BBB B1FBBB40 E4BF22F6

tabsuna [E. 1] 03DD7E4E 68630CCO 2B56A8B2 CB9A689E F13A77DC 09ECF932

cTpoka 4 AFATAFQ09 6BCACO97146 91BFE424 39A72ET7Dq6

[Tpunoxenne [E| 248E0CD7 639B1237 76F1CEC1 4EA289D5 F718087D DS8EDB305

rabsmna [E.1] FCECE708 C2DFC53F 78ECEA6C BA1CE898 OESEC3EO B56C8BF9

CTPOKH 9, 6 33B4C3C1 E6183AD6 D8A18CFA D5C3E909 CF4C14F0 7B8204E6
F540976E 1022B89D BA32DA18;¢ | 7841A165 E924945C DO7TF37ET7 ¢

[Tpunoxenne [E] Biroxxennsrit B encryptionScheme | Biioxkennslit B encryptionScheme

myskT [E.4] KOMIIOHEHT  algorithm  jgos- | kKomnoneHT  algorithm  joJ-

ToCTIeTHMIT ab3ar, | YKeH IIPUHUMATD 3Ha4YeHUe | JKeH OIpUHUMAaTh 3HaYeHUe
belt-keywrap256, a komuoHeHT | belt-keywrap256, a  KOMIIO-
parameters — 3nadenue NULL. HeHT parameters —  3Ha4ye-

HIIe NULL. W nentuduxarop

belt-keywrap256 omnpenejieH B
CTB 34.101.31 (upusoxenne B).
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