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1 O6aacTth TpUMeEHEHUA

Hacrogmuit crangapT ycTaHaBIuBaeT KPUITOrpapuIecKre aJropuTMbl Ha OCHOBE Sponge-
dyukimn — xKpunrorpapudeckoit pynxnum, Koropasg 3aJaer CJA0XKHOE Ipeodpa3zoBaHue IBO-
UYHBIX CJOB OOJIBION JIJIMHBI. YCTAHABJIMBAEMbIE AJTOPUTMbBI IIPEHAZHAYECHBI JIJI KOHTPOJIS
1EJIOCTHOCTH U HMOJINHHOCTH, obeciiedeHns: KOHMPUAEHIIMAJILHOCTH | JIPYTUX CIIOCOOOB 3l ThI
nHOpMaIMK MPYU ee XPAHEHWH, epegaie u 00padoTKe.

Hacrosmuit cranjapr npuMensgeTcs npu pa3padorke CpeJcTB Kpunrorpadpuieckoit 3aiu-
Thl uHpOPMAIUH.

2 HopmaTuBHBIE CCBLIKH

B mactosmeM cTanmapre UCHOJIH30BAHBI CCHLIKU HA CAEAVIONIHE TEXHUUECKHE HOPMATHB-
Hble MPABOBbIe AKThI B OOJACTH TEXHMYECKOTO HOPMUDOBAHHS M CTaHIapTU3anuu (gaiee —
THITA):

CTb 34.101.31-202X MNudopmannoHHble TEXHOJIOIHHA U 0€30MaCHOCTh. AJITOPUTMBI TTH]-
POBaHUS ¥ KOHTPOJISI TEJIOCTHOCTH

CTBb 34.101.45-2013 MudopMaImoHHble TeXHOJIOTHA U 0e30MaCHOCTh. AJTOPUTMBI 3JI€K-
TPOHHOI 1MUPOBOI MOAMUCH U TPAHCIOPTA KJII0YA HA OCHOBE LTHITHICCKUX KPUBBIX

T'OCT 34.973-91 (MCO 8824-87) NudopmannoHHast TEXHOJIOTHs. B3auMOCBsI3b OTKPBITHIX
cucrem. Crenudukaius abcTpakTHO-CUHTaAKCHIecKoil HoTannu Bepcun 1 (ACH.1)

IIpumeganue — Ilpu nosib30BaHUN HACTOLAIIUM CTAHIAPTOM I1€J1€CO00PA3HO IIPOBEPUTH JIEfICTBUE

THIIA mo xaraJjory, cocTaBaeHHOMY II0 COCTOSIHHIO Ha 1 SHBaps TEKYIIEro roia, U 0 COOTBET-

CTBYIOIUM MH(MDOPMAIMOHHBIM yKa3aTes M, OMyOTUKOBAHHBIM B TEKYIIIEM TOTY.

Ecnu cebutounsie THITA 3ameHeHBl (M3MEHEHBI), TO TIPU MOJH30BAHUN HACTOSIIIINM CTAHIAPTOM

caeyer pyKoBojcTBoBarhed gefictByrommumu B3avmern THITA. Ecnu cepumounnie THITA ormenens

663 3aMEHBI, TO IIOJIOKEHNE, B KOTOPOM [JaHa CCBIJIKA Ha HUX, IPUMEHACTCA B YaCTHU, HE 3aTparu-

BalOIlEil 9Ty CCHIIKY.

3 Tepmunsl u orpejejieHUsA

B macTosmem crangapre NpUMEHAOT CIeLyIOIne TEPMUHBL ¢ COOTBETCTBY IOIIUMU OIIPe Ie-
JIEHUSIMU:

3.1 anouc: BxonHble JaHHBIE KPUITOIPAMDUIECKOTO AJITOPUTMA, KOTOPBIE 331a10T OIIpe/Ie-
JIEHHBIII KOHTEKCT €r0 HCIOJIb30BAHUS M MOTYT BKJIIOYATH CHHXPOIOCHLIKY.

3.2 ayrentudunupoBanuoe mmdpoBanue: OjHOBpeMeHHbIe MU(POBAHAE U UMUTO-
3aIMUTA.

3.3 zammdpposanue: [IpeobpazoBanne coobineHns, HalPaBIeHHOE Ha O0eCIeYeHHe ero
KOH(UIEHINAIBHOCTH, KOTOPOE BBIIOJJIHIETCS ¢ UCIOIb30BAHHEM KJIIOUA.
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3.4 mMuTOBCTABKA: /[BOMYHOE CJIOBO, KOTOPOE OIIPEIe/IdeTCs 110 COODIIEHUIO ¢ UCIIO/Ib30-
BaHUEM KJIIO4Ya U CJYXKUT AJid KOHTPOJIAd HeJIOCTHOCTU U IOAJIMHHOCTHU COO6L[I€HI/IH.

3.5 mMmuro3amuTa: KoHTpoJ/ib IEJIOCTHOCTH U IOJJIMHHOCTH COODIIEHUI, KOTOPbII peaJiu-
3yeTcd 1yrem Bpra6OTKI/I u IIPOBEPKU UMUTOBCTABOK.

3.6 xkomanga: AjropuTM, KOTOPBIH CBSI3aH ¢ ABTOMATOM, ITPUHUMAs B KQIECTBE JIOIO/IHU-
TEJbHOI'O BXOJ/Ia €0 TeKYIIee COCTOSHUE U BO3BPalllagd JOIOJHUTEIbHO OOHOBJIEHHOE COCTOSHUE.

3.7 xoHPUAEHITMATBHOCTD: ['apanTusi TOro, 4T0 COOOIEHUS JIOCTYIHbI JIJIsi IOHUMAHUS
HJIK UCIIOJIb30BaHUA TOJILKO TeM CTOPpOHaM, KOTOPbIM OHU IIPEAHA3HAYCHDI.

3.8 (kpunrorpacduyeckuii) aBromar: Jloruueckoe ycrpoicrBo, ClioCOOHOE HAXOAUTHCS
B OJIHOM M3 HECKOJbKHUX COCTOSIHUM, BBITIOJHSATD XIMIHPOBaHUe, UG POBaHIE, HMATO3AIINATY H
JIpyrue KpunTtorpaduieckne onepanun ¢ TOMOIIbI0 KOMaHI, N3MEHIOMNX COCTOSTHIE.

3.9 okreT: /[BondHOE CJIOBO JITUHBI 8.

3.10 moaAAMHHOCTD: ['apaHTusa TOro, 9TO CTOPOHA JeHCTBUTETLHO SIBIASIETCS BIAJICTBIEM,
co3aTesieM WIH OTIIPAaBUTEIEM OMpEeIeJeHHOTO COOOIIEeHHS.

3.11 mceBpocayd4aitable uumciaa: [locmemoBaTelbHOCTD 37€MEHTOB, MOTyUeHHAsS B pe-
3y/IbTaTe BBITIOJTHEHUSA HEKOTOPOTO aJrOPUTMa W UCIOJb3yeMas B KOHKPETHOM CIydae BMECTO
MOCTIEIOBATEILHOCTH CIYIANHBIX TUCET.

3.12 pacmudposaune: IIpeodbpazosanue, obparHoe 3aInudpOBAHUIIO.

3.13 (cekpernsbrii) katog: [TapaMeTp, KOTOPBIii yIPaBISeT OMePAIUIMHA MMHMDPOBAHUS T
UMUTO3AIUTH U KOTOPBIN W3BECTEH TOJIBKO OIPEJEeTeHHBIM CTOPOHAM.

3.14 cuaxpomnocklika: OTKpPBITHIE BXOIHbIE JaHHBIE KPHUITOTPAMUICCKOrO aIrOpUTMA,
KOTOpBbIe 00ecIeunBaIOT YHUKAJIHLHOCTD Pe3YIbTATOB KPUNTOTpadUIecKOoro npeodpa3oBaHus Ha
dUKCUPOBAHHOM KJIIOUE.

3.15 cayuqaiiubie uucia: [locie10BaTe/IHHOCTD 3IEMEHTOB, KaxKIbli U3 KOTOPBIX HE MO-
KeT ObITh MPeJICKa3aH (BBIUUCIEH ) TOJBKO HA OCHOBE 3HAHUS TIPEJIIIECTBYIOMUX eMY JIeMEHTOB
JTAHHOM TOCJIeT0BATETHHOCTH.

3.16 cugrue 3amuThl: PacmmdpoBanne n npoBepKa HMUTOBCTABOK.

3.17 coobmienune: /IBonuHOE CIOBO KOHEUHON TIMHEI.

3.18 ycTraHoBKa 3amiuThl: 3amudpoBaHne U BLIYUCICHIE HMATOBCTABOK.

3.19 xsmr-3mavenwme: /IBonvuHoe €10BO (PUKCHPOBAHHON IIUHBI, KOTOPOE OIPEIeIsSIeT s
0 COOOIIEHNI0 6€3 HCIIOAb30BAHNA KI0Ua U CAYKHT JJIT KOHTPOJIA IMEeJOCTHOCTH COODIIEHMST
¥ JIJIsI TIPEJICTaBJIeHns coo0IeHust B (HeoOOpaTuMo) cxKaToit hopme.

3.20 xsmmupoBanue: BripaboTka X3I-3HATEHUIA.

3.21 megocTHOCTD: ['apaHTHs TOro, YTO cOOOIeHHe He M3MEeHeHO MPH XpaHeHU! WJIH IIe-
peade.

3.22 mmdpoBanue: 3amudpoBanue win pacmudpoBaHue.

4 (O06o3HaYeHUd W COKPAaIlleHUs

4.1 Cuouncok obo3HaYeHnii U COKpAaIeHMit

L CIETMAIbHBIN 00BEKT WM CUTYAINS: IYCTOE CJI0BO, NTHOPUPYEMas TePeMeH-
Has, ONINOKA;

{0,1}" MHOKECTBO BCeX CJIOB JIHHBI 1 B asdasute {0, 1};

{0,1}* MHOZKECTBO BCeX CJI0B KomedHoil maunbl B aadasure {0,1} (Bkaodasa mycroe
¢s10B0 JyuHbl 0);

[ul aymaa cioa u € {0, 1}

{0, 1} MHOKecTBO Beex ¢yioB u3 {0, 1}*, 1muHa KOTOPBIX KpaTHA n;
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s o € {0,1} caoBo u3 n sxzemisapos « (o =1);

st u € {0,1}" u 0 < i < n cumBos u ¢ HoMepoM ¢ (Hymeparnust ot 0);
g u € {0,1}" u 0 < m < n caoso ul0]...u[m — 1J;

st w € {0,1}" u 0 < m < n, caoBo ulmlulm + 1] ... u[n — 1J;

st u € {0,1}" u 0 < my < mg < n caoBo ufmy|ufmy + 1] ... ufmy — 1J;

st w € {0,1}" uw v € {0,1}™ caoso w € {0,1}"™ rakoe, uro w[...n) = u
nwn...)=1v (KOHKATCHALNS);

st w € {0,1}* m HaTypaJbHOrO m NpeJICTaBIeHHEe U B BHjJe HabOpa

(uy, ug, ..., u,) dparmenron u; € {0,1}* Takux, a0 © = uy || ug || ... || Un,
lur| = |uz| = ... = |up—1] = m u 0 < |u,| < m, upuaem uadop nycr (n = 0),
ecan u =_;

upegcrasiaenue u € {0, 1}% mecrnaauaTepuuHbIM CIOBOM, IPH KOTOPOM I10-
CJIeI0BATEIBHBIM YeTHIPEM CHMBOJIAM U COOTBETCTBYET OIMH IMICCTHAIIATePAY-
ubiii cumBos (rampumep, 10100010 = A244);

11 meqoro U m HaTypaJabHOTO M OCTaTOK oT nenenusd U Ha m;

st u,v € {0,1}" caoso w € {0,1}" u3 cumBosnos w(i] = (u[i] + v[i]) mod 2
(mocumBosibHOE HcKITodatoriee VJIN);

st u € {0, 1} caoBo u @ 1™ (nocumposbaoe HE);

st u,v € {0,1}" caoBo w € {0,1}" u3 cumBosoB wli] = wu[i| * v[i] (mocum-
BostbHOE U);

st u, v € {0,1}" coBo w € {0,1}" u3 cumposos w(i] = (uld] * v[i] + uli] +
v[i]) mod 2 (mocumsosbroe NJIN);
a) ais okrera u € {0, 1} wucno 27u[0] + 2%u[1] + ... + 7],

6) jist u = ug || uy || - || Un1, ui € {0,1}, wmcno |ug| + 28wy ] + ... +
98(n—1) Lun—l] :

JJI HEOTPUIATEILHOrO neaoro U u HaTypaabHoro n caoso u € {0, 1}8" takoe,
aro |u] = U mod 2°";

JUIS BEMIECTBEHHOTO 2 MaKCHMAaJIbHOEe TeI0e, He MTPeBOCXOIAIIee 2;
s u € {0, 1} coso (| [u]/2])sn;
g u € {0,138 cooso (2| u])sn;

JIsl CJIOBA U M IPeoOpPa30BaHus ¢ DPEe3y/braT r-KPaTHOrO JeficTBUsl ¢ HA U
(mampumep, ShLo" (u) — pesysbrar r-KparHoro jeiicrsus ShLo);

g u € {0, 1} cioso ShHi(u) @ ShLo® ! (u);

BBI30B a/JITOPUTMa alg ¢ BXOIHBIMU JTAHHBIME U, Us, - . -
AJTOPHTM alg ¢ mapaMeTpaMu pi, Py, - . .

IIPUCBOCHHE [EPEMEHHOM @ 3HAYCHUS U;

MUHHMAJILHOE U3 YHCeJ U U U,

9JIeKTPOHHAs UG POBas MOAINKCD.
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4.2 TlogcHenuda kK o003HAYECHUAM

4.2.1

BXOJHBIMH ¥ BBIXOJIHBIMU JIAHHBIMU AJTOPHTMOB HACTOSIIEr0 CTAHJIAPTA SABJISIIOTCS JBO-
HUHbIE CJI0Ba — TOCaeIoBaTeabHocTH cuMBosoB aindasuta {0, 1} (6uros). Burel mymepyiorcs
cJIeBa HAIPABO OT HYJIs.

B HacrosineM nojpasjese B Ka4ecTBe MPUMepa PaCCMaTPHBAETCS CJIOBO

CaoBa

w = 0000000100100011010001010110011110001001101010111100110111101111.

B stom cioBe nepBbie ceMb OUTOB HyJIEBbIe, 3aTeM — 1, 3arem — nBa 0 u T. 1.
JIBon4noe cJ1I0BO pa3zbuBaeTcs HA TETPaJbl U3 YeTBEPOK MOCIEI0BATEIbHBIX OUTOB. TeTpa-
Jibl KOJMPYIOTCsl IeCTHA/(IIATePHYHBIME CHMBOJIAME 110 IPABUJIAM, 33/ aHHbIM B Tabuue [I}

Tabawurma 1
Terpana | CumBoa | Terpama | CumBoa | Terpana | CumBon | Terpaga | CumBost
0000 016 0001 116 0010 216 0011 316
0100 416 0101 516 0110 616 0111 716
1000 816 1001 916 1010 Ag 1011 Big
1100 Cic 1101 D 1110 Eig 1111 Fig

Hanpuwmep, cjioBo w KogupyeTcst CJIeayIONUAM 00pa30M:
0123456789ABCDEF ;.

[Tapwr moc/e10BaTE/IBHBIX TETPa 00pa3yioT oKTeThl. [locieoBaTe/ibHbIe OKTETHI CA0Ba W
UMEIOT BUJ;

00000001 = 01,4, 00100011 = 2344, 01000101 = 45,4, 01100111 = 67,
10001001 = 8944, 10101011 = ABy4, 11001101 = CDyg, 11101111 = EF 4.

4.2.2 CJjoBa Kak 4ducJa

Oxrery u = ul[0Ju[l] ... u[7] craBuTcs B coorBercTBHE GaliT — wncao |u] = 27u[0]+2%u[1]+
...+ u[7]. Hampumep, okTeTam w cOOTBETCTBYIOT GANTHI

1,35=2"42"+1,60=20+2%2+1, 103 =20 +2° 4+ 22 4- 2! 41,
137=2"+2°+1, 171 =2"+2° + 2% + 21 +1, 205 =27 + 20 + 2° + 2% 4 1,
239 =27 420 425+ 23 4 22 4 21 1.
Yuceso cTaBUTCS B COOTBETCTBHE HE TOJBLKO OKTETY, HO H JIIOOOMY JIPYroMy JIBOMYHOMY
CJIOBY, JITMHA KOTOporo KpaTHa 8. [Ipm sToM mcnoab3yercsa pacnpocTpaHeHHOe s MHOTHX CO-
BPEMEHHBIX ITPOIIECCOPOB COIJVIANIEHUE «OT MJIAAIINX K CTapPIINM» (little—endian): cHuTaeTcd,

YTO HEepBbIfl GAlT dBIgeTCd MJIAJIINIM, IOCAEIHAI — cTapmiuM. Hampumep, cJioBy w cooTBeT-
CTBYET YHCJIO

|lw] = 1+2%-35+2'9.69 + 22 . 103 4+ 2% . 137 + 2% . 171 + 2% . 205 4 2% . 239 =
= 17279655951921914625.

[Ipu 0TOXKAECTBICHUHU CJIOB C YUCJIaMH YA00HO IIPE/ICTABUTH cebe THIOTEeTUYeCKIH perucTp,
Pa3pAIHOCTH KOTOPOTO COBIAJIAET ¢ JITUHON cjaoBa. B caMbril mpaBblil OKTET perucTpa 3arpy-
JKAeTCd MEPBBIA OKTET CJ0BAa, BO BTOPOH CIIpaBa OKTET PErucTpa — BTOPOU OKTET CJ0Ba M

4
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T. JI., IOKa, HAKOHEIl, B CAMBbIil JIEBBIIl OKTET PErucTpa He 3arpyzKaeTcs MOCJIeJHNI OKTeT CJIOBA.
Hanpuwmep, jijig w cojepzKuMoe perucrpa uMeer Bu/L:

EFCDAB8967452301,4 = 111011111100...001100000001.

[Ipu TakoMm upejcrasiennn onepamnuu ShLo, ShHi, RotHi cocrodaT B caBUrax cojpepKuMoro
perucrpa: ShLo — BIPaBo (B CTOPOHY MJIAJIIINX pa3psioB), ShHi — BJIeBO (B CTOPOHY CTapIIUX
pa3psiioB) u RotHi — nukJmdecku BiaeBo, npudem npu ¢asurax ShLo u ShHi B ocBoOOuBIIIECS
pa3ps/ibl PErUCTPOB 3alUChIBAIOTCA Hy/Iu. Hampumep, npegabayinuil perucTp u3MeHsaeTcs Mpu
CBUTAX CJIEAYIOIMMIM 00pa3oM:

ShLo : 77E6D5C4B3A29180,4 = 01110111 ...10000000,
ShHi : DF9B5712CE8A4602,5 = 11011111 ...00000010,
RotHi : DF9B5712CE8A4603,3 = 11011111...00000011.

Buirpyzkast u3 perucrpa OKTETHI CJIeBa HAIPABO, MOIYYAEM CJICIYIONINE Pe3YIbTaThl:

ShLo(w) 8091A2B3C4DbE67 74,
ShHi(w) = 02468ACE12579BDF g,
RotHi(w) = 03468ACE12579BDF .

[IepecTaHOBKHM OKTETOB MPH 3arpy3Ke CJIOBa B PETHCTP W MPHU BBHITPY3KE U3 PErUcTpa B
COBPEMEHHBIX TPOIECCOPAX BBITIOJIHSIIOTCS HESIBHO.

4.3 3anuch mepedyucJIeHUit

[Ipu 3amucu nocjae0BaATEILHOCTH Uy, U, - . . , Uy, JOMYCKAETCH, €CJIM HE OI'OBOPEHO HMHOE,
BbIIIO/IHEHUE HepaBeHCcTBA N < 2. llpu n = 0 maer pedb 0 MycTOil MOCAEA0BATEILHOCTH, & IIPH
n =1 — 06 0HO3IEMEHTHOI TOCJETOBATETBHOCTH U7 .

AHajIoruYHbIe COTIAINEHNST PACITPOCTPAHAIOTCS HA 3aIUCh KOHKATEHAITNH HECKOJIbKUX CJIOB,
ureparopa mnukja. Hamnpumep:

— caoBo uy || ug || ... || u, aBagercs mycteiM mpu n = 0 W COCTOMT W3 €IUHCTBEHHOTO
dparmenta up npu n = 1;

— TeJO MUKJa «JJid ¢ = 1,2, ... 7N BBIIOJHUTD . ..» He BBIOJHIETCA HU pa3y, ecan n = 0,
U BBINOJIHAETCS OJIUH pa3, ecjau n = 1.

5 O6mime moJioXkKeHus
5.1 Hazsunauenue

Hacrosmuii cranmapr onpejeaser ceMeiicTBO KpUITOrpapuIecKuxX aJIrOPUTMOB, IIOCTPO-
eHHBIX TI0 cxeMe sponge (ryoka). Cxema mperoxena B [I]. flapom cxembl sBiseTcss sponge-
bYHKIMS, KOTOpas OIpee/sdeT CJI0KHOe OMEKTHBHOE IpeoOpa3oBaHue JBOMYHBIX CJIOB 00JIb-
IO JJINHBEI.

Kpunrorpadpuueckne aJropuaTMbl JeJ4TCA HA IBE IPYIIILL:

1) asropurMbl xsumpoBanus (cM. paszeq [7));

2) mporpaMMupyeMble aaropuTMsl (cM. paszed [).

AropuT™M X3IMpOBAHMA IO COOBIICHUIO IIPOM3BOJIBLHOM JJIMHBL CTPOUT X3MI-3HAYCHHE —
CJI0BO (pUKCHPOBAHHON MarHBL. CTOPOHBI MOIYT OPraHK30BaTh KOHTPOJIb MEJOCTHOCTH COO0IIe-
HUIT IIyTeM CpaBHEHHMd MX X3II-3HAYEHUI € JTOCTOBEPHBIMHM KOHTPOJILHBIMHU X3II-3HAYCHUSMU.
V3Mmenenne cOOOMICHUS ¢ BLICOKOR BEPOATHOCTBHIO IPUBOIUT K M3MEHEHUIO COOTBETCTBYIOMICIO
XOUI-3HAYCHUS, U IOITOMY X3II-3HAYCHHHA MOIYT HCIIOJb30BATHLCA BMECTO CAMHUX COOOIICHHIA,
Hanpumep B cucremax DLII.
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AJIrOpuTMBbI X3MIUPOBAHKMST MOTYT JOIOJHUTEIbHO HCIIOAb30BATHCS IPU MOCTPOCHUN CAMUX
cucrem DI, reneparopos ciaydaiftHbix 1 HCEBAOC/YYAHHBIX YUCE/T, IPOTOKOJIOB ay TeHTU(PUKA-
UK, KPUIITOIPpAPUIECKUX aKKYMYJJIATOPOB, JTOKA3aTEJAbCTB BbIYUCANTEILHON PadboThl 1 JIp.

[IporpamMupyeMbie ajJrOPpUTMbI MPEJICTABISIOT CODOI OC/Ie/I0BATETLHOCTH KOMaH,I KPHUII-
torpagudeckoro aBromara. Pa3Hble TOC/IEI0BATEJIHLHOCTH JAIOT aJTOPUTMbI PA3HOIO HA3HA-
qeHust: Mu@POBAHNSA, UMHUTO3AIIUTHI, M€HEPAINH MCEeBAOCAYUIANHBIX YHUCEes, TOTO K€ X3IH-
poBanud. B macrosimeM cranmapre OObABILIOTCA TpaBuia 6€30MAaCHOTO MPOrPAMMUPOBAHUS
(cm. [8.11)), stBHO ompemenAOTCS MPOrpaMMHUPYEMbIE AJATOPUTMBI XSMIMPOBAHUS (CM. "
ayTeHTHhUIIPOBAHHOTO MndpoBanus (CM. .

[IporpaMmMupyeMble aJrOPUTMBI XIIMIUPOBAHUS 00/1a1a10T OOJbIIeH rHOKOCThIO, YeM 6a30-
BbIE: ¢ UX MTOMOIIBIO MOXKHO BBIYUCIATH XIII-3HATEHUs ITPOU3BOJIBHON JITMHBI, a IIPHU OIpe/ie-
JIEHHOM HacCTPOWKe MOXKHO MOBBICUTH CKOPOCTDH X3IMUPOBAHUA 3a CUYeT YpaBHUBAaHHUS TapaHTHH
6€30IaCHOCTH OTHOCUTEIBHO PA3JIMIHbIX aTak. Kpome 3Toro, nporpaMMupyeMblil aJIropuT™ J10-
MOJTHUTE/FHO NMPUHAMAET HA BXOJ AHOHC, C TMOMOIIHIO0 KOTOPOTO MOXKHO YTOUYHUTH KOHTEKCT
X3MIAPOBAHUS.

Anropurmbl ay TeHTHGUITPOBAHHOTO MNGPOBAHUS IPEIHASHAYEHBI 111 00€CIeUeHNsT KOH-
buAeHITHATEHOCTH, KOHTPOJS IEJ0CTHOCTH U MOJJIUHHOCTH AAHHBIX. CTOPOHBI, PACIOIaraio-
Iue OOIIUM KJII0OUMOM, MOTYT OPTaHH30BAThL KOHMUICHITNAIBHBIA 0OMEH COODIIEHUSIMU IIyTeM
uX 3amudpoBaHusg Hepe OTIPaBKoi n pacuudpoBaHus Mocae moaydennd. Kpome sToro, cTo-
POHBI MOTYT OPraHM30BATh KOHTPOJb MEJOCTHOCTH IPHU OOMEHe COOOIIEHHSIMH MyTeM a00aB-
JIeHUsST K HUM UMHUTOBCTABOK MPH OTMPaBKe M MPOBEPKH WMHUTOBCTABOK TpW moaydennn. [Ipo-
BEepKa MMHUTOBCTABOK JOMOJHUTEIBHO TIO3BOJIAET CTOPOHE-TIOYYATEI0 YOeIUThCd B TOM, UTO
CTOPOHA-OTHPABUTEIb 3HAET KJI0Y, T. €. MO3BOJISIET IPOBEPHUTDH MOIIUHHOCTH COOOIIEHUIA.

Asrroputmbl ayTeHTH(OUIITPOBAHHOTO NG POBAHIS 00eCIeUNBAT THOKYIO (OYHKIIHOHAIb-
HOCTb. Bo-1epBbIx, BMecTe ¢ coobienneM KOHTPOJUPYETCH MEJTOCTHOCTD U MOJJIUHHOCTE acCOo-
IMUUPOBAHHBIX OTKPBHITHIX JAHHBIX, KOTOPbIe He 3amudpoBbiBaioTCst. Bo-BTOphIX, 9acTu coob-
IEHNSI U ACCOMMNUPOBAHHBIX JAHHBIX MOTYT YepeIOBAThCA. B-TpeTbUX, HMUTOBCTABKU MOIYT
BBIJIABAThCSI HECKOJIBKO pa3 1o Mepe obpaborTku dacreit. B-uerBepThix, B mporecce o0paboTKu
JIAHHBIX MOT'YT OOHOBJISITHCS KJIFOUM.

[Mpumeuanne — CxoxXue O HAZHAYEHWIO aaropuTMbl yeranowaensl B8 CTh 34.101.31. Anropwur-

Mbl HACTOSIIEr0 CTAHAAPTA JAI0T JOIOJHUTEAbHbIe (DYHKIMOHAIbHBIE BO3MOKHOCTH. Hanpumep,

AJITOPUTMBI XIIUPOBAHUS TIOIEPKUBAIOT BCE TPU yPOBHS CTOWKOCTH anaropurMmoB I, onpese-

sgerasbix B CTH 34.101.45, B To Bpemst kKak anroputm x3mupoBarug CTB 34.101.31 moagep:kuBa-

eT TOJLKO TepBbIit ypoBeHb. [lepexon or anropurvos CTH 34.101.31 x anropurvMaM HACTOSAIIETO

CTaHIAPTa MO3BOJIUT YBEJHMINTH CKOPOCTH 0O0pabOTKH JAHHBLIX II0 KpaiiHel Mepe Ha HapUTEeTHOM

yPOBHE cToifKocTH Ha 64-pa3psiIHBIX allapaTHBIX maTdopMax.

[IpuMepsl BLIMOTHEHHS aJTOPUTMOB CTaHAapTa IpuBeaensl B npusoxkennu [Al IIpumepsr
MOZKHO HCIIOJIb30BaTh JjIs IIPOBEPKU KOPPEKTHOCTU PEAJTH3AIUN aJIrOPUTMOB.

Monyab aberpakTHO-cuHTakKcnaeckoii Hotanuu epcuu 1 (ACH.1), onpesnesnennoit 8 TOCT
34.973, npusesen B npuioxkennu Bl Momynb 3amaer naeHTHGUKATOPHI ATOPUTMOB CTAHIAD-
Ta, B TOM 4uc/jae B uX cBa3kax ¢ aaropurmamu CTB 34.101.45. Pekomenayercss UCIOIb30BATD
MOJIY/Ib NPH BCTPAUBAHHH aJITOPUTMOB B HHMOPMAIUOHHBIE CHCTEMBI, B KOTOPBIX TaKxKe HUC-
noas3yercs ACH.1.

5.2 Sponge-dpyuknug

Sponge-dyHKITHA HACTOAIIErO CTAaHJAPTa AeficTByeT Ha JBOMYHBIE CJI0Ba AIUHEL 1536. [eii-
CTBHe 3aJaeTcd aaropuTMoM bash-f, onpenenennsiM B [6.2]

6
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Sponge-dyukius bash-f jiexkur B ocHOBe KPUHTOTPA(PUUECKOr0 aBTOMATA, C ITOMOIIBIO
KOTOPOT'O ONPEJIEJISIOTCS IPOTPAMMUPY€EMble aJTOPUTMBI.

Sponge-pyHKITHS MOXKET MCIOJIb30BATHCS 33 MIPEJIEJIAMI HACTOSIIEr0 CTAHIAPTa JIjis 10~
CTPOEHUs JPYIUX KpUITOrpapuuecKux ajropurmMos.

5.3 VYpoBeHB cTOIKOCTU

AJITOpUTMBI HACTOAIIETO CTAHIAPTA OTJHYAIOTCS YPOBHEM CTORKOCTH [.

B anropuTMax X3mmpoBaHus 9TO HATYpaJIbHOE YUCI0, KpaTHOe 16 1 He mpeBocxoadIiee 256.
Yposuu [ = 128, | = 192 u [ = 256 gBAMIOTCA CTAaHIAPTHBIMHU, UM CJIEIYeT OTJIABATH IIPEJIIIo-
YTeHNe.

B nporpaMMupyeMbIX aaropuT™Max ypOBeHb CTOMKOCTH [ MOYKET NPHHUMATH TOJBKO CTaH-
JTapTHBIE 3HAYEHHS.

C pocToM [ MOBBIMIAETCS CTOMKOCTH aJITOPUTMOB U OJIHOBPEMEHHO CHH2KAeTCs UX OBICTPO-
JeiictBre. B yacTHOCTH, X9mmupoBanue Ha ypoBHe [ = 256 BBINOJHSETCS IPUMEPHO B 2 pa3a
MeJlJIeHHee, yeM npu [ = 128.

5.4 EmMkocThb

B nporpaMMupyeMbIX aaropuTMax ypOoBEHb CTOHKOCTH | CONPOBOKIAETCS €MKOCThIO d €
{1,2}. C yBequveHneM eMKOCTH TOBBINIAIOTCS TAPAHTUM GE30TMACHOCTH, HO CHHUYKAETCS TPO-
u3BouTEIbHOCTE. Bribop (I,d) = (256,2) obecnednBaer MakKCHMAIbHBIE TapaHTHH. BbIOOD
(I,d) = (128,1) maeT MaAKCUMAJIbHYIO MPOH3BOANTENHHOCTb.

B asropurmax ayreHTHdUIMPOBAHHOrO MH(POBAHNS PEUb UJIET O FAPAHTUSX, CBA3AHHBIX
¢ 00beMOM JIAaHHBIX, KOTOpbIe paszperniaercd oopaborarh 0e3 cMeHbl WM OOHOBJIEHUSA KJIIOYa.
[pn d = 1 cymmapHas JJIMHa BXOMHBIX W BBIXOAHBIX JaHHBIX He J0JKHa mpesbimarh 22, TIpn
d = 2 orpanndenuii Ha 0ObEM HeET.

B nporpaMMupyemMbIx aaropuTMax X3IUPOBAHUS B 3aBUCUMOCTH OT eMKOCTH MEHSIeTCS CO-
OTHOMIEHNE MEXK/Iy TPYAOEMKOCTSIMH OCHOBHBIX aTak (cu. tabumy [2)). IIpn sTom MuHIMATbHAS
TPYJIOEMKOCTD OCTAETCs 0€3 M3MEeHEHHI.

5.5 X»smr-zHauenue

BazoBblil a/IropuT™ X31MMPOBAHUS YPOBHS | BHIUYHUC/IAET XAMI-3HAYEHUS — JBOUYHbBIE CJIOBA
gyuabl 2[. Eciu npu BeiOpannom [ Tpebyiorcs He Bce, a n < 2] CUMBOJIOB X3II-3HAYEHUSA, TO
JIOJIZKHBI UCIIOJIb30BATHLCS MEPBbIE 7 CUMBOJIOB.

[IporpaMmMupyeMblii aJrOPUTM XIMUPOBAHUS BBIYUC/ILET X3MI-3HAYCHUSA ITPOU3BOJILHOI 3a-
JAHHOW JIJTUHBI 7.

Tabsiuna 2 — TpyaoeMKOCTb aTakK Ha aJrOpUTMbl X3MUPOBAHUS
Asropur™m ‘ Obpainenue ‘ Bropoii mpoobpas ‘ Konmm3uga ‘
Basossiii (n < 21) n n n/2
IIporpammupyemsbiii (d = 1) |  min(n, 1) min(n, () min(n/2,1)
[Iporpammupyemsbiii (d = 2) | min(n, 2[) min(n, 21) min(n/2,1)

[Ipu BeIGOpE (I,M) ChaemyeT yIUTHIBATH JAaHHbIE TAGIHIBL . B rtabsuiie npuBoauTCca TpY-
JIOEMKOCTB aTak 110 0DpalieHuto (HaiiTu coobIneHne ¢ 33 JaHHbIM X3II-3HAYEHHEM ), TTOCTPOCHHO
BTOPOTO Tpoobpasa (HAlTH Apyroe COOBIIEHNe ¢ TeM YKe X3II-3HAYeHHeM) U MOCTPOEHUI0 KOJI-
JMu3ud (HAWTH pas3JIndHble COODIIEHUs ¢ OJMHAKOBBIMU X3MI-3HaYeHUsIMHE ). Tpy10eMKOCTh TIpe;I-
cTaBjeHa B TaOJHUIE B JIOrapudMUIecKoii popMe: sl OCYIIEeCTBIEHHS aTaKd TPYIOEMKOCTH U
TpebyeTcs BHIIOJHATH IOPsAKa 2% omepanuii.
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5.6 Kirou

B mporpaMMupyeMbIX aaropuTMax MOYKET HCIOJIb30BATHCI KW, DTO JBOWYHOE CJIOBO,
JIMHA KOTOPOro KpaTHa 32, He MeHbIe YPOBHS cToWKocTH [ u He mpeBocxoauT 480.

Konroua jurmabl [ 1012keH BhIpadaThiBaThCA 0€3 BO3MOXKHOCTHU TpPEeJ/ICKA3aHNs, PaCIpPOCTPa-
HATBCS C COOJIIO/IeHHEeM Mep KOHMUICHITHAJIBHOCTH M XPAHUThCS B cekpere. Kitod Ho.ibimeit
JIINHBI MOYKeT ObITh U30BITOYHBIM KOJIOM [-OMTOBOTO KJIH04a, HAIIPUMED, JIOMOJHUTEIHHO COAeP-
2KaTh KOHTPOJIbHBIE OUTHI.

Cpasy nocJjie 3arpys3Ku KJda aBToOMAT IIPOrPAMMHPYEMOI0 aJITOPUTMA IEPEXOIUT B KO-
4eBOi pexkuM. B 31OM peknme aBromMar MOKeT BBIIOJIHATH U poBaHue, ayTeHTU(pUIMPOBaH-
HOe MmudPoBaHUue, UMUTO3AIIUTY, I'€HEPUPOBATDH ICEB/IOC/YyYaiiHble YUC/Ia JIJIsd CO3/IaHud CeK-
PETHBIX 00'bEKTOB.

[Toka KJIIOY He BBeIeH, aBTOMAT OCTaeTCHd B OECK/II0YeBOM pexKuMe. 31eCh MOXKHO TOJBKO
X3IITPOBATD JIAHHEIE.

5.7 HNmuroscTaBKa

C moMoTIbI0 MPOrpaMMHPYEMbIX aJITOPUTMOB MOZKHO BBIYUC/ISITH MMATOBCTABKH. DTO JIaH-
HbI€, KOTOPbIE BBIIA€T aBTOMAT IIPOrPAMMHUPYEMOTr0 aJITOPUTMA, IPUYEM aBTOMAT ITepPeBe/IeH B
KJIIOUYEBOU PEZKHUM.

B asropurmax ayrenTndunupoBaHHOro mmudpOoBaHUd JJIMHA UMHTOBCTABKU COBIAIAECT C
YPOBHEM CTOWKOCTH [.

B apyrux aaropurmMax MOryT BbIYHCAATHCA MMUTOBCTABKU CKOJIb YIOJAHO GOJIBIION JTHMHDI
WJIM JIaZKe HOCJIE0BATEJbHOCTH MMATOBCTABOK. VIMUTOBCTABKY MOI'YT MHT€PIPETHPOBATHCA KAK
nceBocydaiiupie duciaa (GUThl), a aBTOMAT — KaK MX [eHepaTop.

[IceBmocmyyaiinbie YucIa ABISIOTCI MATEPUATIOM IS CO3AHUST CHHXPOMOCHIIOK, KJIIOYE,
JIPYTUX KPUNTOTpadbuIecKuX 00beKTOB. KIoun u Apyrue ceKpeTHble 00bEKTH JTOJIKHBI CTPO-
UTHCSA MO HEMepeceKalomuMess (hbparMeHTaM MOCIeI0BATeTbHOCTEH MCeBIOCTyIaiHbIX THCEelI.
Eciu renepupyeMblii KJII0Y HCIOIB3YETCs ISl YOPABAEHHs JAPYTUM aBTOMATOM, TO YPOBEHB
CTOMKOCTH IIeJIEBOrO aBTOMAaTa He JOJIKeH OBITh BHIIE YPOBHS CTORKOCTH T€HEPUPYIOMIETO.

5.8 Amnomuc

C OMOTIIBI0 AHOHCA MOYKHO YTOYHUTH KOHTEKCT HCIIOIB30BAHUS MIPOTPAMMUAPYEMOT0 aJro-
pUTMa — CY3UTh Ha3Ha4YeHUe, JTOKAJIN30BaTh, 3a/1aTh HacTpoiiku. Hanpumep, ojiun aHOHC MOZXKeT
OIUCBHIBATDL UCXOMdNIHii Tpaduk cetu A, Bropoit — BHyTpennuit tpacduk ceru B. Anropurmo
PA3HBIX KOHTEKCTOB, TO €CTh C PA3HBIMU aHOHCAMU, HO-PA3HOMY 0OpaOATBIBAIOT OJHU M Te ZKe
JIAHHBIE.

Amnonc upegcrasisger coboit TBOMYHOE CJIOBO, JJIMHA KOTOPOTO KpaTHa 32 M He IMPEeBOCXO-
qut 480. JlonyckaloTes nmycTbie aHOHCHI.

AHOHC yKa3bIBa€TCs B KOMAH/AX WHUIHAIN3ANANA U MOBTOPHOW WHUIUAJIU3ANNN aBTOMATA
MPOrPAaMMHUPYEMOTO AJTOPUTMA.

5.9 CuHXpomocklJKa

B asropurmax ayTeHTH(MHITTPOBAHHOIO MIUGMPOBAHESA AHOHC MOYKET COJIeP:KAThH CHHXPOIIO-
CBLIKY.

CHHXPOIOCHLIKH, KOTOPbIE HCIIOJIB3YIOTCS € OJHUM B TeM »Ke KJIIOYOM JJId MudpoBaHUs
Pa3JIMIHBIX COOOIIEHU, JTOJIZKHBI OBITH YHUKAJIBHBI: HA YPOBHE [ OHU MOT'YT IIOBTOPATHCA TOJIBKO
C BePOATHOCTDIO, 6;1m3K0i K 2. Hampumep, ec/ii CHEXPOIOCHIIKA CTPOUTCA KaK CIydaifHoe HIH
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1ICeBJIOC/IyYaiiHoe 4uC/I0 U € OJHUM KJ/IIOYOM IIJIAHUPYETCdA HCIOJIb30BaTh ¢ CUHXPOIOCBLIOK
JUIIHBL 11, TO JIOJZKHO BBIIOJHATLCH orpanudenue g2 - 28 < 2m+L,

CHHXPOIIOCHLIKA MOTYT OBITh HESIBHBIMHU: B HX Ka4eCTBE MOI'YT BBICTYIATHb BOJIATHJIHHDBIE
OTKPBIThIE JIAHHBIE, KOTOPbIe 00pabaTbiBalOTCs 10 MuMPOBaHUs COODIEHNIH.

Boustee TOro, cuHXpONOCHIIKE MOTYT BOOOIIE HE MCIOJIH30BATHCS, €CJIU JJIsi aBTOMAaTa aJi-
rOpUTMa ayTeHTUMUITUPOBAHHOTO MHMPOBAHU COOIIONACTCSA PUHITUIL: TTOC/IE/I0BATEIHLHOCTD
KOMAaH/1, BBITIOJTHEHHAs 0 MU poBaHusi, YHUKAJIbHA — JIIO0bIE JBe MOC/Ie/I0BATEIbHOCTH OT/IH-
qaTcs and0 KOMaHaMu, JIMOO X BXOJHBIMU JaHHBIME. [IpuUHIMI 3aBe0MO COOJIIOJIEH, €CIn
B aBTOMAT 3arpyKaercst 0J{HOPA30BbIil KJII0Y.

CuaXponochLIKa Heobs3aTeAbHa, eC/Iu M poBaHue He MPeIoIaraeTcs, a pedb aeT TOTb-
KO 00 MMHUTO3AIIUTE.

[Ipu remeparumn MmceBAOCTYYARHBIX YHCEN, NMPEJIHAZHAYCHHBIX JJIs MOCTPOCHUS KJIOYeH n
JIPYTUX CEKPETHBIX 00BLEKTOB, JEHCTBYIOT Te K€ TpeDOBaHUdA K CHHXPOMNOCHLIKAM, 4TO U TPHU
mudPOBAHI.

5.10 UWnaTtepdeiicol

OrpetesieHne arOPUTMa WM TPYIIIEL AJITOPUTMOB HAYUHAETCS C HA3HATEHUST UM KOPOTKHUX
UMEH, ONMMCAHUS TTapaMeTPOB U COIVIAIIEHUH O BXOJHBIX M BBIXOJIHBIX JAHHBIX. B COBOKYIMHOCTH
Takas BBOJIHas nndopmaliisg Ha3biBaeTcs nnrepdeiicom. Hanpumep, aaropurMmy X31mmpoBaHusd,
OlLIpeJe/ICHHOMY B pasjeJie , HaszHa4daeTcd uMs bash-hash, oObaBisgeTcs, 4TO €ro mapaMeTpom
SIBJITETCST YPOBEHD CTOWKOCTH [. AJITOpUTM, MOJIyU9€HHBIH 13 OCHOBHOTO OIIPe Ie/IEHHOM HACTPOT-
KOIi MapaMeTpoB, CIUTACTCA CAMOCTOATEIbHBIM aJITOPUTMOM. TaK, CAMOCTOATETIHLHBIM SIBJISETCS
aiaroput™ bash-hash[l]. B unrepdeiice 00baBAACTCS, YTO €10 BXOIHBIME JAHHBIMHU SIBJISETCS
xammpyemoe cioso X € {0, 1}*, Buxoaabivu — xam-3Havenne Y € {0, 1}2.

C momornbio mHTEPdEHCOB MOKHO JAKOHHYHO W OAHO3HAYHO ONMHCHIBATH BBHI30B OIHUX
aJaropuTMOB B apyrux. Hampumep, Boi3oB ajroputma bash-hash yposus [ 3anucwkiBaeTcs
Kak Y < bash-hash[l](X).

AJIropuT™M MOYKET BBI3BIBATHCS B APYTHUX AJTOPUTMAX HACTOSAIIETO CTAHIAPTA WM B AJITO-
pUTMax JPYrux crangaapros. 1 Hao0OpOT, aJITOPUTM MOYKET BBI3BIBATH JIPYTHE aJrOPUTMbI. B
nocjieiHeM ciydae uHrepdeiic colepKuT nepedeHb 3a/1eiiCTBOBAHHBIX aJITOPUTMOB.

5.11 IlepemenHbIE

B wacrodiiem cranjgapre mepeMeHHbIe AJTOPUTMa, KOTOPbIE SBHO OOBABIAIOTCS Tepe]
orrpesieJIeHueM €ero IaroB, MOTYT COJepKaTh KPUTHYECKHE JaHHble, Hampumep, (parment
KJII04a WA IIPOMEXKYTOUYHBIA pe3y/bTaT BLIYMUCJICHUNA, KOTOPBIA yopolijaer oupejesieHue 3To-
ro ¢pparmenrta. Peub mper B TOM umcie O mepeMEHHBIX AJTOPUTMa XIMIUPOBAHUS, KOTOPBIi
MOZKET HCIIOJIH30BAThCS 0 00PadOTKN KPUTUIECKUX JTAHHBIX.

[Ipu peasuzanuu aaropuT™Ma o0bsBICHHDBIE IEPEMEHHBIE CJIeIYeT OUYHINATH IIOCIe HCIIOIH30-
Bauust. OIUCTKE MOJJIEZKUT B TOM YHCJIe aBTOMAT (TOYHEee, ero COCTOSHNE), 3a/1efiCTBOBAHHbII B
nporpaMmupyemMom ajaropurme. [Ipu opranusanum o4uCTKI HEOOXOUMO YIUTHIBATH OCOOEHHO-
CTHU peaJin3aliii, HallpUMeD CUTYaIlnH, KOT/Ia llepeMeHHAasl ajirOpuTMa IPeJICTaBIISIeTCS HECKOIb-
KHMHW IIepeMeHHbIMU peaJn3alliiu.

Ouncrka IIepeMEeHHbIX aJI'OpUTMa MO2KET He€ BBIIIOJIHATLCA, €CJU aJI'OPUTM BCe-TaKu He 00-
pa6aTb1BaeT 1 He BO3BpalllaeT KPpUTHYECKUE JaHHbIe. HepeMeHHbIe MOI'yT TaKzKe€ HE€ O9YHIIATbCA,
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€CJIU aJIOPUTM BbIIOJIHAETC B 3alUIIEHHON cpeJjie, U JOCTYII K llepeMeHHbIM OJIOKUpYeTcs all-
HapaTHbBIMU WJIKA JIPYIUMH CIIOCODAMMU.

6 Sponge-byukius
6.1 Aunaropurm bash-s

6.1.1 U urepdeiic

Suadenns sponge-QpyHKINUN BEIYUCTIIOTCS ¢ TIOMOIIBIO aaropuTmMa bash-s.
BxojubiMu  JlannbiMu - bash-s  apasiorcss  caosa Wo, Wi, Wo € {0,1}%% u  uuc-

Jaa my,ny, me,ng € {1,2,...,63}.

10

BoIxomHBIMEI JAHHBIMHU SBJIAIOTCS ITpeodbpa3oBannbie cioa Wy, Wi, Wa.

6.1.2 Ilepemennbie

Ncnonwaytores nepemennsie Ty, Ty, Ty € {0, 1}54.

6.1.3 Auaropurm

Boraucienne bash-s(Wy, Wi, Wo, my, ny, ma, ng) BEIOTHSIETCS CAEAYIOMUAM 06pa30M:
Yeranosuth 1) <— RotHi™ (W)).

Yeranosuth Wy < Wy d Wy @ Wi,

Yeranosutb 17 <— Wiy @ RotHi™ (W)).

Yeranopute Wy < Ty ¢ 17.

Yeranosuth Wy <— Wy @ RotHi™?(Ws) @ RotHi™ (T7).
YeranoButh Ty < —Wa.

YeranoButh 17 < Wy VvV W,

YeranoButh 1y < Wy A Wi,

YeranoButh 1y < 1oV Wi

10 VYcranosurr W7 +— Wi & 13.

11 VYcranosurp Wy +— Wy B T5.

12 ¥Yeranosure Wy <+ Wy @ 1.

13 Bossparuts (Wo, Wi, Ws).

© 0~ O Tt = W N+~

6.2 Aunaroputm bash-f
6.2.1 U urepdeiic

Sponge-dyHKIIS 3a1aeTca agaroputMom bash-£.

BxoaubiMu JanubiME bash-f asasgerca cioso S € {0, 11193 apryment sponge-dynkimmn.
BoIXoMHBIMEU JAHHBIMHU SBJIAETCA peobpa3oBaHHOE CJ0BO S, 3HaUYeHHe sponge-pyHKIUN.
Hcnosnp3yercsa anropurm bash-s, onpeseseHubiii B

6.2.2 Aunaropurm

Broraucienne bash-£(.S) BRIIOTHSETCS CEIYIONAM 00pa30M:
1 Onpenenuts (So, St, ..., S23) = Split(S, 64).
2 Ycranopurh C' < B194BAC80A08F53Bys.
3 Hnai=1,2,...,24 BOIIOJIHHTD:
1) (mq,n1,ma,ng) < (8,53,14,1);
2) qua j=0,1,...,7:
(a) (Sj, Sg+j, Sl6+j) < bash—s(Sj, Sg+j, 516+j7 mq, Ny, Mo, ’I"LQ),
(b) (mq,n1,ma,ng) < (7mq mod 64,7n; mod 64,7 my mod 64, 7ns mod 64);
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3) S« Si5 || Sio |l So || Siz || S11 || Sia || Siz || Ss ||
Stz |l Si6 || Sto | Sis || Sau [| S20 || Saz || Sez |
Se 1S3 IS0 IS5 || S2 [I1S7 [ Sa [l 51
4) 523 — 523 S C;
5) ecam |C'] — gernoe, ro C' < ShLo(C);
unave C' < ShLo(C') @ AED8EOTFI9E12BDC ;.
4 Bosspatutn S.

7 AJropurmbl X3IINPOBAHUS
7.1 Wurepdeiic

XsmmpoBanue 3aaercs ajaropurmoM bash-hash. ITapamerpom ajaropurma sBjsgercs ypo-
Benb crofikocru | € {16,32,...,256} (cu. [5.3).

BxonubiMu gannbiMu bash-hashl[l] sBasercs xamupyemoe coobienne X € {0, 1}

BrIxoHBIMI JaHHBIME siBJsieTcst Xa1-3Hadenne Y € {0, 1}21.

Ncnomb3yerca anroputM bash-f, onpeeseHabiil B

7.2 BcnomorareabHble TEpEeMEHHBIE

Ncnosbayercsa nepemennas S € {0, 131536,

7.3 Auaroputm

Xsmuposanue bash-hash([l](X) BbIOSHSIETCS CJEIYIONIM 06GPA3OM:
1 Omnpenemuts (X1, Xo,...,X,) =Split(X || 01,1536 — 41).
2 YeramosuTh X, < X, || 0136 4=1Xnl,
3 Ycranosuth S < 0172 || (1/4)64.
4 Hnat=1,2,...,n BLIIOJHUTD:
1) S[...1536 — 4I) « X
2) S < bash-£(9).
5 Vcranosuth Y < S[...21).
6 Bossparuts Y.

8 IIporpammMmupyembie aJITOPUTMbI
8.1 AsTomar

ABromar, KOTOPBIH JIEZKUT B OCHOBE NPOIPAMMHPYEMbBIX AJITOPUTMOB, XapaKTEPU3YETCs
COCTOSIHMEM U ylpaBJisiercsi KoManaMu. OCHOBHBIE KOMAHJIbI COCTOAT B 3arpy3Ke  (WJIH) Bbl-
I'py3Ke JaHHbIX. J[omoHuTeIbHBIE CJ1yKeOHbIe KOMAH/Ibl YIIPABJISIIOT COCTOSTHHEM aBTOMaTa, —
MHUIMATU3APYIOT €10 W HeOOPATUMO MEHSOT.

Ha Bx0/ aBTOMaTa MOI'YT HOCTYIIATH AHOHCHI, KJIFOUH, OTKPBITHIE JAHHBIE WIN JAHHbBIE, KO-
Topble Tpebdyercs 3amudpoBarTh WIn pacuudpoBaTh. BeIrpyzKarThcs MOIyT 3amiudpoOBAHHDIE
WU paciinpoBaHHbIE JIAHHBIE, XII-3HAYEHU s, IMUTOBCTAaBKH, TICEBJIOCTYYaiiHbie Yncia. Boi-
XOJIHBIE JIAHHBIE MOTYT HCIIOJIB30BATbCS B KAYECTBE BXOJHBIX JI/IsI JIDYTOI'O aBTOMATA.

B Tabsute |3 onucanbl gomycTHMbIE THIBI JAHHBIX. T HUTIaM Ha3HAaUYeHbI 6-OMTOBBIE KOIHI.

[Tepedennb AOMYyCTUMBIX KOMaHJI aBTOMaTa:

— start (MHUIHATU3UPOBATH);

— restart (MOBTOPHO MHUIIUAIU3HPOBATH);

— absorb (3arpy3uTh JaHHBIE);

— squeeze (BBITPY3UTD JIAHHbBIE);

— encrypt (3amudpoBarh);

11



CTBb 34.101.77-2020

Tabauma 3 — Tunbl JaHHBIX aBTOMAaTAa

’ Tun ‘ Onucanue Kon
NULL | CiryzxebHble JTaHHBIE 000000
KEY | Karou 000001
DATA | OTKpbIThIE BXOIHBIE JTaHHbBIE 000010
TEXT | Coobmienus as 3amudposanuns win paciudpopanns | 000011
OUT | Boixomubie JaHHBIE 000100

— decrypt (pacumdpoBars);

— ratchet (HeoOpaTuMO U3MEHUTH COCTOSHUE).

KOMaHﬂBI BBITIOJIHAIOTCS B OTJIOZKEHHOM MaHepe: BbIIIOJIHEHNE TeKyH_[eﬁ KOMaH/IbI 3aBepIa-
eTcd B Ha4aJie BLIIOJHEHUs cjieayionieii. J[is 3aBepiienus: UCIob3yeTcs BHYTPEHHAS KOMaH-
Jla commit, KOTOPYIO MOYKHO BBI3bIBATH TOJBKO U3 JIDYTUX KOMAH/I.

Komam st ompenenstiores B[8.3H8. 10l Kazkaas koMamia uMeeT TOIHBIH JOCTYI K COCTOSTHHIO
aproMaTa. COCTOAHNE MCKII0YAeTCA U3 BXOTHBIX M BBIXOJHBIX JAHHBIX KOMAH]L.

8.2 CocrogHue

CocTogaue aBTOMaTa IpeAcTaBageT coboit caoo S € {0, 1}1936,

OHO COMPOBOXKTALTCS CAEAYIOMUME TAPAMETPAMU:

[ € {128,192,256} — ypoBeHb CTOHKOCTH;

— d € {1,2} — emrOCTb;

— r € {1536 — 2dl, 1536 — | — dl/2} — nnuua 6ydepa (cm. masee);
pos € {0,1,...,r — 1} — Tekymee cmerenue B 6ydepe.

DTH TmapaMeTphl YCTaHABAUBAIOTCS W UCIOJBL3YIOTCS B KOMAH/IaX, XOTs U He yKa3bIiBa-
I0TCST B KA4eCTBe BXOMHBIX W BBIXOAHBIX MaHHBIX. [lapameTpsl [ m d ycTaHaBAWBAIOTCS TPU
UHHUIMATH3AINME ABTOMATA W TOCTE STOTO HE MEHSIIOTCSI.

Cocrosaue S paszbuBaercs Ha 2 JaCTH:

1 Bydep S[...r). B 31y 4acTh 3anuchiBaioTcsi GJOKH 3arpPyKaeMbIX JaHHBIX U 0 Heil
OIPEJIENIAIOTCS OJIOKH BBITPYKAEMBIX.

2 Tlamsrs S[r...). BuThl maMsaTH HUKOTJA He BBIIPYXKAIOTCS U3 COCTOSHUSI U MEHSIOT-
sl TOJBKO IyTeM TpUMeHeHust sponge-byHKIMA K MpeIblIyIieMy cocrosauto. bur S[r] mveer
0COOBIN CTATYC: €ro JOMOJHUATEIbHO HHBEPTUPYET KOMaHa commit, bUKCUPYs 3aBepIeHHe Bbl-
HOJTHEHWS TTPE/IbIAYIIEeH KOMAH I

8.3 Komanga start
8.3.1 MWurepdeiic

[TapamerpaMy KOMaH/bl Start sBJsOTCS ypoBeHb croiikoctu [ € {128,192,256} u em-
kocthb d € {1,2}.

Bxomubivu panueivu start|l, d] aeasiorea anonc A € {0,1}3%* n xmou K € {0,1}%*.
Hmunasr A u K we gomxus npesocxoants 480. Eenn K #1, o |K| > .

BLIXOZHBIC JaHHBIE OTCYTCTBYIOT.

8.3.2 Auaropurm

Komanga start|l, d|(A, K) BeinonHseTcs cepyomum o6pa3oM:
1 Ecmu K #.1, 1o r « 1536 — [ — dl/2.

2 Unaue, eciu K =1, To r < 1536 — 2dI.

3 Ycranosuth pos < 8 + |A| + | K.

12
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4 Ycranosurs S[...pos) < (|A]/2+ |K|/32)s || A || K.

5 VYeranosurs S[pos . .. 1472) « O1472=pos,

6 Ycranosurn S[1472...) < (/4 4 d)¢a.

7 Coxpaunurb napamerpst (I, d, r, pos) BMecre ¢ cocrosiHueM S.

8.4 Komamga commit

8.4.1 W urepdeiic

BxogHBIME JaHHBIME KOMaHibl commit siBisiercs cioso t € {0, 1}6, KOJT U3 HOCJIETHErO
crosibna Tab i [3

BbIXO,ZLHbIe AaHHbIE OTCYTCTBYIOT.

Hcnomb3yerca aaroputM bash-f, onpeneneHasiil B

8.4.2 Aunaropurm

Komana commit () BBIIONHAETCS CJELYIONAM 0OPAa30M:

1 Yceranosurb S[pos...pos + 8) < S[pos...pos+ 8) @ (t || 01).
2 Ycrauosurs S[r| < S[r| & L.

3 Vcranosuth S < bash-£(.5).

4 YcranoButb pos <— 0.

8.5 Komamaga restart

8.5.1 MHurepdeiic

BxoaupiMu JaHHBIME KOMaH/bl restart gasisgiorca anonc A € {0, 1}32* n kaod K €
{0,1}3*. muust A u K me nomknst npesocxoauts 480. Ecim K #1, to |K| > L.
Broixojiubie jlaHHbBIE OTCYTCTBYIOT.

8.5.2 Aunaropurm

Komanjia restart(A, K) BblIOJHSAETCS CJIEAYIOIUM 00Pa30M:
1 Ecmm K #.1:
1) commit(KEY);
2) r« 1536 — 1 —dl/2.
2 Huaue, ecan K =1:
1) commit(NULL).
3 YcranoButh pos < 8 + |A| + | K.
4 VcranoButs S|...pos) < S[...pos) ® ((JA]/2 + |K|/32)s || A || K).

8.6 Komamga absorb
8.6.1 Wurepdeiic

BxosHbiMu JaHHBIME KOMaH (bl absorb siBsiercst ciioBo X € {0, 1}8*.
Breixosiablie faHHble OTCYTCTBYIOT.
Hcnosnb3yerca anropurm bash-f, onpejesenuniii B

8.6.2 Aaropurm

Komania absorb(X) BbioJHSETCs CJIey0MUM 00pa3oM:
1 BoimosauTh commit(DATA).
2 Ompenenurs (X1, Xo, ..., X,) = Split(X,r).
3 Mnai=1,2,....,n:
1) pos + | X;;

13
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2) S[...pos) < S[...pos) & X;;
3) ecam pos =1, 10 S < bash-£(S5) u pos < 0.

8.7 Komanga squeeze

8.7.1 Wurepdeiic

BxomHpIME TaHHBIME KOMAHIBL SquUeeze SABJIdeTcs JIJINHA BBIX0Aa 1. uceso n 10/12KHO OBITD
HEOTPUIATEIbHBIM IIeJIBIM, KPATHBIM 8.

BBIXOIHBIMEI JaHHBIME siBJIsteTcst cyioBo Y € {0, 1}".

Hcnomb3yerea aaroputm bash-f, onpeneaeHHbIi B

8.7.2 Aunaropurm

Komansa squeeze(n) BBITIOJHAETCS CIYIONHM 00PA3OM:
1 BoimosauTs commit(0QUT).
2 YcraHoButh Y 1.
3 Toxka |Y|+7r < n:
1) Y« Y| S[..r);
2) S < bash-f(95).
4 Veranosuts pos < n — |Y.
Yeranosuts Y Y || S[.. . pos).
6 Bosspatuth Y.

ot

8.8 Komanga encrypt
8.8.1 MWurepdeiic

BxosHbIME JaHHBIME KOMaH/bl encrypt sipisiercs coobmenne X € {0, 1}8*.
BoixogHbIMEI JaHHBIME siBJIsieTCs 3atntudpoBannoe coobmienne Y € {0, 1}‘X X
Hcnonp3yerca anropurm bash-f, onpesesenunbiii B

8.8.2 Auaropurm

Komanga encrypt(X) BBIIOJHSAETCS CJEIYIONAM 0OPa30M:
1 Bommognuts commit(TEXT).
2 Ompenemuts (X1, Xo, ..., X,) = Split(X,r).
3 YcrtaHOBUTH Y 1.
4 Hnat=1,2,...,n:
1) pos + | X;;
2) S[...pos) « S|...pos) ® X;;
3) Y« Y| S[..pos);
4) ecam pos =r, T0 S < bash-£(S) u pos < 0.
5 Bosspatuts Y.

8.9 Komanga decrypt
8.9.1 W urepdeiic

BxomabpIMn JaHHBIME KOMaHIbl decrypt sBiaserca 3ammdpoBaHHOe coolIeHne Y €
{0, 1}8~.

BLIXOZHBIME JaHHBIMHA gBageTcd pacimdposamnoe coobmenne X € {0, 11V,

Hcnomb3yerea aaroputm bash-f, onpeieseHHbIH B

14
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8.9.2 Auaropurm

Komana decrypt(Y') BoinmosHSACTCS CIIYIONIM 00pa30M:
1 Bermmosants commit(TEXT).
2 Ompenenurs (Y1,Ys,...,Y,) = Split(Y,r).
3 Ycranosuth X L.
4 Jnai=1,2,... n:
1) pos < |Yil;
2) X« X | (S[..pos)®Y);
3) S[...pos) <Y
4) ecau pos =r, 70 S < bash-f(S) u pos + 0.
5 Bossparuts X.

8.10 Komanma ratchet
8.10.1 MHurepdeiic

Komanna ratchet uzmensier cocrosnue aBTomMaTa, He IPUHUMA U HE BO3BpAIllas JIaHHbIE.

8.10.2 IlepemeHnHbIe
Ucnonbsyerca nepemennas T € {0, 1}1936,

8.10.3 Auaropurm

Komansa ratchet(L) BbImosHAETCS CIeYIONIM 00PA30M:
1 VYcranosuts T' < S.

2 Bemosnurs commit(NULL).

3 Ycranosutb S +— S T.

8.11 IIporpamMupoBaHHue

Pabora aBTOMaTa HauMHAaEeTCS C BBI30BAa KOMAaHJIBI start, depe3 KOTOPYIO 3arpyrKaiorcs
amounc A m kimou K. Ilo3:ke ¢ MOMOIIBIO KOMAHIbI restart MOXKHO 3arpy3uTh HOBbBIE Ma-
pot (A, K).

Eciin B start u BO Bcex BbI30Bax restart KJIIOY ObLI HYCTHIM CJIOBOM, TO €CTh HE 3arpy-
JKaJICs, TO aBTOMAT HAXOJIUTCS B OECKITIOUEBOM peknuMe. B 3ToM pexume:

— 3alperieHo BhI3bIBATH KOMaHy encrypt (u coorBercTBeHHO decrypt);

— JaHHbIe, BO3BpalllaéMble squeeze, MOI'YT HCIOJb30BATLCA TOJABKO B KadeCTBE X3II-
SHAYCHUN.

B k/04eBOM pekuMe CHHXPONOCBLIKA 3aIrpyKaeTcs $BHO, KaK YacThb aHOHCA, C TOMO-
mbio start / restart win HedBHO, KaK BOJIATUJIbHBIC OTKPLITHIE JAHHbIE, ¢ IIOMOILILIO absorb.

Komanna ratchet BwI3bIBaeTCd it TOTO, 4TOOBI 3aTPY/IHUTH BO3BPAT K IMPEIbLIIYIIIM
cocrogHusAM aBroMara. Jlaxke ecjim COCTOsiHME aBTOMAaTa IMOCJe BbI30Ba ratchet packpbiTo,
KpurrorpadudecKue Oneparun 10 BbI30Ba COXPAHMdIOT HAJIeXKHOCTD. B 4acTHOCTH, 3aTPY/IHEHO
pacimudpoBanue panee 3audpPOBAHHBIX JAHHBIX, TO €CTh 00CIEUYNBACTCA 3AITUTA OT «YTCHUS
Ha3a/1».

B zanucu mporpaMMupyemMoro ajaroputva (purypupyer OJuH WU HECKOJIbKO aBTOMATOB.
ABTOMaTaM Ha3HAYAKOTCS MPOU3BOIbHBIE nMeHa. KoMaH1a aBTOMAaTa yKa3hIBAETCS TOCIE MMEHT
aBTOMaTa U TOYKU.

[Ipumep nmporpaMmbl ¢ aBToMaTaMu «, 1 7y:

1 Bermosauts a.start[256, 2](L, K).

2 Beinosaurh a.absorb(7).

15
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Boinosauts a.ratchet(L).
Boiuuciiurs K < a.squeeze(128).
Beinostauts f.start[128, 1]( Ay, K7).
YVeranoButh 7y <— .

Boinosiauts y.restart(Ay, L).
Boraucsmrs Y) <— [.encrypt(X).
Boraucimnrs Yy <— v.encrypt(X).

O 00 ~1 O O = W

[IpucBanBanue v <— (3 03HAYAET, YTO B Y MEPEMUCHIBAIOTCSA COCTOSTHIE W COMTPOBOKIAOTITNE
ImapaMeTpbl ﬁ HOCJIG npucBanBaHUuAd aBTOMATBI CTAaHOBATCA 9KBUBAJIEHTHBIMUA. 9KBI/IBaJIeHTHbIe
aBTOMAaThl (DYHKIIMOHUPYIOT OJMHAKOBO, B YACTHOCTHU, OJIMHAKOBO 3alU(MPOBHIBAIOT JTAaHHBIE.
DTO HEJIOMYCTUMO TI0 COODOPaYKeHnsIM Oe30MacHOCTH. B mpuMepe 3KBUBAJIEHTHOCTH Pa3pyIaeTcs
BBI30OBOM KOMAaH/JIbI restart.

8.12 X»smmmpoBaHUe

8.12.1 MHMurepdeiic

XsmupoBaHue 3a/1aeTcs aropuTMoM bash-prg-hash. Ifapamerpamn anropurma SBJISOT-
cst yposenb croiikocru | € {128,192,256} u emxocrs d € {1,2}.

BxonupivMu jannbiMu bash-prg-hashl[l, d] asisiorca anonc A € {0,1}3%, xsmmpyemoe
coobmenue X € {0, 1}8* U JJIMHA X3MI-3HadeHns n. lnuna A He momzkHA mpeBocxoauThb 480.

BBIXOMHBIMI JAHHBIME SIBJIsieTCs Xatr-3Hadenne Y € {0, 1},

8.12.2 IlepemenHbie

Wcnosb3yercs: aBromar .

8.12.3 Axaroputm

Xsmuposanue bash-prg-hash(l, d|(A, X, n) BeImoJHSIETCSA CAEIYIONIM 00Pa30M:
1 BeimoaauTs a.start(l, d](A, L).

2 Boimosmuts v.absorb(X).

3 Boraucauts Y < a.squeeze(n).

4 BospaTtuthb Y.

8.13 AyrenTudumnupoBaHHoe mudpoBaHUE

8.13.1 MWurepdeiic

Ayrentundunuposannoe mudpoBaHue 3aJaeTCd  AJITOPUTMOM  YCTAHOBKH  3alllUThI
bash-prg-ae u a/jropuTMOM CHATHs 3am(uThl bash-prg-ae~!. ITapamerpamu aaropuTMoB
SIBJISIFOTCST ypoBeHb croiikoctu [ € {128,192, 256} u emkocts d € {1,2}.

Bxogaubivu ganabiME bash-prg-aell, d] asasiorca anonc A € {0,1}3%, coobmenune X €
{0,1}%*, acconuuposannbie naruse [ € {0,1}% n xmou K € {0,1}%*. [Tmuaet A u K 102KHbI
OobITh He Oosbine 480, pauna K 10:KHA OBITH HE MEHbIIe [.

Boixopusivu pamnnpiMu bash-prg-aell, d| sasasiorcs samudposanmoe coobmenne Y €
{0, 1} u mvmroscraska T € {0, 1}

BxonubiMu JannbiMu bash-prg-ae 1[I, d| asasiores anonc A € {0,1}3* sammudposannoe
coobmenue Y € {0,1}%*, acconuuposanupie gaunbie [ € {0,1}%* umuroscraska T € {0,1} u
kmou K € {0,1}3%. Tnunst A u K nonzKubl 661Th He 6osbine 480, jiuna K j101KHa ObITH He
MeHbIIe [.
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Bbixojabivu janabivMu bash-prg-ae |1, d] asasiorest in6o upusnak omubku |, 6o pac-
umdposannoe coobuenne X € {0,1}Y]. Bosspar L osnauaer napyuienue nesiocTHocTn BXoi-
HbIX JIAHHBIX.

8.13.2 Ilepemenusbie

B oboux ajaropurmax HUCHOJIL3YETCS aBTOMAT (.

B aiaropur™Me cHaTHs 3amuThl pacaiudpoBanHoe coobmenue X CUYHTAETCd IepeMeHHOR
BILUIOTDH JIO TpOBepKH UMuUTOBCTaBkHU (mar 4). Eciin nMUTOBCTaBKA MPU3HAHA HEKOPPEKTHOIA,
TO HMepeMeHHast T0JKHA OBITh OYHINEHA B COOTBETCTBUH ¢ mpasusami [5.11]

8.13.3 AuxaropumTM yCTAaHOBKU 3aIUTHI

Yceranoska 3amursl bash-prg-ae(l, d|(A, X, I, K) BbIOIHAETCSA CICAYIONIM 00pa3oM:
1 Bommosauts a.start(l, d|(A, K).
2 Oo6patorars (X, I):

1) a.absorb(I);

2) Y < a.encrypt(X);

3) T «+ a.squeeze(l);

4) Bossparuth (Y, T).
ITpumeuanve 1 — Ecom I =1, ro mar 2.1 moxker 6piTh mpomymien. Ecin X =1, To mar 2.2 moxer
ObiTh yuporen: Y <— L. TIpomyck u (nam) ynpormmeHue maros J0/IKHbBI 36PKaJTbHO TTOBTOPATHLCS B
AJICOPUTMe CHATHS 3aIIUThl (CM. TpuMedanue 5).

IMpumeaanne 2 — IMocse Bozepata (Y, 1) pabory ¢ aBTOMATOM MOXKHO TPOJIOTKATEL U 06paboTarsh
HoByto napy (X, ), moBropsis mar 2.

[Ipumeaanne 3 — [lepes o6paboTkoit HoBoit aps! (X, I) MOKHO BBeCTH HOBBIE aHOHC A 1 K01 K
¢ TIOMOTIBI0 KOMaH bl a.restart(A4, K).

Ilpumevanne 4 — Ilocie obpaborku (X, I) MoKHO BBI3BaTH KOMaHIy .ratchet(L). Bemos 6io-
kupyet onpesenerne X 1o (Y, ) gaxe mocjie pacKpbITHs COCTOSIHUST ABTOMATA.

8.13.4 AaropuTm CHATHUSA 3aAIMUTHI

Cusrue 3amuThl bash-prg-ae [, d|(A,Y, I, T, K) BHIIOJHACTCSA CJIEAYIOMAM 00pPa3OM:
1 Bomosauauts a.start(l, d|(A, K).
2 O6pat6orars (Y, I,T):

1) a.absorb(I);

2) X «+ a.decrypt(Y);

3) ecim T # a.squeeze(l), TO BO3BPATHTD L;

4) Bo3BpaTuTh X.
ITpumeuanne 5 — Pacmupenus aaropuTMa yCTAHOBKYM 3AIMUTHI B COOTBETCTBUU C MTPUMEUAHUSI-
MU 1*4 3€PKaJIBHO TIEPEHOCATCA Ha AJTOPUTM CHATHUA 3aIIUTHI C OJHUM yTOLIHeHI/IeM: II0CJIE€ BO3-
Bpara L obpaborka HOBBIX Tpoek (Y, I,T") mosizKua OBITH IPEKpaITeHa.
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IIpunoxxenue A
(cipaBouHOE)

IIpoBepouHble TpUMeEpPHI

A.1 Asaropurm bash-s

B Tabune IpeJCTaB/IeH IPUAMeD BBHIOJHEHUA aarOpuTMa bash-s ¢ BXOIHBIME Iapa-
merpamu (mq,ny, ma,ng) = (8,53,14,1).

Tabuiuiia A.1 — AJjropurm bash-s

‘ Hlar ‘ CioBO ‘ Breruncigerca kak ‘ SHavyenmne

Wo B194BAC80AO8F53B¢4

Wy E12BDC1AE28257EC 4

Wy E9DEE72C8FO0COFA6+¢4
1 To RotHi™: (WO) 3BB194BAC80A08F5+¢4
2 Wy | Wo W, & W, B96181FE6786ADT1 6
3 T, W, @ RotHi™ (WO) CDFB23D652B779DB+¢4
4 W, To P T F64AB76COABD712E ¢4
5 W, | Wy @ RotHi™ (Ws) @ RotHi™ (T}) | F1401A7713A9DFD31g
6 To =Wy OEBFE588EC56202C+¢4
7 T Wy V Wo F9619BFF77AFFFF34
8 15 Wo N Wy B040816C02842120+4
9 T, |TyvW, FEFFF7ECFEFF712E 4
10 Wy W, e T, 0F2B2C93ED128EDD¢4
11 W, Wo b Ts 41009B1B112DFEF3+4
12 Wo | Woa T AT9ET6129979DCEF 6

A.2 Sponge-dyHKOUA

B rabaune IPEJICTAB/ICH IIPUMED BHITIOJHeHH ajaropur™a bash-£f. [Ipusoaurcs pesynb-
TaT BRINOJHEHUS ¢ = 1,2, 3 urepanuii mara 2 aJropuTMa, a TaKzKe OKOHYATEIbHOE BBIXOTHOE

3Ha4YCHUe.
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S

B194BAC80A08F53B
bBE3D61217B96181
E12BDC1AE28257EC
F33C657B637C306A
EQDEE72C8F0COFA6
92BD9B1CESD14101

366D008ES84A5DE4
FE6786AD716B890B
703FCCFO95EESDF1
DD4EA7799EB23D31
2DDB49F46F739647
5445FBCO5E4ADOEF2

8504FA9D1BB6CTAC
5CBOCOFF33C356B8
C1AB76389FE678CA
3E98Bb6E27D3BCCF
06075316ED247A37
682080AA227D642F

252E72C202FDCEOD
35C405AEDS8EQ7TF99
F7C6F860D5BBIC4AF
591E181F4CbAB793
39CBA38303A98BF6
2687F93490405b5114¢

E2B6A7F6F035D3F2
TBC40A127CF4877A
EEB12106DC4FODED
C45AFCb2E748DC91
D7C509C309827DE3
9D17224CB6817E27

39480309210BEESD
E7FB536FE9390C54
41009B1B112DFEF3
2CAFCA63316F4885
2C98DECE4BC4A759
F5823D9AFB0O5B086

DED2F39B17FE7C73
99F34A34D10940B3
BC6D797961DEC912
51293EE80CC2D263
479E76129979DCHF
C917D78B6ECAAT11

4ECA319DCCBIFF76
OF2B2C93ED128EDD
60E31EFO60BESSEB
22368797C4123CC4
08C16DF28F6305A6
EB72E1BF436E40E7 16

BA9659361A0C4CEE
FC69D759AECDE7C3
AF72F482DF11C7CD
C6DC94B8011B4EA1
FF1D5681C46C4A06
94EE1EB7BOB6DECY

4E3D7DBEA2105A0F
03EFO0B29E992C6F8
ESBF7296886D1FAB
AE7B7TEADSC8259EA
9D57FC71FC5A5544
1BO2E5748F9141C1

CO13BAF75A0D25A7
8BI9DE3850D8DFEQC
4752419560C91DB8
22DAD6B09B827CD1
25A032DE5S2434699
7B2C3572CAC28A7B

B75E9FD11911F45D
1BDDCE12F8D6FA9A
5FB21DB9BSFDE868
DO3F3E3D9AB7A83D
43B5DBE9DDAS45A8
DDAFB4BA42799C9C ¢

DFCF8BEE927CFE37
E2997B65309B248A
EBO4E3084DA79297
9EAE60469BB4F1B6
2904D6B8AAABES59
559E325797384232

5D9C4D5CAF40D3CB
84D02D7449D95208
E636CC72732EFD68
1E37FASB319F90FF
56B7D63B932FA660
3435388ADDBF17C4

B9D88D53C69035BB
0B501107F1758917
1F31744F59995332
D4B7D3F007592688
D5068CCACE824E9A
479570ES8EQO1E18EE

5731D745CC819EBA
D0O88BB8CB4CCT72C1
28C3061400E0C34B
6EBB6B818BBOBAC4
43696F09544AA03A
1BE353ABA3EA17EC ¢

bash-£(.5)

8FE727775EATF140
03630C301FC255DF
C3502AC946767326
D5018CEEDB17731C
014642348D8568AA
BB3F4D9F033C87CA

BO95BB6A200CBB28C
5B67DB53EF65E376
A2891971392D3F70
CD88FC50151D37C0
1A5D9868C4CTEEGDF
6070E117F099C409

7F0809C0OCOBC68B7
E8A4D797A6172F22
899b9F5D61621238
D4A3359506AEDC2E
A756B1690C7C2608
4972ACDOD976214B

DC5AEDC841BD94E4
71BA48093173D329
655975E00E2132A0
6109511E7703AFBB
A2DC136Fb997ABSF
7CEDSE3F8B6E058E 4

A.3 Xsmmuposanue (6a30Bble AJITOPUTMBI)

B Tabaune

MpeJICTaBJIeHbBI

IIPUMEPBHI

XOIUPpOBaHUA C

IIOMOIIBIO

aJATOPUT-

MoB bash-hash[l|. B Tabsuie mas pasandubix ypoBHel CTORKOCTH [ MPUBOATCS X3II-3HAUCHU ST
coobmenns S|...8m), rae S — nepsoe ciaoBo B Tabmune [A.2]
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Tabmuna A.3 — XsmmupoBanue (6a30Bble aJITOPUTMBI)

‘ m ‘XSHI—BH&HGHI/IG

[ =128
0 | 114C3DFAE373D9BC BC3602D6386F2D6A 2059BA1BF9048DBA A5146A6CB775709D¢
127 | 3D7F4EFAOOE9BA33 FEED259986567DCF 5C6D12D510574968 F14F06CCOF905961 4
128 | D7F428311254B8B2 DOOF7FOEEFBD8F30 25FA87C4BABD1BDD BES7E35B7AC80DD6 ¢
135 | 1393FA1B65172F2D 18946AEAES76FA1C F54FDD354A0CB297 4A997DC4865D310046
[ =192
95 | 64334AF830D33F63 E9ACDFA184E32522 103FFF5C6860110A 2CD369EDBC04387C
501D8F92F749AE4D E15A8305C353D64D 4
96 | DOGEFBC16FD6C088 OCBFC6A4E3D65AB1 01FA82826934190F AABEBFBFFEDE93B2
2B8bEAT2ATFB3147 A133A5A8FEBD8320+6
108 | FF763296571E2377 E71A1538070CCODE 88888606F32EEE6B 082788D246686B00
FCO5A17405C55176 99DA44BTEF5F55AB ¢
[ =256
63 | 2A66C87C189C12E2 55239406123BDEDB F19955EAF0808B2A D705E249220845E2
0F4786FB6765D0BS C48984B1B16556EF 19EA8192B985E423 3D9C09508D6339E7 4
64 | O7TABBF8580E7ESA3 21E9B940F667AE20 9E2952CEF557978A E743DB086BAB4885
B708233C3F5541DF 8AAFC3611482FDE4 98E58B3379A6622D AC2664C9C118A1624¢
127 | 526073918F97928E 9D15508385F42F03 ADE3211A23900A30 131F8A1E3E1EE21C
CO9D13CFF6981101 235D895746A4643F OAA62BOA7TBCO8A26 9E4507A257FOD4EE ¢
192 | 8724C7FF8A2A83F2 2E38CB9763777B96 A7T0ABA3444F214C7 63D93CD6D19FCFDE
6C3D3931857C4FF6 CCCD49BD99852FE9 EAAT495ECCDDO96BL 71EOEDCF47F8976814

A.4 TIlporpamma ajig TpeX aBTOMAaTOB

B ra6sune A 4| upencraBien npuMep BHIIOJHEHAS TPOrPAMMBI 1t TPeX aBTOMaToB n3[8.11

Tabauma A.4 — IIporpamma A5 Tpex aBTOMAaTOB

K | B194BAC80AO8F53B 366D008ES84A5DE4 8504FA9D1BB6CTAC 252E72C202FDCEOD 4
I | 5BE3D61217B96181 FE6786AD716B890B 5CBOCOFF33C356B8 35C405AEDSE07F99
E12BDC1AE28257EC 703FCCFO95EESDF1 C1AB76389FE678CA F7C6F860DbBBIC4AF
F33C657B637C306A DD4EA7799EB23D31 3E98B56E27D3BCCEF 591E181F4CHAB7 46
Ay | EODEE72C8F0COFA6 2DDB49F46F739647 4

Ay | 0607531614

X | 92BD9B1CESD14101 5445FBC95E4DOEF2 682080AA227D64 6

K, | 71CC358A0D508217 3DE04803F7E905CB¢

Y) | 51ED3B28D345FFD1 AD22815B86ECC17C 278C8FE8920214 4

Y, | 28FE0998BFC010F1 3B260685A27AFB36 CCF580F753521B14

A.5 X»smupoBaHme (IporpaMMupyeMbi€ aJrOpPUTMBI )

B Tabmmie IpeCTABJIeHBl IMPUMEPHl XJMIHPOBAHHSA C IOMOIIBIO  AJTOPUT-
MoB bash-prg-hash[l, d]. B tabuurne nis pasnuansix map (I, d) mpuBOAATCS XIII-3HAYEHUS CO-
obmenns S[...8m), rae S — nepsBoe ¢JI0BO B TabsuIe [Ipu xsmuposanuu anoHc A =1,
IJIAHA X3II-3HadeHusd n = 2.
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Tabaumna A.5 — XsmmupoBaHue (MporpaMMupyeMbie aJrOPUTMbI)

| m

‘ XIII-30aveHue

(I,d) = (128, 2)

36FAO75EC15721F2

50B9A641A8CB99A3 33A9EE7BA8586D06

46CBAC3686C03DF 35

127

C930FF427307420D

A6E4182969AA1FFC 3310179B8AOEDB3E

20BEC285B568BA17 4

128

92AD1402C2007191

F2F7CFAD6A2F8807 BBOCHOF73DFFOSEF

1B8AF08504D54007 16

150

48DB61832CA10090

03BCODSBDE67893A 9DC683C48A5BC23A

C884EB4613B480A6¢

(I,d) = (192,1)

143

6166032D6713D401
FE6B799EE33B5DECD

A6BC687CCFFF2E60 3287143A84C78D2C
TF62F190B1FBB052¢

62C71551EO0E2FB2A

144

8D84C82ECDOAB646
C727E2652A225BF4

8CC451CFCOEEB3B2 98DFD381D200DA69
65993043039E338B1¢

FBEDSAE67D26BADb

150

47529F9D499AB6AB
01862DFA50560F06

8AD72B1754C90C39 E7DA237BEB16CDFC
2A4DAC859CC13DBCy;

O0OFE87934F5AFC11

A.6 AyrenTudunupoBanuoe mundpoBaHTe

B rabsuie HpeJICTaBJICH pUMEP ayTeHTH(MUIIMPOBAHHOIO MU(MPOBAHUS ¢ TOMOIIBIO

asropuT™a bash-prg-ae[256, 1].

Tabuiniia A.6 — AyrentudunupoBantoe nudpoBanue

B194BAC80AO8F53B

366D008ES84AbDE4 ¢

5BE3D61217B96181

FE6786AD716B890B

5CBOCOFF33C356B8

35C405AEDSEQ7F996

01536

] >

E12BDC1AE28257EC
F33C657B637C306A

703FCCFO95EE8SDF1
DD4EA7799EB23D31

C1AB76389FE678CA
3E16

F7C6F860D5BBOCAF

>~<

690673766C3E848C
4329EEF7BEDSEGS7
2E0C811D499E1FF1
D3CBF1CAODBA5SDD9
8DD684A7DCA871C3
BAD5B16844002569

AC7CO5169FFB7B77
5830A91854D1BD2E
ESE32FAE7F0532FA
7481C88DFOBE4127
80DFDC4C4DFBE61F
3967E77394DC0O88B

51E52A011040E560
DC6FC2FF37851DBA
4051DOF9E300D9B1
85E40988B3158553
50D2DOFBD24D8B9D
OECCFA8D291BA13D

2573FAF991044A00
C249DF400A0549EA
DBF119ACSCFFC48D
7948B80OF5A9C49E0
32974A347247D001
44F60BO6E2EDB351 4

CDEbAF6EF9A14B7D

0C191B869A6343ED

6A4EQAAB4EEOQALT

9ESE682DOECO51E34
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ITpunoxenne b
(pexomenayemoe)

Moayns ACH.1

B monyne ACH.1 onpenensiiorcst HaeHTUGUKATOPHI CIEAYIONNX aIrOPATMOB:

bashNNN Aurropur™ x3mmuposanusi bash-hashl[l].

bash-prg-hashNNND Asroput™m xsmupoanus bash-prg-hashll, d.

bash-prg-aeLLLD Aurropurm ayrertudunuposansoro mudposanus bash-prg-ae(l, d).
bash-f AurropuT™ BBIYHCIIEHHST 3HAUCHUH sponge-byHKIUI (CM. .

Bnech NNN — gecarudnblii Ko unciaa 2], LLL — gecaTuaHbii Ko aucaa [, D — necaTuIHbii
KO uncaa d.

Asropurm bash-hash[l] onpegensier dbynxmuio xsmmposanus h: {0,1}* — {0,1}?. Dra
dyukus moxer ncnosb3oBarbes B aaropurmax I CTHB 34.101.45, yrounss wux. [Ipasuia
ucnosnb3oBarus h oupenesnens B CTH 34.101.45 (myskT 5.5). Yrounenusim amropurvam DIIIT
HPUCBAUBAIOTCS CJIEIYIONINE HJICHTU(DUKATOPDI:

bign-with-bashNNN Asropurmbr DUIT CTB 34.101.45 (mynkr 7.1) ¢ dyHKImedi xamm-
poBaHUs, 3aJaHHOI airopuT™MoM bash-hash[2]].

bign-ibs-with-bashNNN Asnropurmsl uaentudukanuonnoi DT CTH 34.101.45 ¢ dbyukiu-
eil X3MUPOBaHUs, 3aJaHHOI asropuTMoM bash-hash[2]].

31ech, Kak u mpexae, NNN — gecarwaHbiii Koa aucia 21.
Moaynas ACH.1 mmeer caeayrommii BII:

Bash-module-v2 {iso(1) member-body(2) by(112) 0 2 0 34 101 77 module(l) ver2(2)}
DEFINITIONS ::=
BEGIN
IMPORTS
bign
FROM Bign-module-v2 {iso(1) member-body(2) by(112) 0 2 0 34 101 45
module (1) ver2(2)};

bash OBJECT IDENTIFIER ::= {iso(1) member-body(2) by(112) 0 2 0 34 101 77}
bash256 OBJECT IDENTIFIER ::= {bash 11}
bash384 OBJECT IDENTIFIER ::= {bash 12}
bash512 OBJECT IDENTIFIER ::= {bash 13}

bash-prg-hash2561 OBJECT IDENTIFIER ::= {bash 21}

bash-prg-hash2562 OBJECT IDENTIFIER ::= {bash 22}
bash-prg-hash3841 OBJECT IDENTIFIER ::= {bash 23}
bash-prg-hash3842 OBJECT IDENTIFIER ::= {bash 24}
bash-prg-hash5121 OBJECT IDENTIFIER ::= {bash 25}

bash-prg-hash5122 OBJECT IDENTIFIER ::= {bash 26}
bash-prg-ae1281 OBJECT IDENTIFIER ::= {bash 31}
bash-prg-ae1282 OBJECT IDENTIFIER ::= {bash 32}
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bash-prg-ae1921 OBJECT IDENTIFIER ::= {bash 33}
bash-prg-ae1922 OBJECT IDENTIFIER ::= {bash 34}
bash-prg-ae2561 OBJECT IDENTIFIER ::= {bash 35}
bash-prg-ae2562 OBJECT IDENTIFIER ::= {bash 36}
bash-f OBJECT IDENTIFIER ::= {bash 101}
bign-with-bash256 OBJECT IDENTIFIER ::= {bign 13}
bign-with-bash384 OBJECT IDENTIFIER ::= {bign 14}
bign-with-bash512 OBJECT IDENTIFIER ::=

{bign 15}

bign-ibs-with-bash256 OBJECT IDENTIFIER ::= {bign 73}
bign-ibs-with-bash384 0BJECT IDENTIFIER ::= {bign 74}
bign-ibs-with-bash512 OBJECT IDENTIFIER ::= {bign 75}

END

23



Bubauorpadus

[1] Bertoni G., Daemen J., Peeters M., Van Assche G. Cryptographic sponge functions
Avail. at http://sponge.noekeon.org/CSF-0.1.pdf], 2011
(Bepronwu ., Tsmen /., [Turepc M., Ban Am I'. Kpunrorpadmuaeckue sponge-dyuximnm)

24


http://sponge.noekeon.org/CSF-0.1.pdf

	Область применения
	Нормативные ссылки
	Термины и определения
	Обозначения и сокращения
	Список обозначений и сокращений
	Пояснения к обозначениям
	Запись перечислений

	Общие положения
	Назначение
	Sponge-функция
	Уровень стойкости
	Емкость
	Хэш-значение
	Ключ
	Имитовставка
	Анонс
	Синхропосылка
	Интерфейсы
	Переменные

	Sponge-функция
	Алгоритм bash-s
	Алгоритм bash-f

	Алгоритмы хэширования
	Интерфейс
	Вспомогательные переменные
	Алгоритм

	Программируемые алгоритмы
	Автомат
	Состояние
	Команда start
	Команда commit
	Команда restart
	Команда absorb
	Команда squeeze
	Команда encrypt
	Команда decrypt
	Команда ratchet
	Программирование
	Хэширование
	Аутентифицированное шифрование

	Приложение А (справочное) Проверочные примеры
	Приложение Б (рекомендуемое) Модуль АСН.1
	Библиография

