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Public key cryptographic algorithm SM2 based on
elliptic curves

Part 5: Parameter definition

1 Scope

This part of GM/T 0003 specifies the curve parameters of public key cryptographic
algorithms SM2 based on elliptic curves, and gives examples of digital signature and

verification, key exchange and verification, and message encryption and decryption.
2  Parameter definition

SM2 uses elliptic curves over 256-bit prime fields.

Elliptic curve equation: y2 = x3 + ax + b

Curve parameters:
p=FFFFFFFE FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF 00000000 FFFFFFFF FFFFFFFF
a=FFFFFFFE FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF 00000000 FFFFFFFF FFFFFFFC

b =28E9FA9E 9D9F5E34 4D5A9E4B CF6509A7 F39789F5 15AB8F92 DDBCBD41
4D940E93
n =FFFFFFFE FFFFFFFF FFFFFFFF FFFFFFFF 7203DF6B 21C6052B 53BBF409
39D54123
xg =32C4AE2C 1F198119 5F990446 6A39C994 S8FE30BBF F2660BE1 715A4589
334C74C7
ye =BC3736A2 F4F6779C 59BDCEE3 6B692153 DO0A9877C C62A4740 02DF32E5
2139F0A0



Annex A
(informative)

Example of digital signature and verification
A.1 General requirements
This annex adopts the cryptographic hash function specified in GM/T 0004-2012, SM3
Cryptographic Hash Algorithm, whose input is a bit string of length less than 2°4, and
output is a hash value of length 256 bits, denoted H,5¢().

In this annex, for all values represented in hexadecimal form, the left is the most

significant side and the right is the least significant side.
In this annex, all messages are denoted as ASCII encoding.

Suppose the ASCII encoding of ID, is 31323334 35363738 31323334 35363738.
ENTL, = 0080.

A.2 SM2 digital signature based on elliptic curves
The equation of elliptic curveis: y> = x3 + ax + b
Example: F, — 256

prime p: FFFFFFFE FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF 00000000 FFFFFFFF
FFFFFFFF

coefficient a: FFFFFFFE FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF 00000000 FFFFFFFF
FFFFFFFC

coefficient b: 28E9FA9E 9D9F5E34 4D5A9E4B CF6509A7 F39789F5 15AB8F92
DDBCBD41 4D940E93

base point G = (x;,y;) whose orderis n

coordinate x;: 32C4AE2C 1F198119 5F990446 6A39C994 8FE30BBF F2660BE1
715A4589 334C74C7

coordinate y;: BC3736A2 F4F6779C 59BDCEE3 6B692153 DO0A9877C C62A4740
02DF32E5 2139F0A0

order n: FFFFFFFE FFFFFFFF FFFFFFFF FFFFFFFF 7203DF6B 21C6052B 53BBF409
39D54123

message to be signed M: message digest
ASCII code of M: 6D65737361676520646967657374

private key d,: 3945208F 7B2144B1 3F36E38A C6D39F95 88939369 2860B51A
42FB81EF 4DF7C5B8



publickey P, = (x4, V4):
coordinate x4: 09F9DF31 1E5421A1 50DD7D16 1E4BC5C6 72179FAD 1833FC07
6BBO8FF3 56F35020

coordinate y,: CCEA490C E26775A5 2DC6EA71 8CC1AA60 0AEDOSFB F35E084A
6632F607 2DA9AD13

hash value ZA = H256(ENTLA " IDA " a ” b ” Xg ” Ya ” Xz " yA)

Z,: B2E14C5C 79C6DF5B 85F4FE7E D8DB7A26 2B9DA7E0 7CCBOEA9 F4747B8C
CDABA4F3

Intermediate values in the steps of generating signature:
M=2Z, Il M:
B2E14C5C 79C6DF5B 85F4FE7E D8DB7A26 2B9DA7E0 7CCBOEA9 F4747B8C

CDA8BA4F3 6D657373 61676520 64696765 7374

cryptographic hash value e = H,s¢(M): FOB43E94 BA45ACCA ACE692ED 534382EB
17E6AB5A 19CE7B31 F4486FDF C0D28640

generate random number k: 59276E27 D506861A 16680F3A D9C02DCC EF3CC1FA
3CDBE4CE 6D54B80D EAC1BC21

compute point: (x;,y;) = [k]G of the elliptic curve:

coordinate x; : 04EBFC71 8E8D1798 62043226 8E77FEB6 415E2EDE 0E073COF
4F640ECD 2E149A73

coordinate y;: E858FO9D8 1E5430A5 7B36DAAB 8F950A3C 64E6EE6A 63094D99
283AFF76 7E124DF0

compute r = (e + x;) mod n: F5A03B06 48D2C463 OEEAC513 E1BB81A1 5944DA38
27D5B741 43AC7EAC EEE720B3

(1+dy,)"t: 4DFE9D9C 1F5901D4 E6F58E4E (3D04567 822D2550 F9B8SES2
6D1B5B3A BOCDOFEOQ

Compute s = ((1+d,)"Y(k—rdy)) mod n : B1B6AA29 DF212FD8 763182BC
0D421CA1 BB9038FD 1F7F42D4 840B69C4 85BBC1AA

The signature of message M is (r,s):
value r: F5A03B06 48D2C463 OEEAC513 E1BB81A1 5944DA38 27D5B741 43AC7EAC

EEE720B3

value s: BIB6AA29 DF212FD8 763182BC 0D421CA1 BB9038FD 1F7F42D4 840B69C4
85BBC1AA

Verify the related values:



cryptographic hash value e’ = H,s¢(M'): FOB43E94 BA45ACCA ACE692ED 534382EB

17E6AB5A 19CE7B31 F4486FDF C0D28640

compute t = (r' +s') mod n: A756E531 27F3F43B 851C47CF EEFD9E43 A2D133CA

258EF4EA 73FBF468 3ACDA13A

compute point (xg,y)) = [s']G of the elliptic curve:
coordinate x,: 2B9CE14E 3C8D1FFC 46D693FA 0B54F2BD (C4825A50
E22894B5 C99D3746

coordinate ygy: 277BFE04 D1E526B4 E1C32726 435761FB CE0997C2
4417B3A0 A8639A59compute point (xg0, Yoo) = [t]P, of the elliptic curve:
coordinate xg,: FDAC1EFA A770E463 5885CA1B BFB360A5 84B238FB
9DDC935F 60BF4F9B

coordinate yg,: B89AA926 3D5632F6 EE82222E 4D63198E 78E095C2
15C23F71 1422D74C

compute point (x1,y1) = [s']G + [t]P, of the elliptic curve

coordinate xj: 04EBFC71 8E8D1798 62043226 8E77FEB6 415E2EDE
4F640ECD 2E149A73

coordinate y;: E858F9D8 1E5430A5 7B36DAAB 8F950A3C 64E6EE6A
283AFF76 7E124DF0

6607655D

6390919C

2902ECFO0

4042CBE7

0E073COF

63094D99

compute R = (e’ +x;) mod n : F5A03B06 48D2C463 OEEAC513 E1BB81A1

5944DA38 27D5B741 43AC7EAC EEE720B3



Annex B
(informative)

Examples of key exchange and verification
B.1 General requirements

This annex adopts the cryptographic hash function specified in GM/T 0004-2012, SM3
Cryptographic Hash Algorithm, whose input is a bit string of length less than 2%%, and

output is a hash value of length 256 bits, denoted H,54().

In this annex, for all values represented in hexadecimal form, the left is the most

significant side and the right is the least significant side.

Suppose ASCII encoding of ID, is 31323334 35363738 31323334 35363738.
ENTL, = 0080.

Suppose ASCII encoding of IDg is: 31323334 35363738 31323334 35363738.
ENTLg = 0080.

B.2 SM2 key exchange protocol based on elliptic curves
The equation of elliptic curveis: y> = x3 + ax + b
Example: F, — 256

prime p: FFFFFFFE FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF 00000000 FFFFFFFF
FFFFFFFF

coefficient a: FFFFFFFE FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF 00000000 FFFFFFFF
FFFFFFFC

coefficient b: 28E9FA9E 9D9F5E34 4D5A9E4B CF6509A7 F39789F5 15AB8F92
DDBCBD41 4D940E93

cofactor h: 1
base point G = (x;,y;) whose orderis n

coordinate x;: 32C4AE2C 1F198119 5F990446 6A39C994 8FE30BBF F2660BE1
715A4589 334C74C7

coordinate y;: BC3736A2 F4F6779C 59BDCEE3 6B692153 D0A9877C C62A4740
02DF32E5 2139F0A0

order n: FFFFFFFE FFFFFFFF FFFFFFFF FFFFFFFF 7203DF6B 21C6052B 53BBF409
39D54123



user As private key d,: 81EB26E9 41BB5AF1 6DF11649 5F906952 72AE2CD6
3D6C4AE1 678418BE 48230029

user A's public key P4 = (x4, Y4):

coordinate x,: 160E1289 7DF4EDB6 1DD812FE B96748FB D3CCF4FF E26AA6F6
DB9540AF 49C94232

coordinate y,: 4A7DAD08 BB9A4595 31694BEB 20AA489D 6649975E 1BFCF8C4
741B78B4 B223007F

user B’s private key dp: 78512991 7D45A9EA 5437A593 56B82338 EAADDA6C
EB199088 F14AE10D EFA229B5

user B’s public key Pz = (x5,y5):

coordinate xp: 6AE848C5 7C53C7B1 BSFA99EB 2286AF07 8BA64C64 591B8B56
6F7357D5 76F16DFB

coordinate yg: EE489D77 1621A27B 36C5C799 2062E9CD (09A92643 86F3FBEA
54DFF693 05621C4D

hash value Z, = Hysq(ENTL, | ID; I @ I b Il x¢ I v I x4 Il )

Z,: 3B85A571 79E11E7E 513AA622 991F2CA7 4D1807A0 BD4D4B38 F90987A1
7AC245B1

hash value Zg = Hyse(ENTLs I IDg Il @ I b Il x¢ Il vo I x5 I vg)

Zg: 79C988D6 3229D97E F19FE02C A1056E01 E6A7411E D24694AA SF834F4A
4AB022F7

Related values in step A1-A3 in the key exchange protocol:

generate random number r4: D4DE1547 4DB74D06 491C440D 305E0124 00990F3E
390C7E87 153C12DB 2EA60BB3

compute point R, =[r,]G = (x,, y,) of the elliptic curve:

coordinate x,: 64CED1BD BC99D590 049B434D 0FD73428 CF608A5D B8FE5CEO
7F150269 40BAE40E

coordinate y;: 376629C7 AB21E7DB 26092249 9DDB118F 07CE8EAA E3E7720A
FEF6A5CC 062070C0

Related values in step B1-B9 in the key exchange protocol:

generate random number rg: 7E071248 14B30948 9125EAED 10111316 4EBF0F34
58C5BD88 335C1F9D 596243D6



compute point R; =[1;]G =(X,, ,) of the elliptic curve:

coordinate x,: ACC27688 A6F7B706 098BC91F F3AD1BFF 7DC2802C DB14CCCC
DB0A9047 1F9BD707

coordinate y,: 2FEDAC04 94B2FFC4 D6853876 C79B8F30 1C6573AD 0AA50F39
FC87181E 1A1B46FE

take X; = 2127 + (x,&(2127 — 1)): FDC2802C DB14CCCC DB0A9047 1F9BD707

compute t; = (dz +%;- 15) mod n:D0429637 F5A6D5D1 E6C54523 5169DF85
23116306 0A654ECB AOF657FD 629E8DD9

take %y = 2127 + (x;&(2127 — 1)): CF608A5D BSFE5CEO 7F150269 40BAE40E
compute the point [X7]R4 = (x40, Y40) of the elliptic curve:

coordinate x,,: 8D62DAF7 DCO084E4A 85D32214 68605854 5837BDC2 2D6E9AFE
015828A8 E1094EC2

coordinate y,o: 564DCOFA 639B2967 E65F3448 CA06627E F3FE67C2 1561C5BE
BB399552 29A84760

compute point P, + [X7]R4 = (x41,Y41) of the elliptic curve:

coordinate x4,: 85C40F88 CECA80E3 8172093F C4BA4581 8B8E7C58A F81CF2AF
454EC431 43E55615

coordinate y,;: 8C152CB0 A131C958 C279DEBE CC6AB739 6A7BC875 FC801BB2
94C284F4 7F65F6ED

[h- tg](Pa+ [X1]R2) = Cxv,yv )

coordinate x,: C558B44B EE5301D9 F52B44D9 39BB5958 4D75B903 4DD6A9FC
82687210 9A65739F

compute V =

coordinate y,: 3252B35B 191D8AE0 1CD122C0 25204334 C5EACF68 A0CB4854
C6A7D367 ECAD4DE7

compute K =KDF(xy I yy» I Zy I Zg, klen):

Xy { 4% W zZ, Il Zg:

C558B44B EE5301D9
9A65739F 3252B35B
C6A7D367 ECAD4DE7
BD4D4B38 F90987A1
E6A7411E D24694AA

klen = 128

F52B44D9
191D8AEO
3B85A571
7AC245B1
8F834F4A

39BB5958
1CD122C0
79E11E7E
79C988D6
4AB022F7

4D75B903
25204334
513AA622
3229D97E

4DD6A9FC 82687210
C5EACF68 A0CB4854
991F2CA7 4D1807A0
F19FE02C A1056E01



shared secret key Kp:

compute optional term Sz = Hash(0x02 ||

I y2)):
I Zg |

il ox

xy I Zy

C558B44B
9A65739F
F90987A1
D24694AA
CF608A5D
9DDB118F
098BCI91F
94B2FFC4

Hash(xy, |l

90E2A628
D047B7F6

0x02 |l

Yv

X1
EE5301D9
3B85A571
7AC245B1
8F834F4A
B8FE5CEOQ
07CEBEAA
F3AD1BFF
D6853876

Zp I Zp
E4F57ABD

Iy |l
F52B44D9
79E11E7E
79C988D6
4AB022F7
7F150269
E3E7720A
7DC2802C
C79B8F30

Il X1 Il V1
78339EA3

I Hash(xy I Z, |
02 3252B35B 191D8SAE0 1CD122C0 25204334 CS5EACF68 AO0CB4854

X3

Zg |

I y2:
39BB5958
513AA622
3229D97E
64CED1BD
40BAE40E
FEF6A5CC
DB14CCCC
1C6573AD

Il Xy

3F967D11

B4%

X1 Il

I Hash(xy

4D75B903
991F2CA7
F19FE02C
BC99D590
376629C7
062070C0
DB0A9047
0AA50F39

I y2):

A154117B

yi Il x;

6(893473 54DE2484 C60B4AB1 FDE4C6E5

I Zy |l

4DD6A9FC
4D1807A0
A1056E01
049B434D
AB21E7DB
ACC27688
1F9BD707
FC87181E

EA442F7B

I y2):

Zg |l

X1 Il

82687210
BD4D4B38
E6A7411E
0FD73428
26092249
A6F7B706
2FEDAC04
1A1B46FE

627D4F4D

C6A7D367 ECAD4DE7 90E2A628 E4F57ABD 78339EA3 3F967D11
A154117B EA442F7B 627D4F4D DO047B7F6

optional term Sg: D3AOFE15 DEE185CE AE907A6B 595CC32A 266ED7B3 367E9983
A896DC32 FA20F8EB

Related values in steps A4-A10 in the key exchange protocol:

take x; = 2?7 + (x;&(2'?7 —1)): CF608A5D BS8FE5CE( 7F150269 40BAE40E

compute t;, = (dy+Xx;- r,) mod n: 3D68COCO 6DC40F17 BODDFE0O 93D3COE4
969ED112 4A187FA8 ADO2F81E 3C11CCE6

take x; = 227 + (x,&(2'%7 — 1)): FDC2802C DB14CCCC DB0A9047 1F9BD707
compute point [x;]Rg = (xgg,Vgo) of the elliptic curve:

coordinate xpo: DA68EF84 FE616D92 438BBE69 BCC52DB9 CES5CBEAY9 93944CBC

331BA26D 6082E912

coordinate ypo: 4831E862 898B4356 32D8FFA0 1869CD65 645822BD D3B4E9E0
46BCABS85 6F02F110

compute point Pz + [X;]Rg = (x51,Vp1) of the elliptic cuve:

coordinate xpq: FE7C111C C3E628E3 FE709DF2 E6E331CD C2A3A30E EAOCDC3C
D10C0759 EAB15199



coordinate ygq: 12D6F496 361948C9 EC67E603 DF93C008 86EFAEEA C591C2D5

D16B67F2 FE1AD77E

compute U = [h- t4](Pp+ [X2]Rg) = (xy,yy):
coordinate x;: C558B44B EE5301D9 F52B44D9 39BB5958 4D75B903 4DD6A9FC

82687210 9A65739F

coordinate yy;: 3252B35B 191D8AEO 1CD122C0 25204334 C5EACF68 A0CB4854

C6A7D367 ECAD4DE7
compute K, = KDF(xy

Xy [ Yu { ZA [ ZB:
C558B44B EE5301D9
9A65739F 3252B35B
C6A7D367 ECAD4DE7
BD4D4B38 F90987A1
E6A7411E D24694AA

klen = 128

I yy |l

F52B44D9
191D8AEO
3B85A571
7AC245B1
8F834F4A

Za

I Zg, klen):

39BB5958
1CD122C0
79E11E7E
79C988D6
4AB022F7

4D75B903
25204334
513AA622
3229D97E

4DD6A9FC
C5EACF68
991F2CA7
F19FE02C

shared secret key K,: 6C893473 54DE2484 C60B4AB1 FDE4C6E5

compute optional

I y2)):
I Zg |

il ox

xy I Zy
C558B44B
9A65739F
F90987A1
D24694AA
CF608A5D
9DDB118F
098BCI1F
94B2FFC4

Hash(xy

90E2A628
D047B7F6

0x02 ||
02

Yu

X1
EE5301D9
3B85A571
7AC245B1
8F834F4A
B8FE5CEOQ
07CEBEAA
F3AD1BFF

D6853876
Zp I Zp

E4F57ABD

Il Hash(xy

Iy |l
F52B44D9
79E11E7E
79C988D6
4AB022F7
7F150269
E3E7720A
7DC2802C
C79B8F30

Il X1 [ Y1

78339EA3

Zy |

X3

Zp

term S; = Hash(0x02 || yy

I ys:
39BB5958
513AA622
3229D97E
64CED1BD
40BAE40E
FEF6A5CC
DB14CCCC
1C6573AD

[ Xy

3F967D11

oo |l

y1 |l

| Hash(xy

4D75B903
991F2CA7
F19FE02C
BC99D590
376629C7
062070C0
DB0A9047
0AA50F39

I y2):

A154117B

X2

I Z4

4DD6A9FC
4D1807A0
A1056E01
049B434D
AB21E7DB
ACC27688
1F9BD707
FC87181E

EA442F7B

I y2):
3252B35B 191D8AEO 1CD122C0 25204334 C5EACF68 A0CB4854

ECAD4DE7 90E2A628 E4F57ABD 78339EA3 3F967D11 A154117B

627D4F4D

D047B7F6

I Zg |l

82687210
A0CB4854
4D1807A0
A1056E01

X1 Il

82687210
BD4D4B38
E6A7411E
0FD73428
26092249
A6F7B706
2FEDACO04
1A1B46FE

627D4F4D

C6A7D367
EA442F7B

optional term S;: D3AOFE15 DEE185CE AE907A6B 595CC32A 266ED7B3 367E9983
A896DC32 FA20F8EB



compute optional

I y2)):
I Zg |

yi Il x;

xy I Zy

C558B44B
9A65739F
F90987A1
D24694AA
CF608A5D
9DDB118F
098BC91F
94B2FFC4

Hash(xy |

90E2A628
D047B7F6

X1
EE5301D9
3B85A571
7AC245B1
8F834F4A
B8FE5CEOQ
07CEBEAA
F3AD1BFF
D6853876

Zy I Z
E4F57ABD

Iy |l
F52B44D9
79E11E7E
79C988D6
4AB022F7
7F150269
E3E7720A
7DC2802C
C79B8F30

Il X1 [ Y1
78339EA3

X2

term S, = Hash(0x03 Il yy

I y2):
39BB5958
513AA622
3229D97E
64CED1BD
40BAE40E
FEF6A5CC
DB14CCCC
1C6573AD

[ Xy
3F967D11

| Hash(xy

4D75B903
991F2CA7
F19FE02C
BC99D590
376629C7
062070C0
DB0A9047
0AA50F39

I y2):

A154117B

I Zy

4DD6A9FC
4D1807A0
A1056E01
049B434D
AB21E7DB
ACC27688
1F9BD707
FC87181E

EA442F7B

I Zg |

X1 Il

82687210
BD4D4B38
E6A7411E
0FD73428
26092249
A6F7B706
2FEDAC04
1A1B46FE

627D4F4D

0x03 1l yy WHash(xy I Zg I Zg I x1 I y1 I 22 1 yp):
03 3252B35B 191D8AEO 1CD122C0 25204334 C5EACF68 A0CB4854
ECAD4DE7 90E2A628 E4F57ABD 78339EA3 3F967D11 A154117B

627D4F4D D047B7F6
optional term S,: 18C7894B 3816DF16 CF07B05C SECOBEF5 D655D58F 779CC1B4

C6A7D367
EA442F7B

00A4F388 4644DB88

Related values in step B10 in the key exchange protocol:

compute optional

I y2)):

yi Il x;

xy I Zy

C558B44B
9A65739F
F90987A1
D24694AA
CF608A5D
9DDB118F
098BCI1F
94B2FFC4

Hash(xy |l

90E2A628
D047B7F6

0x03 1l yy

Zg |
EE5301D9
3B85A571
7AC245B1
8F834F4A
B8FE5CEOQ
07CE8SEAA
F3AD1BFF
D6853876

X1

Zy I Zg

E4F57ABD

| Hash(xy

oy |
F52B44D9
79E11E7E
79C988D6
4AB022F7
7F150269
E3E7720A
7DC2802C
C79B8F30

Il X1 Il Y1

78339EA3

I Zy |l

X2

Zp

term S, = Hash(0x03 || yy

I ¥2):

39BB5958
513AA622
3229D97E
64CED1BD
40BAE40E
FEF6A5CC
DB14CCCC
1C6573AD

Il X

3F967D11

o |l

y1 |

4D75B903
991F2CA7
F19FE02C
BC99D590
376629C7
062070C0
DB0A9047
0AA50F39

I y,):

A154117B

X Il

I Hash(xy

I Zy |l

4DD6A9FC
4D1807A0
A1056E01
049B434D
AB21E7DB
ACC27688
1F9BD707
FC87181E

EA442F7B

y2):

Zg |

x|

82687210
BD4D4B38
E6A7411E
0FD73428
26092249
A6F7B706
2FEDACO04
1A1B46FE

627D4F4D

10



03 3252B35B 191D8AEO 1CD122CO0 25204334 CS5EACF68 A0CB4854 C6A7D367
ECAD4DE7 90E2A628 E4F57ABD 78339EA3 3F967D11 A154117B EA442F7B
627D4F4D D047B7F6

optional term S,: 18C7894B 3816DF16 CF07B05C 5ECOBEF5 D655D58F 779CC1B4
00A4F388 4644DB88
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Annex C
(informative)

Example of message encryption and decryption
C.1 General requirements

This annex adopts the cryptographic hash function specified in GM/T 0004-2012, SM3
Cryptographic Hash Algorithm, whose input is a bit string of length less than 2°4, and
output is a hash value of length 256 bits, denoted H,g(+).

In this annex, for all values represented in hexadecimal form, the left is the most

significant side and the right is the least significant side.

In this annex, plaintexts are denoted as ASCII encoding.

C.2 SM2 message encryption and decryption on elliptic curves
The elliptic curve equationis: y> = x3 + ax + b

Example: F, — 256

prime p: FFFFFFFE FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF 00000000 FFFFFFFF
FFFFFFFF

coefficient a: FFFFFFFE FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF 00000000 FFFFFFFF
FFFFFFFC

coefficient b: 28E9FA9E 9D9F5E34 4D5A9E4B CF6509A7 F39789F5 15AB8F92
DDBCBD41 4D940E93

base point G = (x;,y;) whose orderis n

coordinate x;: 32C4AE2C 1F198119 5F990446 6A39C994 S8FE30BBF F2660BE1
715A4589 334C74C7

coordinate y;: BC3736A2 F4F6779C 59BDCEE3 6B692153 DO0A9877C C62A4740
02DF32E5 2139F0A0

order n: FFFFFFFE FFFFFFFF FFFFFFFF FFFFFFFF 7203DF6B 21C6052B 53BBF409
39D54123

message M to be encrypted: encryption standard

hexadecimal form of message M: 656E63 72797074 696F6E20 7374616E 64617264

private key dp: 3945208F 7B2144B1 3F36E38A C6D39F95 88939369 2860B51A
42FB81EF 4DF7C5B8

public key Pg = (xg,¥5):

coordinate xp: 09F9DF31 1E5421A1 50DD7D16 1E4BC5C6 72179FAD 1833FC07
6BB08FF3 56F35020
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coordinate yg: CCEA490C E26775A5 2DC6EA71 8CC1AA60 O0AEDOSFB F35E084A
6632F607 2DA9AD13

Related values in steps of the encryption algorithm:

generate random number k: 59276E27 D506861A 16680F3A D9C02DCC EF3CC1FA
3CDBE4CE 6D54B80D EAC1BC21

compute point C; = [k]G = (x1,y;,) of the elliptic curve:

coordinate x;: 04EBFC71 8E8D1798 62043226 8E77FEB6 415E2EDE
0E073COF 4F640ECD 2E149A73

coordinate y;: EB58F9D8 1E5430A5 7B36DAAB 8F950A3C 64E6EE6A
63094D99 283AFF76 7E124DFO0

choose the uncompressed form of C;, convert the point to be byte string of form PC ||
x1 Il y; where PC is asingle byte and PC = 04, and denoted still by C;.
compute point [k]Pg = (x,,y,)of the elliptic curve:

coordinate x,: 335E18D7 51E51F04 0E27D468 138B7AB1 DC86AD7F 981D7D41
6222FD6A B3ED230D

coordinate y,: AB743EBC FB22D64F 7B6AB791 F70658F2 5B48FA93 E54064FD
BFBED3F0 BD847AC9

bit length of message M: klen = 152

compute t = KDF(x, |l y,, klen): 44E60F DBFOBAE8 14376653 74BEF267 49046C9E
compute C, = M D t: 21886C A989CA9C 7D580873 07CA9309 2D651EFA

compute C; = Hash(x, || M || y,):
X, I Ml y,:
335E18D7 51E51F04 0E27D468 138B7AB1 DC86AD7F 981D7D41 6222FD6A

B3ED230D 656E6372 79707469 6F6E2073 74616E64 617264AB 743EBCFB
22D64F7B 6AB791F7 0658F25B 48FA93E 54064FDB FBED3F0B D847AC9

C5: 59983C18 F809E262 923C53AE (C295D303 83B54E39 D609D160 AFCB1908
DOBD8766
output the cipher-text C =C; Il C, || C3:

04EBFC71 8E8D1798 62043226 8E77FEB6 415E2EDE O0OE073COF 4F640ECD
2E149A73 E858F9D8 1E5430A5 7B36DAAB 8F950A3C 64E6EE6A

63094D99 283AFF76 7E124DF0 59983C18 F809E262 923C53AE (C295D303
83B54E39 D609D160 AFCB1908 DOBD8766 21886CA9 89CA9C7D

58087307 CA93092D 651EFA

Related values in steps of the decryption algorithm:
compute point [dg]C, = (x5, ¥,):

coordinate x,:335E18D7 51E51F040 E27D4681 38B7AB1D C86AD7F9
81D7D416 222FD6AB 3ED230D
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coordinate y,: AB743EBC FB22D64F 7B6AB791 F70658F2 5B48FA93
E54064FD BFBED3F0 BD847AC9

compute t = KDF(x, Il y,, klen): 44E60F DBFOBAES 14376653 74BEF267
49046C9E

compute M' = C, @ t: 656E63 72797074 696F6E20 7374616E 64617264

comput u = Hash(x, I| M’ || y,):59983C18 F809E262 923C53AE (295D303
83B54E39 D609D160 AFCB1908 DOBD8766

plaintext M': 656E63 72797074 696F6E20 7374616E 64617264, i.e. encryption
standard
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